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Preface and Purpose

Preparing to deal with the consequences of a terrorist use of a CBRNE agent or device at or near a U.S. installation or in the surrounding local community of the host nation is unpleasant.  Dealing with the consequences without adequate preparation is, however, even more unpleasant.  This EUCOM Consequence Management Guidebook: Preparedness and Response in a CBRNE Terrorism Environment is written to stimulate thought and provide appropriate planning tools for an adequate level of preparedness and response to any CBRNE activities.  

This Guidebook is not a cookbook with clear-cut answers to all CBRNE scenarios.  Unfamiliar CBRNE agents, including mixed use biological agents, combination effects from simultaneous biological-chemical agent releases, and use of a radiological dispersal device (e.g. “dirty bomb”) all create Consequence Management (CM) scenarios with many variables.  There are, however, things we do know and that we should plan and prepare for now, courses of action to contemplate and carry out, and tough decisions to consider.  Some of the most painful and difficult decisions are listed under the titled section “CBRNE Worry List”.              

The USEUCOM Command Surgeon’s office (ECJ4-MR CM) developed this Guidebook.  It will be reviewed and updated annually or as events dictate.  ECJ4-MR CM welcomes any specific recommendations on how this Guidebook can be improved to better serve the needs of its users.  Comments should be addressed to HQ USEUCOM, Office of the Command Surgeon, Unit 30400.  APO AE  09131. (Attn: ECJ4-MR).  Telephone numbers DSN:430.7166 and Comm: (within Germany) 0711.680.7166 (or international) 49.711.680.7166.

Read and Use this Guidebook!!  It provides useful information, algorithms, checklists, key references, emergency points of contact, and other embedded resource links that will enable commanders, disaster preparedness officers, duty officers, and others interested in CBRNE and CM preparedness and response activities to prepare and respond to a CBRNE event with at least some of the variables and questions worked through beforehand.  

DISTRIBUTION RESTRICTION:  Distribution is authorized to US government agencies only (determination date of 20 August 2004).  Other requests for this document will be referred to: HQ USEUCOM Attn: ECJ4-MR.  Unit 30400.  APO AE 09131.   

DESTRUCTION NOTICE:  Destroy by any method that will prevent disclosure of contents or reconstruction of the document.

CBRNE Consequence Management Worry List 

Some CBRNE events, especially terrorist use of biological agents, may require tough decisions that are both unique and painful.  The following difficult issues that force tough decisions are representative of this “CBRNE Worry List”:  

1.  Command and Control - Maintaining Mission Capability. 

The first priority is to preserve mission capability.  The response to a CBRNE event will be useless if emergency first responders and medical providers are sick or dead.  The first “worry” is simply: How are you going to maintain command and control?      

a. Physical security needs and protection of key / essential staff.

b. Facility security.

c. Controlled access.

d. Traffic control.

e. Pharmaceutical security.

f. Lock-down of MTF / installation (increased THREATCON creates problems).   

g. Host Nation medical interface and overall role in installation response 

2. Limit Secondary Cases.

If the CBRNE event involves a biological warfare (BW) agent suspected or actually used, how do you prevent transmission from person to person (e.g., smallpox and plague)?

a. Restriction of Movement (Quarantine enforcement becomes a real problem).

b. Universal Standard Precautions (logistics capabilities to obtain supplies).

c. Isolation room / negative pressure room availability.

3.  Triage / Treatment / Alternative Sites of Care. 

a. Expectant cases.

b. Auxiliary facilities (e.g., installation gymnasium or host nation facility).

c. Home care / treatment and care of special needs populations (Quarantine?). 

4.  Mass Prophylaxis Distribution.

a. Priority Distribution Plan (first responders and key / essential staff get head of the line privileges?  Does a Continuity of Operations Plan - COOP - exist?). 

b. Centralized vs. decentralized distribution of mass prophylaxis concerns.

c. Prepackaged (CM PushPack developed with reach-back “pull” capability).

d. On hand supplies meet initial demand (stockpile vs. just in time inventory?).

5. Staff Work / Duty Schedule Exhaustion.

a. All hands working round the clock (24 / 7).

b. Shift work.

c. Little chance for outside relief during first 72 hours.

6. Care of dead.

a. Morgue - temporary facility with expansion capability.

b. Decontamination and disposal of remains.

c. Religious and spiritual needs of families. 

7. Families.

a. Prophylaxis / triage / potential lockout (quarantine) of family members.

b. If communicable / infectious BW agent used – affect on recall ability?  

c. Medical staff bringing their families to the installation if living off post?  

Summary:

The intent of this CBRNE Worry List is to highlight those critical issues and tough policy decisions that may be faced in a CBRNE environment.  The best answers for how to prepare for these worry list items are often local answers.  The rule of thumb to remember:  The installation or MTF will most likely be on its own without any outside help for up to 72 hours following any covert biological agent release.  

TAB A 

BIOLOGICAL TERRORISM:

A SCENARIO
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Initial Detection… (first 6 - 12 hours)

Day One: At morning report, you learn that the local host nation (HN) hospital ER was inundated over the weekend with non-emergency patients, complaining of sore throats, mild coughs and fevers.  A number of patients complained about prolonged waiting times, and additional staff were called in to assist…

Sentinel Events

One of the great difficulties in timely response to a biological terrorist attack is determining that an attack has occurred.  Victims of BW agents will usually develop initial non-specific symptoms.  Few physicians have treated diseases such as Plague, Smallpox, or Anthrax, and will thus have a low index of suspicion for these diseases.  

Sentinel events of intentional biological pathogen release may include:

· Widened mediastinum chest film in previously healthy patient, e.g., Anthrax 

· Characteristic gram (+) stains of weaponizable pathogens, e.g., Y. pestis (think Plague)

· Varicella with abnormal distribution pattern (palm of hand), e.g., Variola (think Smallpox) 

· Epidemics of flu-like illness out of season

· Clusters of patients arriving from a single locale

· Reports of animals dying or dead from a single locale

· Rapidly fatal cases

· Patients presenting with a rare disease, e.g., pulmonary Anthrax, Tularemia, or Plague 

Preparedness and Response Considerations:

· Ensure that all primary care providers, first responders, and other key staff personnel are educated in the recognition and early management of diseases caused by the most probable biological weapons (see TAB E).  

· TAB C of the Guidebook gives a listing of available U.S. federal government and other DoD education and training courses in the medical management of BW agents. 

· Educational opportunities can be presented in a wide array of training platforms.  Training costs can be greatly reduced by having instructors come to your site.  There are various distance-learning modules available (live satellite broadcasts, VTC hookups, taped replays), online self-study programs, CD-ROMs, videos, etc.   

Early Diagnosis… (12 - 24 hours) 

Day One: By late afternoon, more patients have come to the local ER for treatment, and are prescribed antibiotics and discharged.  Throat swabs are taken.  A gram-stain is performed….  
Notification / Consultation / Assistance

When a BW incident is suspected (including positive results obtained from presumptive test kits) but not yet confirmed by diagnostic lab results, calls need to be made immediately to the installation commander and higher military medical authorities for initial notification.  After initial notification calls have been made, calls for consultation and response assistance can be made to the host nation, EUCOM components, DoD and other U.S. federal response agencies (Refer to TAB H for phone numbers of DoD and U.S. federal response agencies).  

Laboratory Confirmation

Diagnostic testing labs for selected BW agents typically offer identification, confirmation, and susceptibility testing.  The most capable U.S. labs are located in Atlanta, Georgia at the Centers for Disease Control (CDC) or in Ft. Detrick, Maryland at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID).  These two labs are the only CDC level D and equivalent Bio Safety Level (BSL) 3 / 4 labs in the U.S. with special surge capacity and advanced molecular typing techniques.  There are also several BSL 3 / 4 labs in various host nations within the EUCOM area of operations.  (Refer to TAB I for a list of various host nation public health and emergency response agencies).      

CDC Laboratory Response Network 

CDC has developed a Laboratory Response Network (LRN) to provide a worldwide network of laboratories to coordinate bioterrorism preparedness and response efforts.  All MTFs have been directed to participate in the LRN using CDC guidelines and to become an integral part of the CDC program as a level A laboratory - the role of a level A laboratory is to rapidly recognize a suspected bioterrorism agent that has been covertly entered into the environment and then forward that agent to the next level laboratory (level B) in the LRN for further work up.  In the EUCOM AOR, the MTF level B lab is located at Landstuhl Regional Medical Center (LRMC) that serves as the LRN gatekeeper for CDC.  For additional info, contact the LRMC level B lab POC at DSN: 486.7832 or email at: david.heath@lnd.amedd.army.mil.  
Biological Agents Fact Sheets / Risk Communications

It will not be practical to await diagnostic laboratory confirmation from LRMC, CDC, USAMRIID or a host nation lab prior to initiating command directed medical response actions (e.g., issuance of antibiotics).  Instead, it will be necessary to initiate an immediate response based on the recognition of high-risk syndromes.  TAB E presents fact sheets for selected BW agents (CDC Category A) and includes a syndrome-based description that should alert installation and MTF commanders, first responders, healthcare practitioners, and others to the possibility of a bioterrorism-related outbreak.

Preparedness and Response Considerations:

· In a suspected bioterrorism attack or biological agent emergency, immediately call: Installation commander and higher military medical authorities.  Higher medical authorities will make the decision for when to initiate a medical response action.  

· Consult with higher military medical authorities prior to specimen packaging and transport.  Ensure requirements for specimen transport follow instructions of local host nation public health and law enforcement officials, CDC, other U.S. federal agencies (e.g., FBI), and international agencies (e.g., WHO).  See Endnote 5 for requirements for the shipment of infectious agents and BW specimens.  Reminder Note: LRMC has a CDC level B lab that serves as the CDC gatekeeper for specimen handling and transport within the EUCOM theater. 

Consequence Management… (24 - 48 hours)

Day Two: Initial index cases worsen - the local ER is overwhelmed with many new patients.  Deaths have occurred.  General inpatient and ICU beds have reached maximum capacity.  Patients are being treated in the hallways.  Local media begin reporting “…an unknown epidemic in the area...”  
Protection of Mission Capability

The first and foremost responsibility of the installation and MTF commander is maintaining and protecting mission capability and ensuring public health and safety.  Ensuring public health and safety requires an understanding of universal precautions (gloves, gowns, masks, eye protection, etc.), personal protective equipment (PPE), collective protection, decontamination, and general security measures.  A good overview of the resource requirements needed for PPE, collective protection, and decontamination can be found in TAB J and in the publication Medical Management of Biological Casualties from USAMRIID (the “Bluebook”) found in TAB H.     

Assistance

Installations and MTFs will most likely be on their own without any outside assistance from EUCOM response assets or other U.S. military and federal response agencies for up to 72 hours while awaiting confirmatory identification of a bioterrorism attack.  However, requests can be made of the host nation for immediate consultation and assistance from various agencies capable of providing specialized BW consultation and response capabilities.  See TAB I for host nation response organizations in the EUCOM theater.

Alternative Medical Facilities 

Installation and MTF commanders should be prepared for the possibility of using alternative medical sites with local host nation civilian authorities.  Some ideas for these alternative medical sites include an open sports field or park, a convention center, hotel, or school gymnasium.  Other sites should also be considered for supporting non-medical roles (e.g., the local sports field could be used as a morgue overflow area or as a staging and reception area). 

Medical Chemical Defense Materials / Pharmaceuticals

In order to preserve mission capability, the on-hand and surge inventory of CBRNE medical chemical defense materials (MCDM) and pharmaceuticals should serve the medical provider population and essential staff personnel at risk first and foremost.  Risk communications will be needed to assure the beneficiary population and all others that they will eventually receive their treatment and defense medications upon arrival of sustainment supplies.  The mass prophylaxis distribution plan needs to be tempered with practicality; on-hand supplies and surge inventory may not be enough for everybody.                 

Risk Communications

To decrease risks during a suspected BW attack, installation and MTF plans should be in place to deal with media, communications, and release of public information.  Clear, consistent, risk communication material should be provided (e.g., Fact Sheets) to staff members, patients, families, visitors, media, and to the general public.  During a bioterrorism outbreak, access of visitors to the installation and MTF may need to be strictly limited.  A well-designed media plan should clarify the lines of authority and flow of communication to minimize the anticipated responses of fear, confusion, and anger. 

Preparedness and Response Considerations:
· Understand the first priority: preservation of mission capability and ensuring public health and safety.

· Implement media / risk communications plan that outlines lines of authority and flow of communications and release of public information.  Educate all to reduce the fear factor.  Prepackaged Fact Sheets will help.

· Immediate consultation and assistance can be requested from various DoD and host nation activities with specialized BW response team capabilities.

Consequence Management …(48 -72 hours)

Day Three: The BW agent used in the attack is confirmed and the first estimate given requiring an immediate urgent mass prophylaxis.... 
U.S. MTFs in the EUCOM central region and local area host nation hospitals report demand for care exceeds maximum capacity and are completely overwhelmed...  Many more deaths have been reported.  The host nation state governor declares an emergency and requests assistance… EUCOM, DoD, U.S. federal agencies, and host nation specialized response units are mobilized.  Patients are reporting in large numbers as worried well…                    
Mass Prophylaxis Distribution Plan

Mass prophylaxis should begin according to a pre-established distribution plan.  In implementing the distribution plan, commanders will most likely be faced with pointed questions as to why some personnel are considered “essential” and are being given head of the line privileges for medical prophylaxis and treatment.        

Mutual Aid Agreements

Pre-established mutual aid agreements should be implemented with various response agencies for sharing of resources to effectively respond to a developing BW attack.  Mutual aid agreements need to be considered for: pre-hospital and EMS services, private ambulance services, first responder and other emergency services; sharing of local fixed site health care facilities, skilled nursing facilities, patient overflow and facility expansion sites; hospital supply centers for obtaining mechanical ventilators, local mortuary services / funeral homes, medical examiner, etc.  Coordination is needed with the installation commander to facilitate overall military response efforts and allow for improved communications, physical security needs, other transportation requirements, and for the possibility of restriction of movement, including any quarantine order.

Preparedness and Response Considerations:

· Implement mass prophylaxis distribution plan (Refer to TAB B for considerations).

· Activate mutual aid agreements.  

· Refer to TAB B for recommended response activities dealing with the worried well. 

Consequence Management …(+ 72 hours)

Day Four: Host nation requests U.S. government assistance via diplomatic channels...  EUCOM, DoD, other U.S. federal agency response teams assist local U.S. military and host nation authorities.  The death toll mounts… local area morgues are overwhelmed.  The HN state governor orders quarantine.  Widespread panic shuts down the international airport and autobahns have become grid locked with people fleeing the area.  A number of other U.S. installations in the HN report suspicion of the same BW agent... 
U.S. Lead Federal Agencies   

In the event of a BW terrorist attack at or near an OCONUS MTF, both crisis and consequence management activities will be working concurrently.  The FBI will be involved in crisis management and criminal investigation, even on military property OCONUS, to help coordinate activities with host nation police and anti-terrorism units.  The U.S. Department of State (DoS) is the Lead Federal Agency for overall coordination (for both crisis and consequence management) of the U.S. response to all requests for assistance from host nation foreign governments.  Presidential Decision Directive (PDD) 39 outlines U.S. Lead Federal Agency authority for crisis and consequence management (See TAB H).  
EUCOM and DoD Specialized Response Units

Specialized response units may include EUCOM theater and DoD units: USAREUR (V Corps) Consequence Management Assessment Team (CMAT); Chem / Bio Rapid Response teams (C/B-RRT); subject matter experts from various DoD CBRNE and CM agencies; Marine Corps Chem-Bio Incident Response Force (CBIRF), Defense Threat Reduction Agency (DTRA) hazard prediction experts, and Navy mobile laboratory assets, among others.  However, these response assets will not be immediately available; commanders will need to be prepared to provide an immediate response on their own until this outside help arrives.                 

U.S. Military Support to Host Nation Civil Authorities

Commanders may be asked by local host nation authorities to provide direct medical assistance and support to the civilian community surrounding an OCONUS installation or MTF in the absence of a host nation declared emergency or formal request for U.S. assistance.  Commanders have legal authority to provide an immediate response to assist host nation authorities per CJCS Instruction 3214.01A (Military Support to Foreign Consequence Management Operations).  For more info on CJCSI, see TAB H .   

Immediate Response Authority

The “Immediate Response” authority found in CJCSI 3214.01A may be exercised by commanders when imminently serious conditions resulting from a host nation civil emergency require immediate action to save lives, reduce suffering, or mitigate great property damage.  Some examples of immediate response activities include, but are not limited to, rescue, evacuation, emergency medical treatment of casualties, maintenance or restoration of emergency medical capabilities, and safeguarding the public health.  Current operational capabilities and military mission requirements will dictate when and what resources might be made available under the “Immediate Response” clause.       

Legal Issues

Peacetime support operations to a host nation involving U.S. military medical assets will undoubtedly raise legal issues.  The basic rule of thumb is that the military always plays a subordinate and supporting role to host nation civilian authority.  Commanders need to be aware of the legal implications of any such support and ensure that they are appropriately advised by staff judge advocates to obtain competent military legal counsel.  Installation and MTF mutual aid agreements with host nation authorities require this legal review. 

Fatality Management

EUCOM (ECJ4-LO) has a Disaster Mortuary Affairs Response Team (DMART) - this deployable asset that can assist with fatality management efforts.  Commanders will face difficult decisions on the final disposition of remains with the understanding the impact their decisions will have on family members (e.g., requests for proper burials in family cemeteries).  Pre-planning guidance from the chaplain community can address alternative measures to comfort families with various religious beliefs while assisting with the ongoing healthcare crisis.
Quarantine / Disease Containment 

The burden of requesting a quarantine order remains a public health decision.  Quarantine imposes serious legal, logistics, enforcement, and other concerns and may seem harsh and cruel to those people affected by it.  Host nation laws vary greatly on the legal issues of quarantine.  Commanders need to coordinate with staff judge advocates to obtain competent military legal counsel to understand how a quarantine order will affect local host nation communities, MTFs, installations, and base housing areas.      

Preparedness and Response Considerations:

· Understand roles of DoD specialized CBRNE CM response units and their impact upon MTF command and control.  Read CJCS Instruction 3214.01A (Foreign CM Operations - TAB H ).     

· Contact local host nation public health agencies for coordination efforts (see TAB I). 

· Read TAB F (Quarantine - Lessons Learned from TOPOFF) for a realistic view of the major implications and issues related to a quarantine order in a large-scale BW event. 

TAB B  

BIOLOGICAL TERRORISM – RESPONSE ACTIVITIES:

MEDICAL SURVEILLANCE

Pay particular attention to disease outbreaks that are not endemic to the geographic area or outbreaks of common diseases that occur in uncommon seasons.  Syndromic surveillance systems can track and monitor presenting complaints to emergency departments, give diagnostic summaries, follow hospital admissions, report on ER calls, poison center calls, unexplained deaths, and unusual medical events.  Medical surveillance can be expanded to actively poll emergency departments, primary care providers, infectious disease specialists, veterinarians, and other infection control practitioners to ascertain the context and possible cause of any non-specific indicator.  The outbreak of West Nile Virus in the U.S. points to the importance that veterinarians play in overall surveillance and disease control.   

MEDICAL SURVEILLANCE  – Response Activities:

· Continuously monitor any “red flag” indicators of a BW attack

· Expand surveillance efforts when key indicators exceed established thresholds

      - Poll emergency department

      - Poll primary care providers

      - Poll infectious disease specialists

      - Poll veterinary clinics (if available and nearby)    

MEDICAL DIAGNOSIS
Preliminary BW agent testing (presumptive diagnosis) of suspected biologic samples should be undertaken with samples sent for verification to qualified EUCOM theater, U.S. or host nation laboratories.  Veterinary diagnosis also should be considered, as applicable, in the verification process.  If initial presumptive diagnosis indicates a potential BW agent, these qualified laboratories can provide confirmatory results.  If a potential BW health problem arises, the first notification call should be to higher medical authorities and the installation commander.  Likewise, any selected infectious disease lab results that are reported to host nation public health departments also should be reported in the same manner. (See Endnotes 1-6)             

MEDICAL DIAGNOSIS – Response Activities:

· Obtain initial presumptive diagnosis of BW agent / illness

· Consult with higher medical authority for  specimen packaging and transport 

· Begin clinical lab tests for confirmatory diagnosis and identification of BW agent 

· Obtain veterinary diagnosis (if applicable) 

EPIDEMIOLOGIC INVESTIGATION

An epidemiological investigation can determine the distribution of cases and sources of disease outbreak.  Such an investigation will provide an analysis of the collected data and support the development of recommendations for containment, prevention, and treatment.  Regardless of who initiates the epidemiological investigation, military and host nation law enforcement agencies should be notified and provided with data collected to assist with any criminal investigation efforts.  The key to successful epidemiological investigations of potential BW events is a good working relationship among law enforcement agencies, epidemiologists, and public health officials.  

EPIDEMIOLOGICAL INVESTIGATION  – Response Activities:

· Case definition (detailed description of disease and pattern)

· Track distribution of cases, persons, place, and time

· Define population at risk and map initial victim locations

· Identify source, mode of transmission, and cause  

· Analyze clinical and patient information, diagnosis, and prognosis

· Provide decision support of containment, prevention, and treatment measures

MASS PROPHYLAXIS

A check of pharmacy on-hand supplies of pharmaceuticals and development of protocols for distribution of prophylaxis based on the considerations listed below will be needed.  The on-hand inventory needs to be available with a planning assumption for an initial distribution without any immediate resupply or outside assistance (for up to 72 hours).  Public acknowledgment of the mass prophylaxis distribution plan with priority emphasis on protection of mission capability and essential personnel should be made early on to avoid the appearance of impropriety and help reduce anxiety. (See Endnote 15  for more information on the CDC National Pharmaceutical Stockpile Push Packs.  Recommended MTF pharmaceuticals for selected BW agents are listed in TAB E).
Mass Prophylaxis Distribution Plan Considerations:

· Essential personnel (including contractors), first responders, medical staff  

· Installation assigned active duty personnel, and other military personnel 

· All other eligible beneficiaries, other U.S. citizens 

· Humanitarian immediate assistance to others while preserving mission capability 

MASS PROPHYLAXIS  – Response Activities:

· Activate mass prophylaxis distribution plan 

· Develop follow-up plans for addressing prophylactic regimes that require several administrations of vaccine or boosters

RESIDUAL HAZARD ASSESSMENT AND MITIGATION

Assessment and mitigation efforts may include efforts of the nearest environmental health officer to do sampling of air, water, soil, surface swipes, and insect / animal screening for the BW agent.  Decontamination is primarily site specific and may be required for certain “hot spots” around the area of release or for building interiors and other enclosures.  See Endnotes 7 & 8 for additional information for when decontamination is required for those patients infected as a result of a BW attack.         

RESIDUAL HAZARD ASSESSMENT AND MITIGATION  – Response Activities:

· Conduct environmental sampling (for air, water, soil, surface swipes, and insect / animal screening)

· Conduct local area control and decontamination

· Perform vector and animal control measures

CONTROL OF AFFECTED AREAS AND POPULATION

Physical control includes: security and crowd control necessary at installations and MTFs; emergency departments; fatality handling sites; mass prophylaxis stockpile / distribution sites; ingress / egress routes for essential personnel, equipment, food, water, and for residents within the affected area; travel needed to / from reception and staging areas and other vital installation locations.  First responders and medical staff should wear proper protective equipment when working with potentially contaminated material and victims.  When a hazardous area is defined, proper protection should be made available for those people working, residing, or otherwise located near the hazardous areas.  Refer to TAB J for information and website resources on personal protective equipment (PPE), collective protection, MTF decon, and universal precautions needed in any CBRNE environment.  
CONTROL AFFECTED AREA AND POPULATION  – Response Activities:

· Coordinate security requirements with base installation security / law enforcement

· Provide security at MTF (emergency department, inpatient / outpatient areas, etc.)

· Provide security at Ambulatory Care Centers 

· Provide security at mass prophylaxis stockpile / distribution sites

· Provide security at fatality handling site / morgue

· Provide traffic control at MTF ingress / egress routes for essential personnel, equipment, and residents

CARE OF PRESENTED CASUALTIES AND WORRIED WELL
MTF space requirements for the potential need for mandatory isolation of contagious patients will need to be considered.  By definition, a disaster would overwhelm local capabilities; MTF and installation commanders need to develop mutual assistance agreements with local host nation response agencies and hospitals to ensure maximum response capabilities are available when needed.  The worried well may significantly increase the number of patients requiring triage and evaluation at the MTF.  Unfortunately, they will seek medical assistance during the most critical time of MTF response activities, and thus will impact the efficient delivery of care to the real victims of the BW attack.  The “worried well” from a BW attack may exceed the number of exposed victims by a multiplier of 5 to 15 according to some published reports.  In the Tokyo subway attack by the Aum Shinrikyo terrorists, the number of worried well was reported to be nearly 4500 of the approximate 5000 reported casualties, completely overwhelming the capacity of Tokyo area emergency departments and hospitals. 

CARE OF PRESENTED CASUALTIES AND WORRIED WELL  – Response Activities:

· Close MTF to non-critical admissions

· Implement MTF facility expansion plan when maximum capacity is reached

· Provide notification of large numbers of incoming casualties to expansion facilities 

· Send worried well home

· Establish transportation control and staging areas (dispatch, fuel, buses, air, rail, etc.)

· Provide transportation for acute BW patients

· Provide Home Care (as needed)

FATALITY MANAGEMENT
Given the potential for large numbers of fatalities, serious consideration should be given to establishing mutual assistance agreements for alternative storage sites (e.g., rail cars, refrigerated trucks, and other cold storage facilities) that can hold remains until final disposition.  Assistance is available from the Disaster Mortuary Assistance Response Team (DMART).  Commanders may be faced with medical-legal decisions on final disposition of remains, including temporary interment, long-term storage of remains, release of remains to families, and mass burial issues.  Remains that are contaminated with biological agents could present serious health concerns and may need to be disposed of according to established protocols.  Safe handling procedures need to be established for all personnel who come in contact with these BW fatalities.  (See Endnote 9).             

FATALITY MANAGEMENT  – Response Activities:

· Manage expected high volume of families seeking deceased relatives

· Use morgue as initial central processing site for fatalities

· Consider use of long-term fatality storage facility until final disposition

· Maintain mortuary registry of similar deaths

· Consider temporary and final disposition of fatalities

· Implement options for release of remains, as appropriate

EMERGENCY MANAGEMENT OPERATIONS
Commanders may be on their own for up to 72 hours while awaiting outside assistance to arrive on scene.  A formal request for host nation assistance would occur via liaison between EUCOM (ECJ5) and the U.S. embassy or mission office (DoS is the Lead Federal Agency).  Commanders should gain a better understanding of both the Hospital Emergency Incident Command System (HEICS) module and the Incident Command System (ICS) for improving understanding of command and control protocols utilized during disasters and emergencies.  ICS is a mandated requirement established by federal law for any CBRNE terrorism related response affecting U.S. installations worldwide.  Understanding the basic terminology and concepts of these two systems will greatly increase disaster and emergency response effectiveness through improved cooperation and coordination with multiple response agencies. See Endnotes 10 and 11 for detailed information on HEICS and ICS. 

EMERGENCY MANAGEMENT OPERATIONS  – Response Activities:

· Activation of the MTF / Installation Emergency Operations Center (EOC) 

· Implementation of the MTF / Installation Emergency Operations Plan (EOP)

FAMILY SUPPORT SERVICES
The American and International Red Cross organizations provide information hotlines, assist with implementation of central coordination efforts involving various volunteer service groups and non-governmental organizations (NGOs) and international non-governmental organizations, and provide food and shelter, etc.  Additionally, many volunteer religious based NGOs such as the Salvation Army, Latter Day Saints Charities, Catholic Medical Missions, United Methodist Relief Committee, etc., can play a vital role in any emergency or disaster.  Consideration should be given to establishing a volunteer skills / NGO database to catalog skills and professional services that can assist with victim and family support services (e.g., healthcare, shelter, food, water, language translation services, childcare, animal care, etc.).  Victim and family support needs should also be included in mutual assistance agreements with local host nation response agencies and included in annual drills and exercises.  (see Endnote 12).  

FAMILY SUPPORT SERVICES – Response Activities:

· Implement central coordination of NGOs /  volunteer service organizations

· Conduct next of kin notification

· Provide families with non-medical, logistics, and transportation assistance

· Perform crisis, mental health, and grief counseling

· Provide translation services for non-English speakers

· Provide individual / family financial assistance, lodging assistance

MANAGEMENT OF PSYCHOLOGICAL ASPECTS OF BW
During a bioterrorism related event, anxiety, fear, and panic can be expected from not only victims of the attack, but also from MTF staff and installation personnel and their families.  The psychological aspects of a BW attack can be made easier through participation of mental health professionals (including chaplains and local host nation clergy support) into BW drills and exercises.  (see Endnote 13).                 

MANAGEMENT OF PSYCHOLOGICAL ASPECTS OF BW - Response Activities:

· Minimize panic by clearly communicating risks involved with a BW event

· Develop informational items describing how MTF and installation plans will protect patients (e.g., use of media info packets, fact sheets / flyers, etc.)

· Treat anxiety in unexposed persons who are experiencing somatic symptoms   

· Provide BW training / education opportunities - include frank discussions of risks 

· Include chaplains and mental health participation in BW drills and exercises 

· Consider mutual assistance agreements for mental health services with host nation

MEDIA, COMMUNICATIONS, AND PUBLIC INFORMATION
A BW event that creates mass casualties has the potential to become a “Tower of Babel”.  Despite the best of intentions, the use of different words and phrases will sow confusion and undermine the trust essential to an “orderly chaos” of a well -managed disaster.  Words that convey heavy emotional and psychological overtones will increase anxiety and fears and should be avoided at all costs.  A pre-existing policy on who can release public information will minimize disruptions and focus media attention to the designated spokesperson.  To minimize disruptions, consideration should be given for a designated media site where regularly scheduled, pre-announced media related news events are held.  If there is a BW attack, it should be assumed that the media will arrive in force.  The development of a media plan is absolutely essential to avoid negative media relations in the aftermath of a BW attack.  The media plan should allow only designated public affairs officials, higher medical authorities, and BW subject matter experts to talk to the media.   

MEDIA, COMMUNICATIONS, AND PUBLIC INFORMATION – Response Activities:

· Implement communication plan for release of public information

· Designate single source for release of public information

· Consider use of a neutral site for media briefings using pre-announced times

· Provide centralized information source for family and friends seeking patient status

TAB C

CBRNE Resources – Education & Training (Source:  USAMRICD 2002)
	Training Material

	Department of Defense 

	Non-DoD Resources
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	Textbook of Military Medicine, Medical Aspects of Chemical and Biological Warfare. View Online... 
	Military Medical Personnel:
Contact the AMEDD Center and School
Fax request to (210) 221-4012
	Contact Government Printing Office
Phone: (202) 512-1800
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	Medical Management of Chemical Casualties Handbook, Third Edition, August 1999. View Online...
	Contact the CCCD via email at ccc@apg.amedd.army.mil 
	Contact EAI Corp.
Phone: (410) 676-1449
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	Field Management of Chemical Casualties Handbook, Second Edition, July 2000. View Online...
	Contact the CCCD via email at ccc@apg.amedd.army.mil 
	Contact EAI Corp.
Phone: (410) 676-1449
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	Medical Management of Biological Casualties Handbook, Fourth Edition, February 2001
Website: http://usamriid.detrick.army.mil 
	Contact the USAMRIID
Phone: (301) 619-4880 
Fax: (301) 619-4789
	Contact DPS at DAPS-Aberdeen
Phone: (410) 278-4635 
Fax: (410) 278-5080
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	Medical Management of Chemical Casualties Supplemental Training Materials V. 3.00 CD-ROM. More Info...
	Contact the CCCD via email at ccc@apg.amedd.army.mil 
	Contact the CCCD via email at ccc@apg.amedd.army.mil
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	Medical Management of Biological Warfare Casualties CD-ROM
Website: http://usamriid.detrick.army.mil 
	Contact the USAMRIID
Phone: (301) 619-4880 
Fax: (301) 619-4789
	Available through NTIS
Order number for the product: AVA20826CDRM
The sale price: $30.00
Phone: 1-800-553-6847
Fax: (703) 605-6900
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	Biological & Chemical Warfare and Terrorism: Medical Issues and Response Satellite Videotape Course. More Info...
	Available through Defense Audio Visual Information System
	Available through Swank Healthcare Services on Videotapes or CDROM
The sale price: $98.50
Phone: 1-800-950-4248
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	Medical Management of Chemical and Biological Casualties (MCBC) Videotape Course. More Info...
	Available through Defense Audio Visual Information System
	Available through NTIS
Order number for the product: AVA20830VOXO
The sale price: $350.00
Phone: 1-800-553-6847
Fax: (703) 605-6900
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	Medical Response to Chemical Warfare and Terrorism 2000 Satellite Videotape Course
More Info..
	Contact the CCCD via email at ccc@apg.amedd.army.mil 
	Available through NTIS
Order number for the product: AVA20893VNB6
The sale price: $135.00
Phone: 1-800-553-6847
Fax: (703) 605-6900
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	1999 Biological Warfare and Terrorism: The Military and Public Health Response Videotape Course
Website: http://usamriid.detrick.army.mil 
	Contact the USAMRIID
Phone: (301) 619-4880 
Fax: (301) 619-4789
	Available through NTIS
Order number for the product: AVA20825VNB6
The sale price: $195.00
Phone: 1-800-553-6847
Fax: (703) 605-6900
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	2000 Biological Warfare and Terrorism: Medical Issues and Response Satellite Videotape Course
Website: http://usamriid.detrick.army.mil 
	Contact the USAMRIID
Phone: (301) 619-4880 
Fax: (301) 619-4789
	Contact Visionary Productions, Inc. 
Phone: (850) 784-9942/6002
Fax: (850) 784-3081


	


TAB D Algorithms, Checklists, Decision Trees

ERMC Heightened Disease Surveillance - Checklist

· In order to advance AMEDD’s continuing efforts to field a fit force and prevent illness and injury, all health care providers are requested to maintain the highest levels of vigilance for any of the following conditions, and report them to MEDCEN / MEDDAC Preventive Medicine physicians for further investigation.

· Gastroenteritis of any apparent infectious etiology (>5 cases within 4 hours)

· Pneumonia with sudden demise, or any other unexplained, catastrophic illness in a previously healthy adult

· Gram negative pneumonia (2 or more cases in 24 hours, or any 1 case in healthy young adults – Think Tularemia or Plague)

· Wide mediastinum in a febrile patient with no other source (think anthrax) 

· Rash of synchronous vesicular/pustular lesions (think small pox) 

· Acute neurological illness with fever (meningitis, encephalitis, etc.; 2+ cases in 24 hours)

· Cranial nerve impairment with weakness (think botulism;  2+ cases in 24 hours)

· Absence of a competent natural vector in the area of a disease outbreak (for diseases that are normally vector borne in nature, such as Tick Borne Encephalitis)

· High morbidity and mortality relative to the number of personnel at risk.

· Diseases or syndromes, which appear “out of season” (e.g., Flu in summer).

· Diseases or syndromes, which are normally restricted to a limited age group, which appear in patients across all age groups (e.g., Gram neg. pneumonia in healthy, young adults; “Chicken Pox” in adult groups).

· A disease entity that is unusual or that does not occur naturally in a given geographic area, or combinations of unusual disease entities in the same patient population.

· If any of the above syndromes are present, notify the Preventive Medicine Service within your MEDDAC, MEDCEN, health clinic, or medical task force. 

Disease Reporting 

· In addition, Office of The Surgeon General (OTSG) is requiring all MTFs to maximize the timeliness of disease reporting.  All MTFs are now required to send reports of reporting medical events to the Army Medical Surveillance Activity (AMSA) within twenty-four hours of identification of a reportable case. 

· In addition to the sentinel events listed above, a list of reportable conditions can be found in ERMC REG 40-11, Reporting of Communicable Diseases and Selected Conditions. Reporting Posters listing all reportable conditions are also posted throughout the hospital in each ward.   Further assistance in this regard is available from the Community Health Nursing Service, DSN (314) 486-8111.

· To report a reportable condition, within the Landstuhl MEDCEN Health Service Support region, call the Community Health Nursing Section, Preventive Medicine Service (PMS) at DSN (314) 486-8111 during duty hours. On nights and weekends a PMS representative can be contacted through the Administrator Officer of the Day (AOD) at DSN (314)-486-6703.

· Additional consultation is available through the LRMC Infectious Disease Service (DSN 486-8100).

TAB D Algorithms, Checklists, Decision Trees

CHPPM-E Algorithm 

Potential Biological Agent Exposures

1.  “White Powder” or liquid exposure (credible, non-aerosol):
· Contact Law Enforcement (Military / Host Nation)

· Law Enforcement collects powder or liquid as criminal evidence and forwards for identification to LRMC lab (could also be directed to U.S. military units, host nation (HN) lab, HN law enforcement, FBI, etc.).  Place in sterile container, place container in plastic, wash or decon exterior surface of plastic bag (Respiratory Protection and Overgarment for persons collecting samples).

· Person leaves contaminated environment (building, vehicle).  No decontamination necessary unless gross (visible) contamination is present (soap and water cleansing and change clothes); standard precautions.

· Victim(s) present to ER.  History, physical exam completed.  Labs: Swabs taken of Nasopharynx, skin (face) - Forwarded to LRMC lab for rapid identification and cultures

· Report to Public Health; obtain full contact information re: address, phone number; provide victim with information to present immediately if fever, muscle aches, other symptoms develop.  Person will be contacted with test results, and will receive post-exposure prophylaxis if specimens test positive.  A few days (no more than one week) supply of post exposure prophylaxis may be prescribed pending test results at the discretion of the attending physician, if the person was in close proximity (same room or vehicle), to the unknown powder.

2.  Petri dish labeled with agent:
· Notify law enforcement (Military, Host Nation)

· Forward petri dish as criminal evidence to law enforcement agencies and LRMC lab for identification of agent (could also be directed to U.S. military units, host nation (HN) lab, HN law enforcement, FBI, etc.).  

· Reassure contacts that there is no hazard of exposure.  If person touched culture, they should wash hands.  Obtain full contact information.
3.  Threatening letter purporting to contain a biological agent (without 

      any powder or grossly identifiable substance):

· Contact Law Enforcement (Military/Host Nation)

· Law Enforcement collects powder as criminal evidence and forwards for identification to LRMC lab (can also be directed to U.S. military units, host nation (HN) lab, HN law enforcement, FBI, etc.).  

· No decon, no prophylaxis.  Reassure victim that there is no credible risk.

· Report to Public Health; obtain full contact information re: address, phone number.  Reassure victim that this does not pose a credible threat.  Provide victim with information to present immediately if fever, muscle aches, other symptoms develop.  Victim contacted with test results from the letter, and receives post-exposure prophylaxis if specimens are positive.  

4.  Exposure to aerosolized (announced attack) agent:

· Contact Law Enforcement (Military/Host Nation)

· Law Enforcement collects environmental samples as criminal evidence and forwards for identification to LRMC lab (could also be directed to U.S. military units, host nation (HN) lab, HN law enforcement, FBI, etc.).  

· Victim(s) present to ER.  No decon (shower, change clothes if gross contamination present); standard precautions.

· History, physical exam completed.  Labs: Swabs taken of Nasopharynx, skin (face) - Forwarded to LRMC lab for rapid identification and cultures

· Instruct victim(s) to shower and change clothes at home 

· Report to Public Health; obtain full contact information re: address, phone number; provide victim with information to present immediately if fever, muscle aches, other symptoms develop.  Person will be contacted with test results, and will receive post-exposure prophylaxis if specimens test positive.  A few days (no more than one week) supply of post exposure prophylaxis may be prescribed pending test results at the discretion of the attending physician, if credible evidence that a biological attack occurred.

5.   If patient presents for the first time days to weeks after a suspected 

biological agent exposure complaining of symptoms, and no powders and / or environmental specimens were forwarded for lab analysis:

· Present to ER.  No decon; standard precautions History / physical exam / lab tests completed as indicated.

· If patient presents with objective findings of disease (fever; other physical findings, x-ray findings, etc), treat as a CASE.  Standard precautions unless symptoms / signs / x-ray findings / labs suggest pneumonic plague (droplet isolation) or smallpox (airborne + contact; quarantine, call Public Health immediately)

· Specific regimens for post exposure prophylaxis and treatment of cases will vary by agent, patient age and other factors (i.e. pregnancy, medication, allergies).  Points of contact to determine need for post exposure prophylaxis or decon:  Chief, Infectious Diseases, LRMC, DSN 486-8100 / 8106.  ERMC Prev Med 486.8111 or refer to these websites: www.cdc.gov, http://www.nbc-med.org/, or www.usamriid.army.mil.
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ECJ4-MR Duty Officer - Checklist for:  
Headquarters, EUCOM or other 6th Area Support Group installations

 “White Powder” / Liquid Agent Exposure / All Credible Threats

· Contact EUCOM HQ and 6th ASG emergency response POCs listed below for proper notification to Law Enforcement / First Responders (U.S. / Host Nation):  

· Fire / Rescue – 0711.680.117 / DSN 117 / German 112

· Police / Polizei – 0711.680.114 / DSN 114 / German 110

· MP desk – 0711.680.5262 / DSN 430.116 or 430.5262 

· Poison Control – 06371.86.7070 / DSN 486.7070 / German 089.19240

· EUCOM NBC officer (ECJ5-T-WMD) DSN 430.5263 / 8304 

· 6th ASG Chemical Operations NCO – 0711.7292.844 / DSN 421.2844

· Notify EUCOM Command Surgeon / others as needed (EPOC / JOC Chief, etc.).

· Law Enforcement / First Responders collect powder or liquid as criminal evidence for lab identification and confirmatory analysis (specimens packaged and shipped to lab at LRMC, Host Nation [HN], or CONUS) by U.S. military response unit / mobile lab unit, HN, U.S. federal response agencies.  Specimen packaging, handling, and shipping done in accordance with U.S., HN, and international standards (Respiratory and overgarment protection required for collection of specimen samples).  Requirements for the shipment of infectious agents may be found at http://www.cdc.gov/od/ohs/biosfty/shipregs.htm.   

· Victim(s) removed from contaminated environment (building, vehicle, etc.).  No decon necessary unless gross (visible) contamination present (shower with soap and water, complete change of clothes); standard precautions are adequate.

· Victim(s) taken to ER.  History, physical exam completed.  Lab: Swabs taken of Nasopharynx, skin (face).  Specimens to lab for rapid identification and cultures.

· Public Health officials notified (by U.S. / Host Nation); info needed on victim(s) full contact information re: address, phone number; provide victim(s) with information to present immediately if fever, muscle aches, other symptoms show.  

· Victim(s) contacted with test results; given post-exposure prophylaxis if specimens test positive.  Victim(s) may be prescribed a few days supply (not more than one week) of post exposure prophylaxis pending confirmatory lab results at discretion of attending physician, if found in close proximity to unknown substance and / or credible threat exists.

· Specific regimens for post exposure prophylaxis and treatment of cases vary by agent, patient age and other factors (i.e. pregnancy, medication, allergies).  EUCOM POCs to determine need for post exposure prophylaxis or decon:  Chief, Infectious Diseases, LRMC, DSN 486.8100 / 8106; ERMC Prev Med, DSN 486.8111.  Websites: www.cdc.gov, http://www.nbc-med.org/, www.usamriid.army.mil.

TAB D Algorithms, Checklists, Decision Trees

ECJ4-MR Duty Officer - Checklist for:

Headquarters, EUCOM or other 6th Area Support Group installations
Suspicious Package Checklist Procedures

What to look for:

· Suspicious letter of package marked with threatening message such as "ANTHRAX" 

· Envelope with powder or oil evident on the surface 

· Unexplained odors (bitter almonds, peach kernels, newly mown hay, green grass) 

· Handwritten or poorly typed addresses 

· Misspellings of common words 

· Addressed incorrectly to someone no longer with your organization 

· Received from someone unfamiliar to you or that was unexpected 

· Excessive postage 

· No return address, or one that can't be verified as legitimate 

· Marked with restrictive endorsements, such as "Personal" or "Confidential" 

· Have protruding wires, strange odors or stains 

· Show a city or state in the postmark that doesn't match the return address (other than 

· known Business Mail, e.g., credit card companies) 

What to do if you discover something suspicious:

· Report the incident to MPs or Host Nation Police (if off-post) 

· Do not touch or move the suspected article 

· Evacuate the area immediately 

· If prudently possible, close all windows, doors, turn-off ventilation systems or fans 

· Secure the building / area 

· Identify / isolate personnel that may have been in immediate area of suspected article 

· Direct all other personnel to a designated rallying point 

· Notify the Postal Operations Directorate, 1st PERSCOM 379-7837 / 7643 

Personnel should:

· If possible, remove clothing and personal items and placed in marked plastic bags 

· Wash hands as a minimum 

· Change into fresh clothing 

· If shower available, take thorough shower with soap and water, making sure to shampoo hair, and change into fresh clothing 

WHEN MPs / HOST NATION POLICE / HAZMAT ARRIVE THEY WILL CLEAR AND SECURE THE SCENE:

· Depending on initial description of suspicious item, or evaluation by first responders, response will include response by military working dog (MWD) and explosive ordinance division (EOD).

· Note: If possible, biological sampling kits made available to test for biological agent.

HOST NATION POLICE AND / OR HAZMAT WILL SECURE SUSPECTED CONTAMINATED ITEM / SAMPLE:

· If suspicious item is determined to be potential explosive device vs. suspected contaminated item, EOD will take action for in-place protocol and / or safety transport device for proper disposal - MWD sweeps for other devices present 

· Host Nation / Criminal Investigation Division (CID) / MPs retain area as a crime scene until device / area cleared 

· Suspect material will be sent to Host Nation Lab/medical facility 

· There may be a need to further decontaminate or even quarantine the quarters 

· There may be a need for individual and other personnel in the same office / vicinity to be further decontaminated 

· Decontamination procedures for affected persons vary upon degree of exposure 

· Person who opened the package and any others who came in contact with package - any others who came in contact with package after it was opened at greatest risk 

· Ensure individual receives medical treatment 

WHEN INDIVIDUAL ARRIVES AT THE NEAREST MEDICAL FACILITY, PREFERABLY U.S., BUT EQUAL CARE AVAILABLE AT LOCAL HOST NATION FACILITIES: 

· History taken (medication history, allergies, circumstances about the exposure) 

· Cultures taken of nasal passages 

· Put in close touch with the authorities analyzing the offending object 

· May or may not also get: skin cultures, blood work, chest x-ray 

· May or may not start: Cipro or another antibiotic 

· Follow individual closely medically 

· Notify individual immediately of test results as they become available 

· Give individual clear follow-up instructions 

MEDICAL PERSONNEL WILL TREAT / WATCH INDIVIDUAL WHILE RESULTS COME BACK FROM HOST NATION LAB WITHIN 24-48 HOURS (SOMETIMES LESS). MEDICAL SAMPLES: PRELIMINARY NEGATIVE RESULTS RECEIVED ABOUT 12 HOURS AFTER CULTURE.  USUALLY WAIT 48 HOURS TO SAY DEFINITELY NEGATIVE.  THE COMBINATION OF HOST NATION LAB RESULTS AND U.S. MEDICAL FACILITY RESULTS GIVE FINAL NEGATIVE RESULTS.
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ECJ4-MR Duty Officer - Checklist for:

Headquarters, EUCOM or other 6th Area Support Group installations
CBRN Patients - Decision Tree *
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* Note:  This CBRN Patients - Decision Tree can also be applied to any HazMat incident or incidents involving unknown or suspected CBRN agents or devices as reported to the ECJ4 and ECJ4-MR duty officers.
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USTRANSCOM  - Algorithm 1* 

A/E Movement of Biological Casualties 

FIVE KEY INDICATORS: RULE-OUT CLINICAL (ROC) INDICATORS LIST 

(SUGGESTIVE OF HIGHLY COMMUNICABLE INFECTIOUS DISEASES)  

The following five key indicators, if present on an A/E patient movement request (PMR), suggest a patient suffering from a highly communicable infectious disease.  Such patients could pose a disease threat to health care givers, aircrews, casual contacts and receiving communities.  

1. POSITIVE History of exposure PLUS ANY OF THE OTHER FOUR  CATEGORIES? 

· Any history of exposure to sewage, body fluids, animals prior to illness?

· Any report of insect bites?

2.  Fever? (Oral temperature greater or equal to 102.0 F or 38.9 C)

3.  Abnormal bleeding?
· Any bleeding from gums or nosebleeds (mucous membranes)?

· Any report of petechiae on the palate, throat, or on mouth exam?

· Are the patient’s eyes “bloodshot” in appearance (“conjunctival injection”)

· Any report of bloody stools or vomitus?

4.  ADENOPATHY?
· Any report of tender or painful lymph nodes?

· Any report of lymph nodes with a “bruised” or darkened appearance?

· Any report of “matted lymph nodes”, “goose-egg” size lymph nodes, or lymph nodes draining pus?

5. Rapid respiratory decline, rashes / skin changes, unusual  deterioration?

· Did progression to severe symptoms and illness occur rapidly, over a period of less then 3 days, once the patient began to feel ill?

· Any report of “pox” or “pox-like” skin rash/lesion?

· Any report of petechiae or purpura on the skin?

· Any report of a positive “Tourniquet Test”?  (NB:  inflating a BP cuff on an extremity performs this test.  It is considered positive if small hemorrhages – “petechiae” - appear on the skin of the extremity distal to the cuff.  This is a very good indicator of the vasculitis associated with hemorrhagic fever.)

· Any report of icterus (yellow eyes, skin, or tongue)?

· Any report of cough AND fever in conjunction with any of the following?

· Hemoptysis – (consider plague pneumonia)

· rapid disease progression or,

· petechiae, purpura or, lymphadenopathy as described herein.

*  IMPORTANT NOTES:  

· A “yes” to categories 2-5 SHOULD PROMPT immediate telephone consultation with the Theater Validating Flight Surgeon.  

· A “YES” TO CATEGORY 1 ALONE DOES NOT NECESSARILY REQUIRE CONSULTATION.
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USTRANSCOM  - Algorithm 2* 

A/E Movement of Biological Casualties 
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ECJ4-MR Duty Officer - Checklist for:

Headquarters, EUCOM or other 6th Area Support Group installations
SARS Decision Tree *
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* Note:  This SARS Decision Tree can also be applied to any highly infectious, communicable disease of unknown etiology reported to the ECJ4 and ECJ4-MR duty officers.

TAB D Algorithms, Checklists, Decision Trees

ECJ4-MR Duty Officer - Checklist for:

Headquarters, EUCOM or other 6th Area Support Group installations
SARS Checklist *

SARS Severe acute respiratory syndrome is a new, transmissible, serious illness characterized by fever and muscle pain, headache, sore throat, fatigue, and dry cough. In some patients, the illness progresses to pneumonia requiring intensive support.  It has an estimated case fatality rate of over 5% worldwide. The etiology is viral, probably of the coronavirus family.  SARS was first reported in China in November 2002, and has spread globally.  SARS is spread through droplets of infectious material suspended in air, from contact with contaminated surfaces or fomites, and perhaps from common environmental sources. 

If someone calls re: Suspected or Probable SARS case? 
CDC “Suspect” Case Definition

Respiratory illness of unknown etiology with onset since February 1, 2003, and the following criteria: 
• Measured temperature > 100.4°F (>38° C) AND 
• One or more clinical findings of respiratory illness (e.g. cough, shortness of 

   breath, difficulty breathing, hypoxia) AND 
• Travel * within 10 days of onset of symptoms to an area with documented or 

   suspected community transmission of SARS (see list below; excludes areas with 

   secondary cases limited to healthcare workers or direct household contacts) OR 
• Close contact ** within 10 days of onset of symptoms with a person known to 

   be a suspect SARS case. 
Travel* within 10 days of onset of symptoms to: mainland China, Hong Kong, Hanoi, Vietnam, Singapore, Toronto, Canada including transit thru an airport. 

Close contact** is defined as having cared for, having lived with, or having direct contact with respiratory secretions and/or body fluids of a patient known to be suspect SARS case. 

CDC “Probable” Case Definition

All of the above “Suspect” symptoms plus:  radiographic (chest X-ray) evidence of pneumonia or respiratory distress syndrome or autopsy findings consistent with respiratory distress syndrome without an identifiable cause. 

Reporting Suspected or Probable SARS case - what next?
· EUCOM components role / host nation public health notification: Components report SARS cases through their medical chains of command; inquire to determine if component has notified host nation public health officials.    

· Notify LRMC Infectious Diseases Service:  Further clinical consultation for SARS cases is available at LRMC Infectious Disease Service during normal operating hours Monday through Friday at DSN: 314.486.8100.  If calling LRMC after hours or on weekends, call LRMC Duty Watch at DSN: 314.486.6703.  
· Official reporting of SARS cases:  LRMC (infection control practitioners, Infectious Diseases Service, and the LRMC lab) reports SARS cases through appropriate medical and public health channels, including required notifications to host nation, higher military medical authorities, CDC, and WHO.   

· EUCOM HQ Notifications: Notify the EUCOM Command Surgeon (if unavailable, contact Deputy Command Surgeon), JOC ECJ4, JOC ECPA and EPOC Command Director (JOC Chief / Battle Captain) and others as appropriate (e.g., contact JOC ECJ5 for SARS patient(s) if A/E movement request, etc.).  
· Documentation and Feedback:  Provide frequent updates to the Command Surgeon.  Make appropriate logbook entry and other documentation as needed.  During normal operating hours, also inform the Patch Health Care Clinic at DSN: 430.4312.  Monitor and ensure feedback is provided to EUCOM Command Surgeon.

General Resource Info & Key POCs:

· LRMC - Preventive Medicine Service - DSN: 314.486.8111 Admin Officer of the Day (AOD) Duty Watch DSN: 314.486.6703 (24 hours)

· LRMC - POC for Centers for Disease Control (CDC) Laboratory Response Network (LRN):  MAJ (Dr.) David Heath, Chief Microbiologist.  DSN: 486.7832.  david.heath@lnd.amedd.army.mil    

· CHPPM Europe - Operations Officer DSN: 314.486.7045 / civilian number off post: 06371.86.8962.  Chief, Epi Response Team DSN: 314.486.8951

· Centers for Disease Control (CDC) - Emergency Response Office at (770) 488-7100 or (800) 311-3435 (24 hrs).  CDC – International Travelers Hotline at (877) 394-8747.  CDC website: http://cdc.gov.  Provides information on BW and CW agent identification and critical protocols.  The CDC Laboratory Response Network (LRN) website is at: http://www.bt.cdc.gov/.  (LRN POC is at LRMC).
· World Health Organization (WHO) Disease Surveillance and Reporting.  European Union office – Dr. Vandam, Medical Liaison Officer for Emergency Actions at 322.506.4650.  For Chemical Incidents – call 41.22.791.3731.

· U.S. Army Medical Research Institute Infectious Diseases (USAMRIID) Ft Detrick, MD - Emergency Response Line at (888) 872-7443 (24 hrs): www.usamriid.army.mil.
· Armed Forces Institute of Pathology (AFIP) - Washington, D.C. (Walter Reed AMC).  AFIP Info Desk (202) 782-2100.

· U.S. Dept of State (DoS) - U.S. Embassy / nearest Consulate is contacted through official EUCOM channels (contacted by ETTC CD via CAT ECJ5).     

· Germany - Federal Public Health Agency - Robert Koch Institut.  Dr. Rudiger Fock, director.  Herr Matthias Neidrig.  General Pape Str. 62-66, D-12101 Berlin, GE.  Fax #: 49.30.45.47.3429.  Email: FockR@rki.de.  Telephone #: at 0188.87.540.  

· Germany - Federal Ministry of Health - Bonn:  Dr. Joachim Nimmrichter (CM planner) Tel.#: 02.28.12.6233 and Dr. Peter Beller, 01.888.24.6285.  Postfach 1328, 53003 Bonn.

· Germany - Public Health Department (Landesgesundheitsamt) Baden-Württemberg:  Prof Dr. Martin Klett Chef des Gesundheitsamtes, Heidelberg (HD) Am Roemerkreis, 06221.522. 841 martin.klett@rhein-neckar-kreis.de.  Dr. Rolf Stehle, HD, Am Roemerkreis, 06221.522. 836.  Dr. Ulrich Mueller, HD Am Roemerkreis  06221 522 834  Gesundheitsamt.rnk@t-online.de.  Dr. Gunter Pfaff  MD, Head of Epidemiology, 0711.184.328.  Fax # 0711.184. 9325 Pfaff@Iga-bw.de or gesundheitsschutz@Iga.bwl.de.  For local public health depts. (e.g. Stuttgart) in 6th ASG: http://www.landesgesundheitsmant.de/.  For Social Ministry (Sozialministerium) POC:  Frau Dr. Piechotowski 0711.123.3832 / 3835 / 3795.

· German Hospitals - High Security Infectious Disease Isolation Units:

Munich (Stadtische Kliniken Schwabing)

Leipzig (Krankenhaus St Georg)

Hamburg (Bernard Nocht Institut)

Berlin  (Charite / Campus Rudolf Virchow)

Frankfurt (newly constructed 2001)

Ulm (Bundeswehr military hospital - contingency unit disassembled) 

SARS - General Medical Information:
Diagnostic Workup of SARS:

Initial diagnostic testing should include chest radiograph, pulse oximetry, blood cultures, sputum Gram's stain and culture, and testing for respiratory pathogens (influenza A and B, respiratory syncytial virus [RSV], Legionella, and pneumococcal urinary antigen).  Specimens are collected and stored (acute and convalescent >21 days after symptom onset sera) and forwarded to CDC.  

Infection Control Measures:

Transmission has occurred after close contact with symptomatic individuals (persons with fever or respiratory symptoms) usually before recommended infection control precautions for SARS were implemented.  Personal protective equipment (PPE) appropriate for standard, contact, and airborne precautions (hand hygiene, gown, gloves, and N95 respirators) in addition to eye protection, has been recommended to prevent transmission of SARS. 

Treatment of SARS:

Patients with SARS should receive the same treatment used for any patient with serious community-acquired atypical pneumonia of unknown cause. Consultation with infectious disease specialists may be warranted. 

Further Information CDC maintains detailed and current information and recommendations at: http://www.cdc.gov
* Note:  This SARS Checklist can also be applied to any highly infectious, communicable disease of unknown etiology reported to the ECJ4-MR duty officer.

TAB E  

Biological Weapons – Fact Sheets (CDC Category A) *

ANTHRAX 
Biological Weapon
Several nations are believed to have offensive biological weapons programs capable of producing and weaponizing anthrax.  Iraq has acknowledged producing and weaponizing anthrax.  Experts believe that the manufacture of a lethal anthrax aerosol is beyond the capacity of individuals or groups without access to advanced biotechnology.  In 1979, an accidental aerosolized release of anthrax in the former Soviet Union resulted in at least 79 cases of anthrax infection and 68 deaths.  In the October and November 2001 anthrax attacks in the U.S., the deliberate release of weapons grade anthrax spores found in letters processed through the U.S. postal system resulted in 22 cases of anthrax; 11 cutaneous and 11 inhalational.  There were 5 confirmed deaths due to inhalational anthrax.  Estimates of numbers of cases and deaths following the theoretical aircraft release of anthrax over an urban population predict millions of deaths.

The Disease
Anthrax is an acute infectious disease caused by the spore-forming bacterium Bacillus   anthracis.  Anthrax most commonly occurs in warm-blooded animals, but can also infect humans.  Symptoms of disease vary depending on how the disease was contracted, but symptoms usually occur within seven days.  Initial symptoms of inhalation anthrax infection may resemble a common cold.  After several days, the symptoms may progress to severe breathing problems and shock.  Inhalation anthrax usually results in death in 1-2 days after onset of the acute symptoms. 

The Risk
Although anthrax can be found globally, it is more often a risk in countries with less        standardized and effective public health programs.  Areas currently listed as high risk are South and Central America, Southern and Eastern Europe, Asia, Africa, the Caribbean, and the Middle East.   Direct person-to-person spread of anthrax most likely does not occur. 

Early diagnosis of inhalation anthrax would be difficult and would require a high index of suspicion.  The first evidence of a clandestine release of anthrax as a biological weapon most likely will be patients seeking medical treatment for symptoms of inhalation anthrax.  There is no need to immunize or treat patient contacts (e.g., household contacts, friends, coworkers) of a patient, unless they were also exposed to the aerosol at the time of the attack.

Treatment  
Anthrax is diagnosed by isolating B. anthracis from the blood, skin lesions, or respiratory secretions or by measuring specific antibodies in the blood of suspected cases.  Given the rapid course of symptomatic inhalation anthrax, early antibiotic use is essential.  A delay, even in hours, may lessen chances for survival.  For those treated with antibiotics and survive, the risk of recurrence remains for at least 60 days; persons who have been exposed should complete 60 days of antibiotic therapy.

Doctors can prescribe effective antibiotics. Usually penicillin is preferred, but ciprofloxacin, doxycycline, and other agents can also be used.  To be effective, treatment should be initiated early.  If left untreated, the disease can be fatal. 

The anthrax vaccine for humans licensed for use in the United States is a cell-free filtrate vaccine, which means it uses dead bacteria as opposed to live bacteria.  The vaccine is reported to be 93% effective in protecting against cutaneous anthrax.  The anthrax vaccine was developed and is manufactured and distributed by the Michigan Biologic Products Institute, Lansing, Michigan.  (Anthrax vaccines intended for use in animals should not be used in humans.)  The vaccine should only be administered to healthy men and women from 18 to 65 years of age.  For additional info specific to the U.S. military anthrax immunization program, please go to: 
" 

http://www.anthrax.osd.mil/



PLAGUE

Biological Weapon

A weapon designed to aerosolize the plague bacterium could cause a rapidly severe and fatal disease in exposed persons.  Yersinia pestis, the causative agent of plague, is found in rodents and their fleas in many areas around the world, and can be grown in large quantities and disseminated by aerosol; the result could be an epidemic of the pneumonic form with the potential for secondary spread of cases.  A bioterrorism attack would be characterized by pneumonic cases occurring simultaneously in persons 1 to 6 days following a common exposure, and in a secondary wave in unprotected case contacts.  There are no effective environmental warning systems to detect an aerosol of plague bacilli.

The Disease 
Although pneumonic plague is an uncommon form of the disease, large outbreaks of pneumonic plague have occurred.  The patient typically experiences fever, prostration and rapidly developing  pneumonic plague (shortness of breath, chest pain, and cough), often accompanied by gastrointestinal symptoms (nausea, vomiting, abdominal pain and diarrhea).  The first signs of illness would be expected to be fever, headache, weakness and cough with bloody, sometimes watery sputum. In 2 to 4 days the illness would lead to septic shock and without early treatment high mortality.  Before antibiotic treatment, nearly 100 percent of cases were reported to be fatal.

A pneumonic plague outbreak would initially resemble an outbreak of other severe respiratory illnesses, but would quickly be distinguished by the rapid development of life threatening respiratory failure, sepsis, and shock.  Antibiotics need to be given within 24 hours of first symptoms to prevent high mortality.

The Risk
Primary pneumonic plague results from the inhalation of plague bacilli.  Person-to-person transmission of pneumonic plague occurs through respiratory droplets, which can only infect those who have direct and close (within 6 feet) exposures to the ill patient.  Yersinia pestis is very sensitive to the action of sunlight and does not survive long outside the host.  Research suggests it may survive in the exposed environment for up to one hour.

Immediate notification of suspected plague to local or state health departments is essential for rapid investigation and control activities.  Confirmatory testing for Yersinia pestis usually takes from 24 to 48 hours; presumptive identification by fluorescent antibody testing takes less than 2 hours.  

Few physicians in the United States have ever seen a case of pneumonic plague.  Vaccine against plague does not prevent the development of primary pneumonic plague, and is not presently available in the U.S.  The fatality rate of patients when treatment is delayed more than 24 hours after symptom onset is extremely high.

Treatment

Early treatment and prophylaxis with antibiotics (gentamicin, doxycycline, ciprofloxacin) is critical to survival and preventing disease.  In a community experiencing a pneumonic plague epidemic, all persons who develop a fever or new cough should promptly begin antibiotic treatment.  Persons having household, hospital, or other close contact with persons with untreated pneumonic plague should receive post exposure antibiotic treatment for 7 days. (Close contact is defined as contact with a patient within 6 feet).  

SMALLPOX

Biological Weapon
Smallpox was eradicated from the world in 1977.  In 1980, the World Health Organization (WHO) recommended that all countries cease vaccination and that all laboratories destroy their stocks of variola (smallpox) virus or transfer them to one of two WHO reference labs (USA and Russia).  All countries reported compliance.

However, the United States cannot, with complete certainty, verify that the virus is not being held in places other than these two WHO reference laboratories; the deliberate reintroduction of smallpox is regarded as a possibility.  The fear of Iraqi and terrorist use of smallpox as a bioterrorism weapon led to large-scale immunizations among U.S. 

Forces and coalition allies prior to the start of Operation Iraqi Freedom.  Because this virus is relatively stable (not easily destroyed in the environment) and the infectious dose is small, an aerosol release of variola virus would disseminate widely.  A single suspected case of smallpox would be treated as a worldwide health emergency and should be brought to the attention of national officials through local and state health authorities.  However, varicella, or chickenpox, which infects millions of children each year in the United States, is the disease most frequently confused with smallpox. (Chickenpox lesions are much more superficial and are almost never found on the palms and soles.) 

The Disease
Variola virus belongs to a genus of virus known as Orthopoxvirus, four of which can infect humans: they include smallpox, chickenpox, monkeypox, and cowpox.  Smallpox outbreaks involve either variola minor or the more deadly variola major.  Case fatality rates range up to 20 percent. 

Lesions in the mouth and throat that ulcerate quickly release large amounts of virus in the saliva.  The most visible system is a rash with lesions most dense on the face, arms and legs.  The lesions are round, tense and deeply embedded in the skin, appear over a 1 or 2 day period and evolve at the same rate on the body.  Lesions begin to form crusts about day 8 or 9.  Deaths usually occur late in the first week or the second week of illness.  The incubation period is about 12 days (range: 7 to 17 days).  Symptoms include high fever, fatigue and head and backaches followed by the rash.  Two less well-known types of smallpox disease are hemorrhagic and malignant; health care providers seldom recognized them as smallpox unless an outbreak was in progress.  

The Risk
Smallpox is spread, most often, by an ill person releasing droplets from their mouth into the air that are inhaled by a susceptible person in close contact with the ill person.  Virus titers in saliva would be highest during the first week of illness.  Disease is most often transmitted from the time the ill person appears with a rash and throughout the first week of illness.  Virus is also present in the scabs that separate from the skin.

Treatment  
Current vaccine against smallpox is made with vaccinia (cowpox) virus.  Patients infected with smallpox would be offered supportive therapy plus antibiotics as indicated for secondary bacterial infections.  A smallpox outbreak would spread unless checked by vaccination and / or isolation of patients and their close contacts.  All individuals in whom smallpox is suspected should be vaccinated and placed under close health monitoring.  Vaccination administered within 4 days of first exposure has been shown to offer some protection against acquiring infection and offers good protection against a fatal case.  For additional info specific to the U.S. military smallpox immunization program, please go to: http://www.smallpox.army.mil/
BOTULINUM 

Biological Weapon
Botulism toxin is the most potent lethal substance known to man.  A single gram of crystalline toxin, evenly dispersed and inhaled, has the potential to kill more than 1 million people, although limiting technical factors currently make such dissemination extremely difficult.  Inhalational (aerosolized) botulism has been demonstrated experimentally in primates, has been attempted by bioterrorists, (Japan 1995 - Aum Shinryko) and has been weaponized by Iraq in specially designed missiles and artillery shells.  Inhalational botulism has occurred accidentally in humans (West Germany 1962).   

Aerosol dissemination may not be difficult to recognize because a large number of cases will share a common exposure (by time and site) and will lack a common dietary exposure.  However, identification of the common exposure site initially may be difficult because of the mobility of persons exposed during the incubation period.  Botulism is not contagious and cannot be transmitted from person to person.  By contrast, a microbe intentionally modified to produce botulinum toxin might be engineered to be contagious.

Botulism toxin is made by the bacterium Clostridium botulinum.  No human data exist on the effects of inhaling botulinum toxin, but it may resemble the foodborne syndrome.  If people have intentionally been exposed in a bioterrorist attack, breathing in the toxin or ingesting the toxin via contaminated food or water are the most likely routes of exposure that might lead to a serious illness.  Spores of C. botulinum are found in soil worldwide.  Terrorists with the technical capacity to grow cultures of the bacterium, and harvest and purify the toxin could therefore use it as a bioterrorism agent. 

Contaminating food with botulism toxin could cause a devastating event.  However, no instances of waterborne botulism have ever been reported.  Although the potency of botulinum toxin has led to speculation that it might be used to contaminate a municipal water supply, this scenario is unlikely for at least two reasons. First, botulinum toxin is rapidly inactivated by standard potable water treatments (e.g., normal chlorination and aeration processes).  Second, due to the slow turnover time of large-capacity reservoirs, a comparably large (and technically difficult to produce and deliver) amount of botulinum toxin would be needed.  However, botulinum toxin may be stable for several days in untreated water or beverages.  Such items should be investigated in an outbreak if no other means for toxin are identified.

The Disease

About 25 cases of foodborne botulism occur each year, usually due to improperly prepared home-canned foods.  Outbreaks from commercial products and foods prepared improperly in restaurants have also occurred. The toxins most commonly associated with human disease are types A, B, and E.  Botulism is a muscle paralyzing disease caused by a nerve toxin that is made by the bacterium C. botulinum.  Of the four main kinds of botulism (infant, wound, foodborne, and inhalational), only foodborne and inhalational botulism represent public health emergency threats.  

Symptoms of botulism include double vision, blurred vision, drooping eyelids, slurred speech, difficulty swallowing, dry mouth, and muscle weakness which always descends the body: first the shoulders, then upper arms, then lower arms, then thigh, calves, etc.  Paralysis of breathing muscles can cause a person to stop breathing and die, unless assisted by a ventilator.  For foodborne and inhalational botulism, the symptoms are similar; most commonly the first signs appear at about 12-36 hours. 


The Risk
Botulism is not spread person-to-person.  Botulism can result in death due to respiratory failure if appropriate medical care is not available.  However, in the past 50 years the proportion of patients with botulism who die has fallen from about 50% to 8% because of improved medical care in intensive care units. 
Treatment
The paralysis and respiratory failure that occur with botulism may require a patient to be on a ventilator for weeks, plus intensive medical and nursing care.  The paralysis slowly improves, usually over several weeks.  If diagnosed early, botulism can be treated with an antitoxin derived from horse serum that blocks the action of toxin circulating in the blood.  This can prevent patients from worsening, but recovery still may take many weeks.  Currently, a limited number of doses of botulism countermeasures (e.g., toxoid vaccine, equine antitoxin for post-exposure treatment protection, and botulinum immune globulin for passive immunity) as FDA listed Investigation New Drugs are available to U.S. Forces.  
TULAREMIA
Biological Weapon
Francisella tularensis, the organism that causes tularemia, is one of the most infectious pathogenic bacteria known, requiring inoculation or inhalation of as few as 10 organisms to cause disease. It is considered to be a dangerous potential biological weapon because of its extreme infectivity, ease of dissemination, and substantial capacity to cause illness and death.  During World War II, the potential of F. tularensis as a biological weapon, was studied by the Japanese as well as by the US and its allies.  Tularemia was one of several biological weapons that were stockpiled by the US military in the late 1960's, all of which were destroyed by 1973. The Soviet Union continued weapons production of antibiotic and vaccine resistant strains into the early 1990s.

Francisella tularensis is a hardy non-spore forming organism that is capable of surviving for weeks at low temperatures in water, moist soil, hay, straw or decaying animal carcasses.  F. tularensis has been divided into two subspecies: F. tularensis biovar tularensis (type A), the most common biovar isolated in North America and may be highly virulent in humans and animals; F. tularensis biovar palaearctica (type B) which is relatively avirulent and thought to the cause of all human tularemia in Europe and Asia.

Tularemia has natural reservoirs in small mammals such as voles, mice, water rats, squirrels, rabbits and hares. Naturally acquired human infection occurs through a variety of mechanisms such as: bites of infected arthropods; handling infectious animal tissues or fluids; direct contact or ingestion of contaminated water, food, or soil; and inhalation of infective aerosols. F. tularensis is so infective that examining an open culture plate can cause infection.  Human to human transmission has not been documented.  In the natural setting, tularemia is noted to be a predominately rural disease with clinical presentations including ulceroglandular, glandular, oculoglandular, oropharyngeal, pneumonic, typhoidal and septic forms.

Of the various possible ways that F. tularensis could be used as a weapon, an aerosol release would cause the greatest adverse medical and public health consequences.  A World Health Organization (WHO) expert committee reported in 1970 that if 50 kg of virulent F. tularensis was dispersed as an aerosol over a metropolitan area with a population of 5 million there would an estimated 250,000 incapacitating casualties, including 19,000 deaths.  Aerosol dissemination of F. tularensis in a populated area would be expected to result in the abrupt onset of large numbers of cases of acute, non-specific febrile illness beginning 3 to 5 days later (incubation range, 1-14 days), with pleuropneumonitis developing in a significant proportion of cases over the ensuing days and weeks. Without antibiotic treatment, the clinical course could progress to respiratory failure, shock and death.

The Disease

Exposure to only 10-50 organisms can result in clinical disease and lab personnel are at highest risk for infection.  The overall mortality rate for severe Type A strains has been 5-15%, but in pulmonic or septicemic cases of tularemia without antibiotics treatment the mortality rate has been as high as 30-60%.  Simple, rapid and reliable diagnostic tests that could be used to identify persons infected with F. tularensis in the mass exposure setting need to be developed. Research is also needed to develop accurate and reliable procedures to rapidly detect F. tularensis in environmental samples. 

Treatment

With treatment, the most recent mortality rates in the US have been 2%.  Gentamicin, ciprofloxin, and doxycycline have each been with used with success in the treatment of tularemia.  In the United States, a live-attenuated vaccine derived from the avirulent Live Vaccine Strain (LVS) has been used to protect laboratory personnel routinely working with F. tularensis. Given the short incubation period of tularemia and incomplete protection of current vaccines against inhalational tularemia, vaccination is not recommended for post-exposure prophylaxis.  Given the lack of human-to-human transmission, isolation is not recommended for tularemia patients

VIRAL HEMORRHAGIC FEVERS (VHFs)

Viral hemorrhagic fevers (VHFs) refer to a group of illnesses that are caused by several distinct families of viruses.  In general, the term "viral hemorrhagic fever" is used to describe a severe multi-system syndrome (multiple organ systems in the body are affected).  Characteristically, the overall vascular system is damaged, and the body's ability to regulate itself is impaired.  These symptoms are often accompanied by hemorrhage (bleeding); however, the bleeding is itself rarely life-threatening. While some types of hemorrhagic fever viruses can cause relatively mild illnesses, many of these viruses cause severe, life-threatening disease.

Viruses associated with most VHFs are zoonotic. This means that these viruses naturally reside in an animal reservoir host or arthropod vector and are totally dependent on their hosts for replication and overall survival.  For the most part, rodents and arthropods are the main reservoirs for viruses causing VHFs. The rat, mouse, and other field rodents are examples of reservoir hosts. Arthropod ticks and mosquitoes serve as vectors for some of the illnesses.  However, the hosts of some viruses remain unknown -- Ebola and Marburg viruses are well-known examples.
The viruses that cause VHFs are distributed over much of the globe.  Because each virus is associated with one or more particular host species, the virus and the disease it causes are usually seen only where the host species live(s).  However, hemorrhagic fever with renal syndrome (HFRS) has rodent hosts distributed nearly worldwide, such as the common rat.  Humans can get HFRS anywhere where the common rat is found.  Occasionally people become infected by a host that has been exported from its native habitat. For example, the first outbreaks of Marburg hemorrhagic fever, in Marburg and Frankfurt, Germany, and in Yugoslavia, occurred when laboratory workers handled imported monkeys infected with Marburg virus.  

Some viruses that cause hemorrhagic fever can easily spread from person to person.  Ebola, Marburg, Lassa and Crimean-Congo hemorrhagic fever viruses are examples. Secondary transmission of the virus can occur directly through close contact with infected people or their body fluids.  It can also occur indirectly, through contact with objects contaminated with infected body fluids.  For example, contaminated syringes and needles have played an important role in spreading infection in outbreaks of Ebola hemorrhagic fever and Lassa fever.

The Disease

Specific signs and symptoms vary by the type of VHF, but initial signs and symptoms often include marked fever, fatigue, dizziness, muscle aches, loss of strength, and exhaustion. Patients with severe cases of VHF often show signs of bleeding under the skin, in internal organs, or from body orifices like the mouth, eyes, or ears.  However, although they may bleed from many sites around the body, patients rarely die because of blood loss. Severely ill patient cases may also show shock, nervous system malfunction, coma, delirium, and seizures.  Some types of VHF are associated with renal (kidney) failure.

Treatment

Patients receive supportive therapy, but generally speaking, there is no other treatment or established cure for VHFs.  Ribavirin, an anti-viral drug, has been effective in treating some individuals with Lassa fever or HFRS.  Treatment with convalescent-phase plasma has been used with success in some patients with Argentine hemorrhagic fever.  With the exception of yellow fever and Argentine hemorrhagic fever, for which vaccines have been developed, no vaccines exist that can protect against these diseases.  Therefore, prevention efforts must concentrate on avoiding contact with host species.  If prevention methods fail and a case of VHF does occur, efforts should focus on preventing further transmission from person to person, if the virus can be transmitted in this way.
* Notes:  

1. Only the CDC list of Category “A”  biological agents are shown here.  The Category A agents would cause the greatest harm to the population at risk if intentionally released by a terrorist.

2. Go to the USAMRIID “Bluebook” (TAB G) for a complete appendix listing of BW agent characteristics, vaccines, therapeutics and prophylactics, medical sample collections, specimens for laboratory diagnosis, and agent laboratory identification.

TAB  E 

Chemical Agents – Fact Sheets *
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Nerve Agents

These agents are similar in nature to organophosphate pesticides, but with a higher degree of toxicity.  All Nerve agents are toxic at small concentrations (a small drop could be fatal).  These deadly nerve agents include the G and V series:

· Tabun (GA)

· Sarin / Zarin (GB): 

· Soman (GD)

· Cyclosarin (GF)

· V agent (VX)

Sarin was the nerve agent used by the Aum Shinrikyo terrorists in the 1995 Tokyo subway attack against Japanese civilians; Iraq used it against Iranian and Kurdish targets.  Nerve agents are liquids that a terrorist would typically spray as an aerosol for dissemination.  In the case of GA, GB, and GD agents, the letter “G” refers to the country (Germany) that first developed the agent; the second letter gives the order of development.  In the case of the V agents, the “V” of VX stands for “venom” and the “X” represents one of the chemicals found in the specific compound.      

The symptoms of victims of a nerve agent attack will generally give an outward warning sign of their use that is similar to poisoning by an organophosphate pesticide.  Generic symptoms will include victims who salivate, lacrimate, urinate, and defecate without much bodily control.  Other symptoms may include:

· Eyes:  pinpointed pupils, dimmed and blurred vision, pain aggravated by sunlight

· Skin:  excessive sweating and fine muscle tremors

· Muscles:  involuntary twitching and contractions

· Respiratory system:  runny nose and nasal congestion, chest pressure and congestion, coughing and difficulty in breathing

· Digestive system:  excessive salivation, abdominal pain, nausea and vomiting, involuntary urination and defecation

· Nervous system: giddiness, anxiety. Difficulty in thinking, sleeping disorders (nightmares) 

Nerve agents resemble water (pure form) or light colored oil and possess no odor.  The most efficient dissemination is via aerosol.  Small explosions and equipment to generate aerosolized misting (spray devices) may be present at the incident scene.  The presence of many dead insects, birds, and other animals at the incident scene may also be another outward warning sign or detection clue of terrorist use.

Blister Agents

These agents are also referred to as mustard agents due to their characteristic odor.  They are similar in nature to other corrosive type materials typically encountered by HazMat first responders.  Blister agents will readily penetrate layers of clothing and are quickly absorbed into the skin.  The most common of the blister agents are:  

· Mustard agents (H, HD) 

· Lewisite (L)

All blister agents are toxic, although less so than nerve agents.  A few drops on the skin can cause severe injury, and three grams absorbed through the skin can be fatal. Outward signs of blister agents include complaints of eye and respiratory irritation along with reports of a garlic-like odor.  Chemical symptoms may not appear for hours or even days.  The symptoms include:

· Eyes:  reddening, congestion, tearing, burning, and a “gritty” feeling; in severe cases, swelling of the eyelids, severe pain, and spasm of the eyelids

· Skin:  within 1-2 hours, initial mild itching followed by redness, tenderness, and burning pain, followed by burns and fluid-filled blisters.  The effects are enhanced in the warm, moist areas of the groin and armpits 

· Respiratory system:  within 2-12 hours, burning sensation in nose and throat, hoarseness, profusely running nose, severe cough, and shortness of breath

· Digestive system:  within 2-3 hours, abdominal pain, nausea, blood stained vomiting, and bloody diarrhea

Blister agents are heavy, oily liquids, dispersed by aerosol or vaporization; small explosions or aerosol spray devices may be present at the scene.  In a pure state, these agents are nearly colorless and odorless, but slight impurities give them a dark color and odor suggesting mustard, garlic, or onions.  

Blood Agents

These agents interfere with the ability of the blood to transport oxygen, and result in asphyxiation.  Common blood agents include:

· Hydrogen cyanide (AC)

· Cyanogen chloride (CK)

Cyanide and cyanide compounds are common industrial chemicals and are readily available.  CK causes tearing of the eyes and irritation of the lungs.  All blood agents are toxic at high concentrations and lead to rapid death.  Clinical symptoms of victims affected by use of a blood agent in a chemical warfare attack include:

· Respiratory distress

· Vomiting and diarrhea

· Vertigo and headaches

Under pressure, blood agents are liquids.  In pure form, they are gasses.  Precursor chemicals are typically cyanide salts and acids.  All blood agents have the characteristic aroma of bitter almonds or peach blossoms.  

Choking Agents

These agents put severe stress on the respiratory system and cause lung edema, which can lead to asphyxiation resembling drowning.  The most common choking agents are:

· Chlorine 

· Phosgene

Both chlorine and phosgene are common industrial chemicals and readily available.  Clinical symptoms include severe eye irritation and respiratory distress, with heavy coughing and choking effect.  Chlorine is an easily recognizable chemical due to its distinct odor.  Phosgene has the odor of newly cut hay or grass.  Because both are gasses (chlorine has a distinctive greenish-yellow color), the presence of storage or transportation bottles / cylinders may be found at the incident scene.   

Irritating Agents 

The irritating agents (also known widely as riot control agents - RCA - tear gas) are designed to irritate, disable, and incapacitate.  These agents are generally used as nonlethal agents; however, asphyxiation has resulted under certain circumstances.  Common irritating agents include:

· Mace (CN)

· Tear gas (CS)

· Dibenzoxazepine (CR)

· Chloropicrin


· Capsicum / pepper spray

The clinical symptoms include:

· Eyes and throat:  tearing, burning, and irritation

· Respiratory system:  respiratory distress, coughing, choking, and difficulty breathing

· Digestive system:  high concentrations may lead to nausea and vomiting 

These agents can cause pain, sometimes severe, on the skin, especially in moist areas of the body.  Persons exposed to these agents report the odor of pepper or tear gas and outward signs of these odors and presence of dispensing devices are clues to their use.

*Note: 

Generic Chemical Agent fact sheets derived from FEMA sources.  For a complete listing of specific medical management and recommended medical defense drugs and antidotes for all chemical agent categories, please refer to USAMRICD’s “Yellow Book”  at: Yellow Book 2000.pdf.       .
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                                     “DIRTY BOMBS”

Because of recent terrorist events, people have expressed concern about the possibility of a terrorist attack involving radioactive materials, possibly through the use of a “dirty bomb,” and the harmful effects of radiation from such an event. The Centers for Disease Control and Prevention (CDC) has prepared this fact sheet to help people understand what a dirty bomb is and how it may affect their health.

What a “dirty bomb” is
A dirty bomb, or radiological dispersion device (RDD), is a bomb that combines conventional explosives, such as dynamite, with radioactive materials in the form of powder or pellets. The idea behind a dirty bomb is to blast radioactive material into the area around the explosion. This could possibly cause buildings and people to be exposed to radioactive material. The main purpose of a dirty bomb or RDD is to frighten people and make buildings or land unusable for a long period of time.

Dirty bomb versus atomic bombs in Hiroshima and Nagasaki
The atomic explosions that occurred in Hiroshima and Nagasaki were conventional nuclear weapons involving a fission reaction. A dirty bomb is designed to spread radioactive material and contaminate a small area. It does not include the fission products necessary to create a large blast like those seen in Hiroshima and Nagasaki.

Sources of the radioactive material
There has been a lot of speculation about where terrorists could get radioactive material to place in a dirty bomb. The most harmful radioactive materials are found in nuclear power plants and nuclear weapons sites. However, increased security at these facilities makes obtaining materials from them more difficult.

Because of the dangerous and difficult aspects of obtaining high-level radioactive materials from a nuclear facility, there is a greater chance that the radioactive materials used in a dirty bomb would come from low-level radioactive sources. Low-level radioactive sources are found in hospitals, on construction sites, and at food irradiation plants. The sources in these areas are used to diagnose and treat illnesses, sterilize equipment, inspect welding seams, and irradiate food to kill harmful microbes.

Dangers of a dirty bomb
If low-level radioactive sources were to be used, the primary danger from a dirty bomb would be the blast itself. Gauging how much radiation might be present is difficult when the source of the radiation is unknown. However, at the levels created by most probable sources, not enough radiation would be present in a dirty bomb to cause severe illness from exposure to radiation.

Past use of dirty bombs
According to a United Nations report, Iraq tested a dirty bomb device in 1987 but found that the radiation levels were too low to cause significant damage. Thus, Iraq abandoned any further use of the device.  In 1995, Chechen rebels actually deployed but did not detonate a dirty bomb hidden in a Moscow park that had been filled with a small amount of radioactive Cesium-137.  
 
What people should do following an explosion
Radiation cannot be seen, smelled, felt, or tasted by humans. Therefore, if people are present at the scene of an explosion, they will not know whether radioactive materials were involved at the time of the explosion. If people are not too severely injured by the initial blast, they should:

· Leave the immediate area on foot. Do not panic. Do not take public or private transportation such as buses, subways, or cars because if radioactive materials were involved, they may contaminate cars or the public transportation system. 

· Go inside the nearest building. Staying inside will reduce people’s exposure to any radioactive material that may be on dust at the scene. 

· Remove their clothes as soon as possible, place them in a plastic bag, and seal it. Removing clothing will remove most of the contamination caused by external exposure to radioactive materials.  Saving the contaminated clothing would allow testing for exposure without invasive sampling. 

· Take a shower or wash as best they can. Washing will reduce the amount of radioactive contamination on the body and will effectively reduce total exposure. 

· Be on the lookout for information. Once emergency personnel can assess the scene and the damage, they will be able to tell people whether radiation was involved. 

Even if people do not know whether radioactive materials were present, following these simple steps can help reduce their injury from other chemicals that might have been present in the blast.

Taking potassium iodide (KI)
Potassium iodide, also called KI, only protects a person’s thyroid gland from exposure to radioactive iodine (radioiodine). KI will not protect a person from other radioactive materials or protect other parts of the body from exposure to radiation. It must be taken prior to exposure (for example, if people hear that a radioactive cloud is coming their way) or immediately after exposure to be effective. Since there is no way to know at the time of an incident whether radioactive iodine was used in the explosive device, taking KI would probably not be beneficial. Taking KI is not recommended unless there is a risk of exposure to radioiodine.

If radioactive materials were involved
Keep televisions or radios tuned to local news networks. If a radioactive material was released, people will be told where to report for radiation monitoring and blood tests to determine whether they were exposed to the radiation as well as what steps to take to protect their health.

Risk of cancer from a dirty bomb
Some cancers can be caused by exposure to radiation. Being at the site where a dirty bomb exploded does not guarantee that people were exposed to the radioactive material. Until doctors are able to check people’s skin with sensitive radiation detection devices, it will not be clear whether they were exposed. Just because people are near a radioactive source for a short time or get a small amount of radioactive material on them does not mean that they will get cancer. Doctors will be able to assess risks after the exposure level has been determined.

For more information about radiation and emergency response, see the Centers for Disease Control and Prevention’s website at http://www.bt.cdc.gov or contact the following organizations:

The CDC Public Response Source at 1-888-246-2675

The Conference of Radiation Control Program Directors at (502) 227-4543  

The Environmental Protection Agency

The Nuclear Regulatory Commission Radiation Protection Program at (301) 415-8200

The Federal Emergency Management Agency (FEMA) can be reached at (202) 646-4600.

The Radiation Emergency Assistance Center/Training Site at (865)-576-3131 The U.S. National Response Team 

The U.S. Department of Energy (DOE) at 1-800-dial-DOE
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FEMA Fact Sheet: Radiological Accidents

Radiological accidents can occur wherever radioactive materials are used, stored or transported. In addition to nuclear power plants, hospitals, universities, research laboratories, industries, major highways, railroads or shipping yards could be the site of a radiological accident.  

BEFORE THE EVENT

Know these facts about radiation and materials.

· Radioactive materials are composed of atoms that are unstable. An unstable atom gives off its excess energy until it becomes stable. The energy emitted is radiation. 

· The process by which an atom changes from an unstable state to a more stable state by emitting radiation is called radioactive decay or radioactivity. 

· Radioactive materials are dangerous because of the harmful effect of certain types of radiation on body cells. The longer a person is exposed to radiation, the greater the risk. 

· People receive some radiation exposure each day from the sun, radioactive elements in the soil and rocks, household appliances like television sets and microwave ovens, and medical and dental x-rays. 

· Radiation cannot be detected by sight, smell, or any other sense. 

Contact your local emergency manager for information about how to respond to a radiological accident, and to learn emergency plans for schools, day care centers, nursing homes--anywhere family members might be.
Communities located on major transportation routes should develop and practice an emergency plan for handling transportation accidents involving radiological materials.

Learn your community's warning systems.

Obtain information about official evacuation routes from local officials.

Have disaster supplies on hand:

· Flashlight and extra batteries 

· Portable, batter-operated radio and extra batteries 

· First aid kit and manual 

· Emergency food and water 

· Nonelectric can opener 

· Essential medicines 

· Cash and credit cards 

· Sturdy shoes 

3 Ways to Minimize Radiation Exposure to Your Body: Distance, Shielding, and Time.

Distance--The more distance between you and the source of the radiation, the less radiation you will receive. In a serious nuclear accident, local officials will likely call for an evacuation, thereby increasing the distance between you and the radiation.

Shielding--Like distance, the more heavy, dense materials between you and the source of the radiation, the better. This is why local officials could advise you to remain indoors if an radiological accident occurs. In some cases, the walls in your home would be sufficient shielding to protect you.

Time--Most radioactivity loses its strength fairly quickly. Limiting the time spent near the source of radiation reduces the amount of radiation you will receive. Following a radiological accident, local authorities will monitor any release of radiation and determine when the threat has passed. 

BEFORE THE EVENT

Be prepared to evacuate or shelter in your home.

Develop an emergency communication plan.
In case family members become separated during a disaster (a real possibility during the day when adults are at work and children are at school), have a plan for getting back together.

Ask an out-of-state / out-of-area relative or friend to serve as the "family contact." After a disaster, it's often easier to call long distance. Make sure everyone know the name, address, and phone number of the contact person.

DURING THE EVENT
Listen to the radio or television for official information.

If advised to remain at home:

· Bring pets inside. 

· Close and lock windows and doors. 

· Turn off air conditioning, vents, fans, and furnace. 

· Close fireplace dampers. 

· Go to the basement or other underground area. 

· Stay inside until authorities say it is safe. 

· If you must go out, cover mouth and nose with a damp towel. Be prepared to evacuate or shelter in your home. 

When coming in from outdoors:

· Shower and change clothing and shoes. 

· Put items worn outdoors in a plastic bag and seal it. 

If advised to evacuate:

· Listen to a radio or television for information on evacuation routes, temporary shelters, and procedures. 

· Minimize contamination in house. 

· Close and lock windows and doors. 

· Turn off air conditioning, vents, fans, and furnace. 

· Close fireplace dampers. 

· Take disaster supplies. 

Remember neighbors’ needs for special assistance (infants, elderly, and people with disabilities).

AFTER THE EVENT 
When the immediate danger has passed, avoid using foods from your garden or milk from your cows or goats until these can be inspected by a local emergency official. Contamination could affect areas as far as 50 miles from the accident site. 
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AMERICIUM

Americium-241 is a decay daughter of plutonium and an alpha emitter.  It is detectable with a standard radiation detection device (RADIAC meter).  This material is used in smoke detectors and other instruments, and it will be found in fallout from a nuclear weapon detonation.  It is a heavy metal poison but, in large quantities, can cause whole-body irradiation.  The effect of GI track absorption of americium is minimal, but it may be absorbed rapidly from skin wounds.  It is eliminated by urinary and hepatic excretion.

Treatment:  chelation therapy (DTPA or EDTA) in the first 24 to 48 hours following pulmonary exposure.

CESIUM

Cesium-137 is commonly found in medical radiotherapy devices and is used to calibrate atomic clocks and chemical reactions (commonly used in oil industry).  Several reports of stolen Cesium-137 from the Volgograd facility in Russia occurred during the early 1990s.  This material was threatened for use by Chechen separatists as a 32 kilogram “Dirty Bomb” (Radiological Dispersal Device – RDD) threat against Moscow in 1995.  (Note: there was no explosive charge in the RDD - the device emitted only trace amounts of Cesium-137).  It emits both gamma rays and beta radiation and can be readily detected by gamma instruments.  It is completely absorbed by the lungs and GI track and from wounds – it mimics metabolism of potassium.  It is very reactive to metal and easily attaches to all surfaces making it one of the most damaging isotopes to the environment.  Primary toxicity is whole-body irradiation with deaths due to acute radiation syndrome.

Treatment:  Prussian blue (listed as a Investigational New Drug - IND in the U.S. from Oak Ridge Affiliated Universities, Oak Ridge, TN) accelerates urine excretion.  If caught early after ingestion, lavage and purgatives are recommended.  

COBALT

Cobalt-60 is used in medical radiotherapy devices and commercial food irradiators.  It will most likely be found after improper disposal, or after destruction of a hospital or commercial facility.  It generates high-energy gamma rays and beta rays and is easily detected by a gamma detector.  Cobalt could be used as a contaminant in an improvised nuclear device to make the fallout more radioactive.  Cobalt is rapidly absorbed from the lungs, but less than 5% is absorbed from the GI tract.  Nothing is known about absorption from wounds.  Primary toxicity from whole-body irradiation / acute radiation syndrome.

Treatment:  Gastric lavage, purgatives.  Severe cases might be treated by chelation therapy with penicillamine.

DEPLETED URANIUM

Used with effectiveness in the 1991 Gulf War, depleted uranium (DU) emits limited alpha, beta, and some gamma radiation.  DU does not cause a radiation threat.  It is found in armor-piercing munitions, armor, and aircraft counterweights.  It is readily detectable with a standard radiation end counter (Geiger).  Inhaled uranium compounds may be metabolized and result in urinary excretion.  Inhalation of DU oxides may occur when entering equipment that has been damaged by DU or by material set on fire by DU without first donning a protective mask.  Absorption determined by the chemical state of the uranium.  Soluble salts are readily absorbed; the metal is not.  DU fragments in wounds become encapsulated and are gradually metabolized, resulting in whole-body distribution, particularly to bone and kidney (nephrotoxic).  In lab tests, DU does not cross the placenta.  No renal toxicity has been documented to date.

Treatment:  Sodium bicarbonate makes DU less nephrotoxic.  DU fragments in wounds should be removed whenever possible.  Extensive surgery solely to remove DU fragments is not indicated.  All fragments greater than 1 cm in diameter should be removed when the procedure is practical.  Lab evaluation should include urinalysis, 24-hour urine for uranium bioassay, serum BUN creatinine, beta-2-microglobulin, creatinine clearance, and liver function studies.      

IODINE  

Iodine-131, 132, 134, 135 isotopes will be found after nuclear reactor accidents and following the destruction of a nuclear reactor.  Radioactive iodine is a normal fission product found in fuel rods used in commercial land based nuclear reactors.  It is released by rupture of the reactor core and its containment vessel.  Winds post accident and the level of destruction determines the fallout plume pattern.  Most of the radiation is beta rays, with some gamma.  Primary toxicity is to the thyroid gland.  Thyroid gland uptake concentrates the radioactive iodine and allows local irradiation similar to therapeutic thyroid ablation.  A high incidence of childhood thyroid carcinoma has been documented following the Chernobyl disaster in 1986.

Treatment:  If exposure to radioactive iodines (anticipated or actual), daily administration of 130 mg of sodium or potassium iodide (NaI, KI) will prevent thyroid uptake in adults under the age of 40 years (>70 kg.  Adolescents, children, and infants receive reduced daily doses).  Adults over 40 years need take KI only in the case of a projected large internal radiation dose to the thyroid to prevent hypothyroidism.  Oral propylthiouracil 100 mg for 8 hours for 8 days or oral methimazole 10 mg for 8 hours for 2 days, then 5 mg for 8 hours for 6 days, may also be used.  The protective effect of KI last approx. 24 hours - for optimal prophylaxis, KI should be dosed daily until risk of significant exposure by either inhalation or ingestion no longer exists.

PHOSPHORUS

This material, Phosphorus-32, will generally be found in research labs and in medical facilities where it is used as tracer.  It has a strong beta ray and can be detected with the beta shield open on a beta-gamma detector.  Phosphorus is completely absorbed from all sites.  It is deposited in the bone marrow and other rapidly replicating cells.  Local irradiation causes cell damage.

Treatment:  Lavage, aluminum hydroxide, and oral phosphates.

PLUTONIUM

Plutonium-239, 238 is produced from uranium in reactors.  It is the primary fissionable material in nuclear weapons and is the predominant radioactive contaminant in nuclear weapons accidents.  The primary radiation is in the form of alpha particles, so plutonium does not present an external irradiation hazard.  It is always contaminated with americium, which does have a fairly easily detectable x ray by use of a thin-walled gamma probe.  Primary toxicity is from inhalation.  Five-micron or smaller particles will remain in the lung and are metabolized based on salt solubility.  Particles that remain will cause local irradiation damage.  GI absorption will depend upon the chemical state of the plutonium; the metal is not absorbed.  Stool specimens will be positive after 24 hours and urine specimens after 2 weeks.  Wound absorption is variable.  Plutonium may be washed from intact skin.

Treatment:  Nebulized or IV:  1 gram CaDTPA within 24 hours of exposure; followed by 1 gram ZnDTPA (IND) and monitoring urine levels.

STRONTIUM

Strontium-90 is a direct fission product (daughter) of uranium.  It emits both beta and gamma rays and can be an external irradiation hazard if present in quantity.  Strontium will follow calcium and is readily absorbed by both respiratory and GI routes.  Up to 50% of a dose will be deposited in bone.

Treatment:  Immediately after ingestion, oral administration of aluminum phosphate can decrease absorption by as much as 85%.  Administration of stable strontium can competitively inhibit the metabolism and increase the excretion of radiostrontium.  Large doses of calcium and acidification of the urine will ammonium chloride will also increase excretion.

URANIUM

Uranium-238, 235, 239 is found, in order of increasing radioactivity, in DU, natural uranium, fuel rods, and weapons-grade material.  Uranium emits alpha, beta, and gamma radiation.  DU and natural uranium are not serious irradiation threats.  Used fuel rods and weapons-grade (enriched) uranium containing fission products can emit significant levels of gamma.  If enough enriched uranium is placed together, a critical mass may form and emit lethal levels of radiation.  This could be encountered in a fuel-reprocessing plant or melted reactor core.  Inhaled uranium compounds may be metabolized and excreted in the urine.  Urinary levels of 100 ug per deciliter following acute exposure may cause renal failure.  Absorption will be determined by the chemical state of the uranium.  Soluble salts are readily absorbed; the metal is not.

Treatment: Sodium bicarbonate makes Uranium less nephrotoxic.  Tubular diuretics may be beneficial.  Lab evaluation should include urinalysis, 24-hour urine for uranium bioassay, serum BUN creatinine, beta-2-microglobulin, creatinine clearance, and liver function studies.      

*Notes: 

1.  These selected radioactive materials are listed here due to their military and WMD significance.  Terrorists may find these radioactive materials to be useful for the same reasons.

2.  Radiological / Nuclear Fact Sheets are derived from AFRRI’s Handbook “Medical Management of Radiological Casualties” at: AFRRI Handbook
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General Description

Ionizing radiation has sufficient energy to remove electrons from atoms. For these radioactive atoms (also referred to as radionuclides or radioisotopes) to become more stable, the nuclei eject or emit subatomic particles and high-energy photons (gamma rays). This process is called radioactive decay.  Unstable isotopes of radium, radon, uranium, and thorium, for example, exist naturally.  Others are continually being made naturally or by human activities such as the splitting of atoms in a nuclear reactor.  Either way, they release ionizing radiation.  The major types of radiation emitted due to spontaneous radioactive decay are alpha and beta particles, and gamma rays. 

Alpha Particles

Alpha particles are energetic, positively charged particles that rapidly lose energy when passing through matter.  They are commonly emitted in the radioactive decay of the heaviest radioactive elements such as uranium and radium as well as by some manmade elements.  Alpha particles lose energy rapidly in matter and do not penetrate very far; however, they can cause damage over their short path through tissue. These particles are usually completely absorbed by the outer dead layer of the human skin and, so, alpha emitting radioisotopes are not a hazard outside the body.  However, they can be very harmful if ingested or inhaled.  Alpha particles can be stopped by a sheet of paper.

Beta Particles

Beta particles are fast moving, positively or negatively charged electrons emitted from the nucleus during radioactive decay.  Humans are exposed to beta particles from manmade and natural sources such as tritium, carbon-14, and strontium-90.  Beta particles are more penetrating than alpha particles, but are less damaging over equally traveled distances.  Some beta particles are capable of penetrating the skin and causing radiation damage; however, as with alpha emitters, beta emitters are generally more hazardous when they are inhaled or ingested.  Beta particles travel appreciable distances in air, but can be reduced or stopped by a layer of clothing or by a few millimeters of a substance such as aluminum.

Gamma Rays

Like visible light and x-rays, gamma rays are weightless packets of energy called photons.  Gamma rays often accompany the emission of alpha or beta particles from a nucleus.  They have neither a charge nor a mass and are very penetrating. One source of gamma rays in the environment is naturally occurring potassium-40.  Manmade sources include plutonium-239 and cesium-137.  Gamma rays can easily pass completely through the human body or be absorbed by tissue, thus constituting a radiation hazard for the entire body.  Several feet of concrete or a few inches of lead may be required to stop the more energetic gamma rays.

[image: image22.wmf]
* Source:  EPA
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(Vehicle Borne Improvised Explosive Devices - VBIED - truck bombings)

(The full seven page Information Bulletin from Department of Homeland Security)  

The Informational Bulletin states that “Terrorists continue to select soft targets for attack -- particularly those that will yield a high casualty count.   Some examples, though not all-inclusive:  residences, recreational and shopping venues, business buildings and complexes.   All available antiterrorism measures should be rigorously re-examined to include:  physical security perimeters, set back distances between security fences and key buildings and barricades.”  
The following list of protective measures is recommended by DHS:

· Maintain situational awareness of world events and ongoing threats. 
· Ensure all levels of personnel are notified via briefings, e-mail, voice mail and    signage of any changes in threat conditions and protective measures. 
· Encourage personnel to be alert and immediately report any situation that appears to constitute a threat or suspicious activity. 
· Encourage personnel to avoid routines, vary times and routes, pre-plan and keep a low profile, especially during periods of high threat. 
· Encourage personnel to take notice and report suspicious packages, devices, unattended briefcases or other unusual materials immediately; inform them not to handle or attempt to move any such object. 
· Encourage personnel to keep family members/supervisors apprised of their whereabouts. 
· Encourage personnel to know emergency exits and stairwells and the locations of rally points to ensure the safe egress of all employees. 
· Increase the number of visible security personnel wherever possible. 
· Rearrange exterior vehicle barriers, traffic cones and roadblocks to alter traffic patterns near facilities and cover by alert security forces. 
· Institute/increase vehicle, foot/roving security patrols varying in size, timing and routes. 
· Implement random security guard shift changes. 
· Arrange for law enforcement vehicles to be parked randomly near entrances/exits. 
· Review current contingency plans - if not already in place - develop/implement procedures for receiving/acting on threat information, alert notification, terrorist incident response, evacuation, bomb threat, hostage/barricade, chemical, biological, radiological and nuclear (CBRN), consequence/crisis management, accountability, and media procedures. 

· When the aforementioned plans and procedures have been implemented, conduct internal training exercises and invite local emergency responders (fire, rescue, medical and bomb squads) to participate in joint exercises. 
· Coordinate and establish partnerships with local authorities to develop intelligence and information sharing relationships. 
· Place personnel on standby for contingency planning. 
· Limit the number of access points and strictly enforce access control procedures. 
· Approach all illegally parked vehicles in and around facilities, question drivers and direct them to move immediately, if owner cannot be identified, have vehicle towed by law enforcement. 
· Consider installing telephone caller I.D., record phone calls, if necessary. 
· Increase perimeter lighting. 
· Deploy visible security cameras and motion sensors. 
· Remove vegetation in and around perimeters, maintain regularly. 
· Institute robust vehicle inspection program - include checking under the undercarriage of vehicles, under hood/in trunk. Provide vehicle inspection training to security personnel. 
· Deploy explosive detection devices and explosive detection canine teams. 
· Conduct vulnerability studies focusing on physical security, structural engineering, infrastructure engineering, power, water and air infiltration, if feasible. 
· Initiate system to enhance mail/package screening (announced/ unannounced). 
· Install special locking devices on manhole covers in and around facilities. 

Potential VBIED Indicators:
The existence of any one of the following indicators does not in and of itself suggest terrorist activity.  Each incident should be carefully assessed together with other information present to judge whether there is cause for further investigation:

· Theft of explosives, blasting caps, fuses, or chemicals used in their manufacture.

· Rental self-storage space for purpose of storing chemicals or mixing apparatus. 

· Delivery of chemicals directly from the manufacturer to a self-storage facility or unusual deliveries of chemicals to residential or rural addresses. 

· Chemical fires, toxic odors, brightly colored stains, or rusted metal fixtures in apartments, hotel/motel rooms, or self-storage units.

· Modification of truck or van with heavy duty springs to handle heavier loads.

· Small test explosions in rural wooded areas.

· Treatment of chemical burns or missing hands/fingers. 

· Untreated chemical burns or missing hands/fingers.

Purchase or theft of explosives/chemicals may be precursor to terrorist attacks:

Ramsi Yousef, the mastermind behind the 1993 World Trade Center (WTC) attack purchased the required chemicals directly from a chemical manufacturer.  Timothy McVeigh, the perpetrator of the attack on the Murrah Federal Building used a combination of theft and small purchases over a six (6) week period to amass necessary ingredients used to assemble his explosive device. 

Chemical fires, toxic odors, brightly colored stains, or rusted metal fixtures in housing units, apartments, hotels rooms, or self-storage units:

In attempting to prepare an IED in the Philippines following the 1993 WTC attack, Ramsi Yousef caused a violent chemical fire to break out in the kitchen where he was preparing his device.  Subsequent investigation of his apartment revealed bright stains and rusted metal fixtures (i.e., door hinges, window locks, etc.) throughout the apartment. 

Theft of truck or van with minimum one (1) ton carrying capacity:  

The 1993 WTC attack and 1995 bombing of the Murrah Federal Building were carried out with rented vehicles.  However, terrorists may use a stolen vehicle in order to impede subsequent investigation. Moreover, most VBIEDs used in recent years have carried a large explosive charge that weighed in excess of 2,000 pounds suggesting likely continued use of large vans, SUVs, or trucks for this purpose.

Modification of smaller capacity vehicles to accept a minimum one (1) ton load:

The two vehicles used in the 1998 East Africa bombings were imported into the target country and then locally modified with heavier springs in order to accommodate the weight of the explosive.  Local law enforcement may wish to coordinate with appropriate garages or auto mechanic trade associations in their jurisdictions to sensitize them to this indicator. 

Small test explosions in rural or wooded areas:

Timothy McVeigh detonated at least one small explosive device in a wooded area near his residence in order to test his chemical mixture.  Local law enforcement, as well as fire and rescue departments, may be in the best position to report this indicator to the FBI.

Treated/untreated chemical burns or missing hands and/or fingers:

Terrorists may seriously injure themselves while manufacturing their bomb that they require immediate and substantial medical care.  Hospitals and outpatient clinics should therefore be requested to report such injuries.

Physical surveillance:

Nearly every major terrorist attack is preceded by a thorough surveillance of the targeted facility.  It is likely that similar activity preceded the Riyadh compound bombings.

Purchase of, or illicit access to, blue prints of the targeted facility:

In a failed 1996 attempt to destroy the FBI's fingerprint facility in Clarksburg, WV, a domestic anti-government group attempted to acquire the facility's blue prints from a local emergency services worker.  Receiving offices may wish to sensitize local fire and rescue departments, and architectural firms, to the possibility that terrorists may attempt to acquire a targeted facility's blue prints from local emergency services worker.

General Characteristics of Terrorist Surveillance:
Terrorist surveillance may be either fixed or mobile. 

· Fixed surveillance is done from a static position, possibly an adjacent building, business, or other facility.  In fixed surveillance scenarios, terrorists may establish themselves in a public location over an extended period of time or choose disguises or occupations such as street vendors, tourists, repair or deliverymen, photographers or even demonstrators.

· Mobile surveillance usually entails observing and following persons or individual human targets, although it can be conducted against non-mobile facilities (i.e., driving by an embassy to observe the building or compound).  To enhance mobile surveillance, many terrorists have become more adept at progressive surveillance. 

· Progressive surveillance is a technique whereby the terrorist will follow a target for a short period of time from point A to point B, withdraw for a time, possibly days or even weeks, and then resume surveillance from point B to point C.  This will continue until the terrorist develops target suitability and/or noticeable patterns in the targets movements.  This type of transient presence makes the surveillance much more difficult to detect or predict.

· More sophisticated surveillance is likely to be accomplished over a long period of time. This tends to disrupt detection techniques and improve the quality of gathered information.  Some terrorists are noted to perform surveillance of a target or target area over a period of months or even years. 

· Terrorists are known to use advances in technology such as modern optoelectronics, communications equipment, video cameras, and other electronic equipment.  Such advances include commercial and military night-vision devices, GPS systems, and cellular phones.  It should be assumed that many terrorists have access to high-dollar technological equipment. 

* Source: Department of Homeland Security.  May 15, 2003 - Washington, D.C.

TAB E   

High Yield Explosives - Fact Sheets*
Chemicals and Other Demolitions Paraphernalia Used in Recent Truck Bomb Attacks Against US Government Facilities

	Substance
	Amount (where available)

	Urea Crystals
	1,000 lbs. (47% purity)

	Nitric Acid
	105 Gals.

	Sulphuric Acid 
	60 Gals. (93% purity)

	Ammonium Nitrate (fertilizer)
	108 bags (50 lbs. each)

	Nitro-Glycerine 
	 

	Potassium Nitrate 
	 

	Methenamine 
	 

	Hydrogen 
	4 Bottles (4 feet long)

	Sodium Azide 
	 

	Magnesium Azide 
	 

	Aniline Reagent 
	 

	Ethanol 
	 

	Battery Acid 
	18 liters 

	Liquid Nitromethane (racing fuel)
	3 drums (50 gals. each)

	Tovex blasting gelatine 
	 

	Shock Tube 
	 

	Anhydrous Hydrazine (boiler cleaner) 
	 


Note: Substances and Amounts compiled from publicly available sources.

* Source: Department of Homeland Security.  May 15, 2003 - Washington, D.C.

TAB F

TOPOFF - Selected Lessons Learned - Bioterrorism Exercise *

“A Plague on Your City: Observations from TOPOFF”
Source: Thomas Inglesby, MD, Rita Grossman, Tara O’Toole, MD, MPH

(Johns Hopkins University Center for Civilian Biodefense Studies)

The U.S. Congress directed the Department of Justice to conduct an exercise engaging key government personnel in the management of mock chemical, biological, or cyber terrorist attacks.  The resulting exercise was called TOPOFF; the name stems from the engagement of top officials of the U.S. government.  The bioterrorism portion of the exercise took place in May 2000 in Denver, CO.  The bioterrorism agent release involved an aerosol of Yersinia pestis, the bacteria that causes plague.  The TOPOFF biological exercise was widely considered a success - it provided the most comprehensive effort to date to test the medical and public health system and infrastructure that would be called upon in the event of a bioterrorist event.  Denver was selected in part because it had already received federal funding from the Domestic Preparedness Program (Weapons of Mass Destruction Act) for training and equipment (See Endnote 14).
Leadership and Complexity of the Decision-Making Process          

“With the involvement of multiple levels of government officials, the decision making process was inadequate and slow. The inability to communicate with the command centers and key individuals was enough to cripple the operation.  Multiple conference calls resulted in key individuals being unavailable to answer questions.  Heavy reliance on using conference calls in an attempt to get consensus on perceived challenges was not a practical solution.  Hand held radios on the same frequency seem to be the best answer.  Heavy use of phones, faxes, and cell phones were evident but found to be inefficient as a great amount of time was spent seeking correct phone numbers.  The most important aspect of leadership in this type of event is that we must have one person or a small group in command.  This is not a time for the group decision-making process (no leadership and direction during conference calls).  We must have the ability to make decisions and implement those decisions on short notice”.

Therapeutic Priorities and Antibiotic Distribution Mechanisms          

“Treatment and prophylaxis are dependent upon the ability to identify the pathogen / agent as soon as possible and to set the priority for whom to treat.  Antibiotic supplies are quickly depleted and priorities must be established quickly to target the right group of first responders and health care workers.  By the termination of the exercise, at least 11 states were reporting cases of pneumonic plague and some were demanding that they be given antibiotics from the CDC (National Pharmaceutical Stockpile - NPS - 12 hour PushPacks).  When other states began to report similar cases, Denver was told by federal (HHS / CDC) authorities that no further antibiotics from the CDC PushPacks would be available, and that the city would need to go to the “Vendor Managed Inventory (VMI)” system (See Endnote 15).  How rapidly the VMI system would have delivered the large quantities of antibiotics Denver was seeking was not clear and was not tested”.

The Crises at Health Care Facilities

“Healthcare facilities were quickly seeing double to 10 times their normal patient load.  Recently closed hospitals and clinics may need to be reopened.  The worried well have the capability to quickly overwhelm the healthcare system.  It has been estimated that for every 2‑3 patients there will be 10 worried well.  Even though the worried well will need no actual treatment, they will need social workers, chaplains, and others to help resolve their anxiety and keep them from detracting the healthcare workers.  By the end of the exercise, one hospital had (notionally) seen an incredible 3,878 persons since the beginning of the exercise only a few days earlier.  Of these, some 3,200 were “worried well.”  TOPOFF did not address how health care facilities would distinguish between the uninfected “worried well”, those with incubating or early symptoms of plague, and those suffering from other illnesses”.

“Security will be a major topic of great concern.  Many patients will present themselves to the healthcare facility and may become unruly if not handled as promptly as they desire.  The concept of  a “security lock down” was discussed, wherein all entrances to the hospital would be locked and guarded to keep people out.  One hospital official expressed serious doubts that such control would ever really be possible in her hospital that was not designed to accomplish this”.

“Antibiotic supplies were a serious problem for the hospitals.  When their own stockpiles were exhausted early in the exercise, hospitals called the state to request additional supplies.  One participant said that the state replied that, in essence, hospitals were on their own regarding antibiotics.  Hospitals attempted to contact area pharmacies, but 

found that no antibiotics were available.  One hospital official noted: “medical and public health workers and first responders need to feel safe and need to have their families feel safe or they won’t show up.”  But hospitals could not offer prophylactic antibiotics to all of their own staff, let alone their patients”.

“A number of other serious problems were catalogued: “There were not enough places to put sick people, triage people, put dead bodies.”  Hospitals were competing for a limited supply of ventilators.  It was not clear which health care workers should be wearing personal protective equipment or what form of protection was appropriate”.

Need to Develop Principles of Disease Containment

“Early in the crisis, antibiotic prophylaxis and isolation of individual patients in hospitals were the primary epidemic containment measures.  Less than a full day into the exercise, the epidemic was rapidly spreading - long before health authorities had sufficient time           to characterize the common source of the outbreak, or the rate of secondary transmission, or the response to antibiotics, or the results of other containment measures.  As part of the travel advisory, persons were advised to stay home unless they were close contacts of diagnosed cases or were feeling sick, in which case they were directed to seek medical care.  As one observer noted: “They told 1 million people to stay in their homes.  How would we have enforced this?”

“Throughout the unfolding epidemic, determining what information the public should be given and how quickly was an important and difficult issue. “Should we tell people there is a terrorist link?  Should we tell them that people are sick?”  One suggestion considered was announcing to the public that this was like “The 1918 influenza epidemic.”  It was clear that the public message itself would affect the capacity to control the epidemic, in that worried or panicked people may not seek the care they needed or, alternatively, might dangerously crowd health care facilities.”

Quarantine

A number of senior observers said that recommendations for quarantine were made without sufficient consideration of the wide variety of ramifications. “With borders closed, how were we planning to feed 4 million people?   Many of the control measures ordered were delusional.”  When asked what would be possible if the situation actually required a quarantine, the police and National Guard responded to the Expert Committee that they would be unable to keep people at home.  Another participant commented that by the end of the exercise, “people had been asked to stay in their homes for 72 hours…how were they supposed to get food or medicine?”

“Sometime into the exercise, (notional) civil unrest broke out.  People had not been allowed to shop, stores were closed, food ran out because no trucks were being let into the state, and rioting began to occur.  Gridlock occurred around the city, including around 

health care facilities.  Snowplows were proposed as a way of clearing the road of cars. Given the constraints of the exercise, it was not possible to gauge the true extent of social disorder that a bioterrorist attack might evoke; but most observers and participants agreed that serious civil disruption would be a genuine risk in such a crisis.  There were ominous signs at the end of the exercise.  Disease had already spread to other counties and states.  Competition between cities for the NPS caches of pharmaceuticals had already broken out.  It had all of the [characteristics] of an epidemic out of control.”

General Conclusions from TOPOFF BioTerrorism Exercise:
· With systems now in place - almost impossible to contain a BW attack

·  Leadership / decision making must be developed in place prior to a BW attack

· Preservation of scarce resources - Healthcare operations may be overwhelmed within 24‑48 hours of attack - Antibiotics must be controlled /  used where most efficacious

· Healthcare treatment facilities must be protected from contamination and all available health sites must have the potential to be utilized

· Urgent need to formulate clear, scientifically and politically sound principles for containment of highly contagious disease outbreaks
· Ability to effectively communicate between healthcare leadership and various agencies is essential to the success of this type of endeavor - Radios using same frequency are probably the best alternative
* Note:  The TOPOFF II exercise was conducted in May 2003 testing preparedness against bioterrorism (Chicago) and terrorist use of a radiological device / “ Dirty Bomb” (Seattle).  Lessons learned will be made available in late 2003.

TAB F

TOPOFF - Selected Lessons Learned - Chemical Exercise 
The chemical terrorist attack portion of the exercise took place in May 2000 in Portsmouth, New Hampshire.  The chemical agent used involved a release of sulfur mustard.  This chemical agent was used for several reasons:

· Mustard effects are delayed.  The delay factor was important because the delay in recognizing and identifying this chemical agent ensured a variety of roles and responsibilities would be in conflict, thus allowing observation of how “handovers” between responsible agencies at all levels occurred.

· The Portsmouth seacoast region did not have the advantage of training and funding from the Domestic Preparedness Program (Weapons of Mass Destruction Act) nor had it conducted an exercise of this scope and magnitude.  (See Endnote 14). 

· The agent selected has low lethality, allowing the exercise to unfold to achieve teaching points and objectives without the penalty of early and significant numbers of fatalities.

The TOPOFF chemical exercise was widely considered a success and it provided the most comprehensive effort to date to test federal, state, and local response capabilities through a full range of crisis and consequence management activities under extraordinarily stressful conditions.   

Command and Control

“The flow of information and coordination among federal, state, and local command centers was described as “spotty.”  FEMA’s Federal Coordinating Officer (FCO) who is ultimately responsible through the FEMA Director to the President for implementation of the Federal Response Plan, reported that he was unable to fully and effectively perform his role as FCO at the Portsmouth Joint Operations Center (JOC).  Crisis and consequence management team leaders, managers, and responders were operating shoulder-to-shoulder with agencies and departments with which no previous relationships had been established.  “A significant amount of time was spent just exchanging phone, fax, and beeper numbers.”  Communication between the incident command post and local hospitals was insufficient.  Local hospitals were not updated on a regular scheduled basis regarding patient tracking information.  Patient movement information for the casualties departing the incident scene to hospitals was not fully communicated.    

Education and Training

Because the Portsmouth seacoast region had not been a named participant in the training program available under the Domestic Preparedness Program (DPP-WMD Act), many of the problems encountered in the exercise were directly linked to the lack of training and lower competency levels of state and local emergency response agencies.  A GAO report noted that “cities that have received training under the DPP have a greater awareness of how to respond to a potential chemical or biological terrorist incident.” 

Detection and Identification

Identification of the chemical agent used was a significant problem during the exercise, producing delays of well over 12 hours.  In real events and every day response, the fire department and other first responders cannot afford such delays.  Response times measured in minutes are needed; other additional response units arriving on scene can inadvertently enter the contaminated areas, as actually happened during the exercise.  The possibility of a secondary device prevented the detailed sampling to better identify the chemical agent while uncertainty about the chemical agent prevented detailed searching for a secondary device.  Participants uniformly lacked sufficient and adequate detection, communications, and individual protective equipment (PPE).  Lack of detection equipment was a significant impediment to early recognition of the chemical agent used.  Many of the first responders lacked the necessary levels of PPE needed to safeguard them from chemical agents.  During the exercise, fire responders arriving on scene were equipped with varying levels of PPE while police, securing the area, and emergency medical personnel were not wearing any PPE.       

Casualty Management and Triage

During the chemical incident, the number of casualties (from trauma and chemical agent poisoning) quickly overwhelmed immediately available capabilities and resources.  Observers noted that although the on scene incident commander immediately recognized the need to request more resources, there was a “tyranny of time” factor involved with unavoidable delays associated with reliance on several mutual assistance resources to arrive on scene.  Confusion was created by the responding departments and agencies that used several triage methods to deal with casualties before evacuating them to area hospitals.  

Risk Communications / Media Management / Public Affairs

In Portsmouth, there was a need to clarify the role of the Joint Information Center (JIC) role within the larger JOC environment.  Although the greater part of the scenario actions and therefore supposed media “interest” was to be centered on consequence management efforts, most of the JIC staff support was directed at preparing FBI leadership for the press conferences dealing with the FBI’s crisis management activities.  Some observers at the top official level noted that there were no formally designated national spokespersons as subject matter experts on chemical agents available for national level press briefings.  Because of the use of a persistent chemical agent (mustard), the delayed effect posed a significant cross-contamination hazard.  As the response teams made progress in mitigating the chemical hazard, this information should have been relayed to both responders and the public as part of regularly scheduled updates.  Instead, there were delays in release of public safety and other emergency information.      

Fatality Management

The bodies were not removed from the pier until 15 hours after the release of the crime scene.  This was considered by many to be an unacceptable delay.  Both the FEMA Director and the state Attorney General expressed strong concern about the dead remaining on the pier in Portsmouth for an unacceptably long period of time.  The virtual news network (VNN) covering the exercise was transmitting images of the dead bodies on the pier more than 24 hours after the explosion.  VNN’s continuing real time coverage and the long delay between release of the crime scene, and the start of decontamination and fatality management efforts would have made the situation more than a little difficult to handle for the victims’ families.     

Part of the delay can be attributed to interagency coordination problems related to agreeing upon which organization would actually extract bodies from the Hot Zone for decontamination.  Because the federal agency responsible (HHS) operating through its National Disaster Medical System (NDMS) did not have a full Disaster Mortuary Team (DMORT) fully operational and deployed on scene, the Marines were asked to use their Chemical Biological Incident Response Force (CBIRF) personnel to extract bodies from the contaminated area.  As a result of this action, DoD is re-evaluating the use of its response assets such as CBIRF for use in extracting human remains in a contaminated environment.             

General Conclusions from TOPOFF Chemical Exercise:

· Problems encountered with chemical agent identification and recognition

· Intra-and interagency communications at all levels must be continuously practiced and procedures institutionalized

· First responders lack the necessary personal protective equipment and resources to counter use of chemical agents

· First responder awareness training at all levels must be continually emphasized to improve preparedness

· The Incident Command System was effectively employed.  However, the command and control needed for a chemical event must be expanded beyond the tactical level to emphasize strategic awareness and “bigger picture” issues

· Sustainment of operations in a chemical event will be a difficult challenge, requiring depth of resources and long-range planning

· The respectful and compassionate management of fatalities poses unique challenges

TAB G 

Treatment of Chemical Exposure Victims 

Medical Management for Specific Types of Agents *

The following table lists medical management practices for specific types of chemical agents.

	Type of Agent
	Medical Management

	Nerve Agents
	· Antidote:  Atropine plus a pyridinium oxime appropriate for the specific agent.  Available as MARK I autoinjector system.

· Anticonvulsants (e.g., Diazepam)

· Ventilation and supportive therapy

· Prophylaxis:  Atropine or other pharmaceuticals 

	Blister Agents (Mustards)

	· Immediate decontamination (removal of the agent)

· No specific antidotes

· Burn therapy

· Eye irrigation

· Antibiotics

· Breathing support (oxygen, anti-inflammatories, humidity control)

	Blister Agents (Organoarsenics)

	· Immediate decontamination

· Symptomatic relief, including treatment of lesions

· Antidote:  British Anti-Lewisite (BAL) to prevent blistering, to treat eyes, and as therapy for systemic arsenic poisoning

· Pain management

· If inhaled, pulmonary support

	Blister Agents (Halogenated Oximes)

	· Immediate decontamination

· Symptomatic treatment of lesions

· Pain relief

· If inhaled, pulmonary support

	Blood Agents


	· Decontaminate if liquid exposure

· Antidote (standard treatment for cyanide poisoning)

· Supportive therapy, symptomatic relief

	Choking Agents


	· Removal from exposure site.  A victim who survives 48 hours has a good chance for recovery

· Respiratory/cardiopulmonary support

· No specific antidotes

· Antibiotics

· Intravenous fluids

	Vomiting Agents
	· Symptomatic relief 

	Irritants
	· Flushing of eyes

· Ventilation

· Symptomatic relief (skin preparations)

	Psychochemicals


	· Protection from harm until effects wear off

· Long-term monitoring and psychiatric counseling


* Source:  FEMA - July 2002

TAB G 

Chemical Agent Decontamination *

The handling of chemically contaminated victims presents a great challenge.  From a medical care perspective, all victims of the terrorist attack (or HazMat incident) who arrive at the MTF should be presumed to be contaminated; special consideration needs to be given to the hazards associated with lingering chemical vapors on victims.  A decision to maintain a higher level of protection for emergency medical personnel may be required for longer periods of time.  For additional info, see TAB J.    

Protocols are needed to establish and help identify, at a minimum, the “class” of chemical agent used or present at the incident scene.  If detection equipment is not available, then decontamination must be done solely on suspicion of contamination, e.g., if victims were on or near the fringe of a suspected or confirmed contaminated area.

Decontaminants

All chemical decontamination is based on one or more of the following principles:

· destroy CW agents by chemically modifying them (destruction)

· physically remove CW agents (absorption, washing or evaporation)

· physically screen-off the CW agent so that it causes no damage.

Specific acting decontaminants will have a faster and better effect against the substance in question and / or a milder effect than if a general decontaminant is used.  Examples of such substances are chloramine solutions.  Chloramine solutions have good effect against mustard and V-agents but are ineffective against nerve agents of G-type (Sarin, Soman, Tabun).  A water solution of soda rapidly renders nerve agents of G-type harmless but when used in connection with V-agents, it produces a final product that is almost as toxic as the original substance.  

Decontamination methods

CW agents can be washed and rinsed away, dried up, removed by absorbent substances or by heat treatment.  Water, with or without additives of detergents, soda, soap, etc., can be used, as well as organic solvents such as fuel, paraffin and mineral spirits.  Emulsified solvents in water can be used to dissolve and wash-off CW agents from equipment.  When decontaminating by washing, consideration must be given to the run-off and poisonous substance remaining in the decontaminant unless the CW agent has first been destroyed.  When washing with water, particularly with hot water and detergent, the CW agent will often be decomposed to some extent through hydrolysis.  

Personal Protection Equipment (PPE) and Decontamination

The level of PPE needed by those personnel who are treating casualties and / or responding to chemical incident will be determined by the specific chemical agent used and by the concentration level from the attack.  The On Scene / Incident Commander makes this decision in consultation with the NBC / Chemical Officer for the level of PPE protection required.  MTF commanders should allow for frequent staff rotation due to the physical strain and stress of wearing PPE.    

The most important decontamination measure concerns the first responder or MTF staff member in need of immediate decontamination.  If it is suspected that skin has been exposed to liquid CW agents, then it must be decontaminated immediately (rule of thumb: decon is needed within 1 minute).  All experience with CW agents confirms that the most important factor is time; the means used in decontamination are of lesser importance.  Good results can be obtained with such widely differing means as talcum powder, flour, soap and water, in addition to any special decontaminants used.

For complete decontamination, clothes and personal equipment must also be decontaminated.  If clothes have been exposed to liquid contamination, then extreme care must be taken when undressing to avoid transferring CW agents to the skin.  There may be particular problems when caring for the injured since it may be necessary to remove their clothes by cutting them off.  This must be done in such a way that the victim is not further injured through skin contact with CW agents.  During subsequent treatment it is essential to ensure that the entire patient is decontaminated to avoid the risk of exposing the MTF medical staff to the CW agents.

Chemical Decontamination - Key Considerations:

· Ideally, any patient decon effort should be performed in a pre-designated location, ideally outside but close to the MTF / emergency department entrance.  Patient decon should always take place prior to MTF entry.  Consider moderate to cold temperature environment factors and needs of the patient.     

· For mass casualty incidents, initial patient decon would normally consist of clothing removal and showering with large quantities of high volume, low pressure water followed by gentle scrubbing with soapy water and soft brushes.  

· Provisions for patient decon of both ambulatory and non-ambulatory victims are needed.  Provisions for patient modesty also need to be considered.  Adequate personal covering from sheets / gowns are needed for patients following decon.

· Decon runoff will need to be addressed.  Attempt to control decon runoff from a mass casualty event so it can be easily identified and prevented from entering MTF or causing further decon problems of other personnel and equipment.

· MTF personnel who treat contaminated victims, need to be trained to an awareness level while those personnel who actually assist in the decon process need to be trained to the operations level. 

· Wounds cleaned with sterile water / sterile saline - NEVER use bleach solution.

· Provisions are needed for safekeeping and eventual return of all personal items.

* Note:

See TAB J for excellent source material, equipment, and requirements needed for personal and collective protection, and MOPP levels needed for treating chemical casualties in any CW environment.  

TAB G 

Decontamination Methods for Specific Chemical Agents *

The following table lists decontamination suggested methods and products for specific chemical agents.

	Chemical Agent
	Decontamination Methods

	Nerve Agents

	Tabun (GA)
	Bleach slurry; alkali solutions; hot soapy water; M258A1; M291 kit

	Sarin (GB)
	Bleach, large amounts of water; M258A1; M291 kit.  Alkaline solutions to speed up decomposition.  If left alone, self-decontamination will occur within a few days.

	Soman (GD)
	Solids, powders, and solutions containing bleach; decon wipes (moistened with NaOH dissolved in water, phenol, ethanol, and ammonia); M258A1; M291 kit

	VX
	Bleach, large amounts of water; M258A1; M291 kit

	Blister Agents

	Distilled mustard (HD), sulfur mustard (H)
	Sodium hypochlorite solution, large amounts of water; M258A1; M291 kit

	Nitrogen mustard (HN)
	Supertropical bleach (STB); large amounts of water; fire

	Phosgene oxime (CX)
	Large amounts of water

	Lewisite (L)
	Hypochlorite solution; caustic soda; large amounts of water

	Phenyldichloroarsine (PD),

Ethyldichloroarsine (ED)
	Bleach; caustic soda

	Choking Agents

	Phosgene (CG)
	Vapor:  Fresh air

Liquid:  Large amounts of water

	Chlorine (CL)
	Lots of water.  Flush skin or eyes with water 15 min.

	Blood Agents

	Hydrogen Cyanide (AC),
Cyanogen Chloride (CK),
	Skin decontamination usually not necessary; soap and water may be used.  Remove wet, contaminated clothing and rinse underlying skin with water.

	Arsine (SA)
	None

	Vomiting Agents

	Adamsite (DM)
	In open area, none.

In enclosed places, bleaching powder for gross contamination


* Source:  FEMA - July 2002

TAB G

Chemical Weapons Definitions 

Chemical Weapons Convention (CWC)

The Chemical Weapons Convention (CWC, formally known by the long title of “The 1993 Paris Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and on Their Destruction”) was opened for signature in Paris, France on 13 January 1993.  The CWC was negotiated over a period of twenty years at the Conference of Disarmament in Geneva, Switzerland.  The CWC entered into force on 29 April 1997, six months after the 65th Member State ratified the convention.

Toxic Chemicals

"Any chemical which through its chemical action on life processes can cause death, temporary incapacitation or permanent harm to humans or animals. This includes all such chemicals, regardless of their origin or of their method of production, and regardless of whether they are produced in facilities, in munitions or elsewhere."

Riot Control Agent

"Any chemical not listed in a CWC Schedule, which can produce rapidly in humans sensory irritation or disabling physical effects which disappear within a short time following termination of exposure."

Precursor

"Any chemical reactant that takes part at any stage in the production by whatever method of a toxic chemical. This includes any key component of a binary or multi-component chemical system.” 

Chemical Weapons

"(a) Toxic chemicals and their precursors, except where intended for purposes not prohibited under CWC, as long as the types and quantities are consistent with such purposes;

(b) Munitions and devices, specifically designed to cause death or other harm through the toxic properties of those toxic chemicals specified in subparagraph (a), which would be released as a result of the employment of such munitions and devices;

(c) Any equipment specifically designed for use directly in connection with the employment of munitions and devices specified in subparagraph (b)."

TAB H 

CBRNE CM Resources

(Emergency POC info, Response Agencies, Websites, Publications, Directives, etc.):

EUCOM HQ (6th ASG) - EUCOM Components Resources:

· EUCOM HQ - NBC Office Cell (ECJ5-T-WMD):  DSN: 430.5263 / 8304.  NBC home page with embedded medical links at: NBC CELL Home Page  (Note: SIPRNET only).    
· EUCOM HQ - 6th ASG Emergency Action Center - DSN: 421.2601 / 2742 or civilian number off post: 0711.729.2601/2742 (24 hours operations center & 24 / 7 access to German Liaison).

· EUCOM HQ - 6th ASG Chemical Operations / Senior NCO:  MSG Gregory J. Heltz, Chemical Operations NCO.  DSN 421-2844.  Chemical Operations Office handles all CBRNE events within 6th ASG in coordination with EUCOM NBC Cell, USAREUR Command Center, and V Corps NBC / Chemical Operations.  

· EUCOM HQ - Military Police desk (Medical Response Assets for CBRNE CM Incidents):  Call DSN 430.116 or civilian number off post: 0711.680.116   Refer to Appendix 8 to Annex A of USCINCEUR FUNCPLAN 4299-02 (S) for a listing of those U.S. military CBRNE response assets and units in theater.  
· EUCOM HQ - Public Affairs Office:  Various POCs can be reached at DSN: 430.8574 / 8436 / 8438.  

· EUCOM HQ - Media Center:  Contact Public Affairs Media Chief at DSN: 421.2000.     
· EUCOM HQ - 6th ASG / USAREUR German Gov’t Liaison Office:  Dr. Steve Cochrane at DSN: 420.6429 / 7829.

· USAREUR Command Center - DSN: 314.377.4906 or civilian number off post: 06221.39.4906 (24 hour operations center)

· USAREUR Force Protection Emergency Line - civilian number off post: 06221.33.6660 (24 hour operations center)

· Landstuhl Regional Medical Center (LRMC)  - Preventive Medicine Service - DSN: 314.486.8111 Admin Officer of the Day (AOD) Duty Watch DSN: 314.486.6703 (24 hours)

· LRMC - Infectious Disease Service - DSN: 314.486.8100.  Nights and weekends – call AOD Duty Watch DSN: 314.486.6703

· LRMC - POC for Centers for Disease Control (CDC) Laboratory Response Network (LRN):  MAJ (Dr.) David Heath, Chief Microbiologist.  DSN: 486.7832.  david.heath@lnd.amedd.army.mil    

· CHPPM Europe - Operations Officer DSN: 314.486.7045 / civilian number off post: 06371.86.8962.  Chief, Epidemiology (Epi Response Team) DSN: 314.486.8951

· TRICARE Information:  TRICARE Hotline at 0800.225.5288 (Europe) then call (800) 625.7461.

DoD / U.S Government CBRNE Resources:

· Emergency Support Operations Center, Defense Supply Center, Philadelphia (DSCP) at 1-800-413-6789 or (215) 737-2112 (24 hrs).  After initial notification is made, the ESOC offers a 24-48 hour reach back capability for transportation of CBRNE prophylaxis and supplies.  The ESOC website is at: http://www.dscp.dla.mil/
· Centers for Disease Control (CDC) - Emergency Response Office at (770) 488-7100 or (800) 311-3435 (24 hrs).  CDC – International Travelers Hotline at (877) 394-8747.  CDC website: http://www.cdc.gov.  Provides information on BW / CW agent identification and critical protocols.  The CDC Laboratory Response Network (LRN) website is at: http://www.bt.cdc.gov/.  
· U.S. Army Medical Research Institute Infectious Diseases (USAMRIID) - Biological Agents - Ft Detrick, MD.  http://www.usamriid.army.mil/education/bluebook.html  USAMRIID “Bluebook” details specific information dealing with any BW event.  Provides info on BW agents, medical management, PPE, and decon.  24-hour Emergency Response Line at (888) 872-7443 (24 hrs).
· U.S. Army Medical Research Institute Chemical Defense (USAMRICD) - Chemical Agents - Edgewood Operations Center - Aberdeen, MD.  Yellow Book 2000.pdf.       The USAMRICD “Redbook” details specific information dealing with any CW event.  Provides info on CW agents, medical management, PPE, and decon.  24-hour Emergency Response Line (410) 436-4484.

· U.S. Army Soldier and Biological Chemical Command (note: SBCCOM was re-designated Oct 2003) - Edgewood Operations Center - Aberdeen, MD.  http://www.sbccom.apgea.army.mil.  SBCCOM provides support in the areas of chemical and biological defense: R&D and acquisition; emergency preparedness and response; and chemical weapons storage, remediation, and demilitarization.  (410) 436-4347 / 5253.

· Armed Forces Radiobiology Research Institute (AFRRI) – Bethesda, MD.  Medical

·       Radiological Advisory Team (MRAT) (301) 295-0530.  AFRRI produces the “Medical Management of Radiological Casualties Handbook” at: 
· " 

http://www.afrri.usuhs.mil/     


            Provides info on radiological / nuclear devices, medical management, PPE, and decon.  

· Armed Forces Institute of Pathology (AFIP) – Washington, D.C. (Walter Reed AMC).  AFIP Info Desk (202) 782-2100.

· Infectious Diseases Departments - CONUS based Service Flagship MTFs:  

· Walter Reed Army Medical Center.  Comm (202) 782.1663.  24 hour Info Desk info / access to on-call specialist:  Comm (202) 782.3501. 

· National Naval Medical Center Bethesda.  Comm (301) 295.6400 / 4237.  24 hour Command Duty Officer / on-call specialist: Comm (301) 295.4611.

· Wilford Hall Medical Center.  Comm (210) 292.7653 & DSN 554.7653.  24 hour hospital operator / info desk / access to on-call specialist:  Comm (210) 292.7100 / 7412 & DSN 554.7100 / 7412.     

· Navy Environmental Preventive Medicine Unit (NEPMU-7) Sigonella, IT.   CAPT Edward M. Kilbane, Head Operations Department PSC 812, Box 3540  FPO, AE 09627.  DSN: 624-9251, Com: 39.095.86.9251

· Department of Homeland Security (DHS) website at: http://www.dhs.gov/dhspublic.  Provides unifying core of U.S. national organizations for all domestic emergency preparedness and response activities involving terrorism.  Coordinates the National Response Plan (NRP) that replaces the Federal Response Plan (FRP) and numerous other federal agency emergency response plans by consolidating all operational processes, procedures, and protocols for incident management (both crisis and consequence) activities involving terrorist attacks, major disasters, and other emergencies.  The new NRP uses the National Incident Management System (NIMS) as defined in Homeland Security Presidential Directive-5.  

· Federal Emergency Management Agency (FEMA) website at:  http://www.fema.gov.  Identifies FEMA as Lead Federal Agency for Consequence Management for CONUS events.  Provides information on implementation of the Federal Response Plan (FRP – now replaced by NRP above) and its potential impact on the MTF during a CBRNE event.  Gives responsibilities for each Emergency Support Function (ESF) listed by each federal agency as outlined in the FRP. 

· National Disaster Medical System (NDMS).  Disaster and emergency response capabilities of NDMS are found at:  http://ndms.dhhs.gov.  Explains the roles of various NDMS response teams (e.g., teams for medical response, mortuary assistance, etc.) and the oversight role of NDMS at the Office of Emergency Preparedness (OEP), U.S. Public Health Service.  OEP main telephone number:  800.USA.NDMS (800.443.1167)

· Environmental Protection Agency (EPA) website:  http://epa.gov.  Provides information on EPA response capabilities during CM related activities.

· FBI (OCONUS installation Provost Marshal Office calls FBI office).

· Dept of State (DoS) - U.S. Embassy / nearest Consulate is contacted through official EUCOM channels (e.g., ETTC Command Director via CAT ECJ5).  DoS is Lead Federal Agency OCONUS for both crisis management and consequence management activities.   

· World Health Organization (WHO) Disease Surveillance and Reporting.  European Union office – Dr. Vandam, Medical Liaison Officer for Emergency Actions at 322.506.4650.  For Chemical Incidents – call 41.22.791.3731 or send email to: GUTSCHMIDTK@WHO.INT) 

· U.S. based CBRNE CM Laboratory Assets:  CDC Laboratories  (404) 639-2888.  USAMRIID Laboratory (888) 872-7443

Other CBRNE CM Resources:  Websites, Military Response Assets, Presidential Directives, DoD Instructions, etc.:

· Presidential Decision Directive 39 (PDD 39).  White House.  June 1995.  The PDD 39 website is found at: http://www.fas.org/irp/offdocs/pdd39.htm
Gives U.S. Policy on Counter-Terrorism and outlines Lead Federal Agency roles for crisis management and consequence management efforts during a declared emergency.

· Military Support To Foreign Consequence Management Operations (CJCSI 3214.01A).  This CJCS Instruction provides installation and MTF commanders with authority to provide “Immediate Response” actions to assist host nation authorities.  CJCS and other DoD Directives and Instructions are available directly or via related links at: http://web7.whs.osd.mil/.  

· State and Local Guide for All-Hazards Emergency Operations Planning.  FEMA. Emmitsburg, MD. 1996. (do search at: http://www.fema.gov).  Most comprehensive FEMA guide covering entire spectrum of preparedness / response for all CBRNE events.

· Improving Local and State Agency Response to Terrorist Incidents Involving Biological Weapons – Interim Planning Guidelines.  Soldier’s Biological and Chemical Command (SBCCOM), Domestic Preparedness Program, Sep 2000 (do search at: http://www.sbccom.apgea.army.mil).  Excellent source for preparedness and planning for CBRNE events.

· Joint Commission on Accreditation of Healthcare Organizations.  New JCAHO Standards for: EC 1.6 (emergency and disaster management).  JCAHO emergency management website: http://www.jcaho.org.  Effective 01 Jan 2001, JCAHO established new standards for emergency management.  

· American Hospital Association (AHA).  AHA, with support of Office of Emergency Preparedness (OEP) and Dept of Health and Human Services (DHHS) produced the document “Hospital Preparedness for Mass Casualties - Final Report August 2000”.  Gives AHA recommendations for hospital mass casualty events.

Personal Protective Equipment (PPE), Collective Protection, Decontamination, Mission Oriented Protective Posture (MOPP), and Universal Precautions websites:  

· PPE in a bioterrorist environment: http://www.nap.edu/html/terrorism/ch3.html.  Provides excellent overview and explains differences between OSHA levels and military protection (MOPP levels).  

· Techniques for expedient collective protection, personal protection, and evacuation at: http://www.firefighting.com/default.asp?GoTo=namID938.  Offers good overview of collective protection requirements, including options for evacuation, shelter-in place, and protective shelter in any CBRNE environment.

· The USAMRIID “Bluebook”: http://www.usamriid.army.mil/education/bluebook.html.  Best U.S. military source for PPE, collective protection, decon requirements in a BW environment.

· Universal precautions from CDC: http://www.cdc.gov/ncidod/HIP/blood/universa.htm.  CDC specific recommendations for universal precautions.

· Mission Oriented Protective Posture (MOPP):  http://www.gulflink.osd.mil/mopp.  Explains the military MOPP levels for use in any CBRNE environment.

Additional Websites for CBRNE CM and BW Resources: 

http://www.eucom.mil/Command/index.htm?http://www.eucom.mil/Command/info/anthrax_info.htm&2
http://www.vaccines.army.mil/
http://www.vaers.org
http://www.apic.org
http://www.hopkins-biodefense.org
http://www.cs.amedd.army.mil/simcenter  (CBRN Battle Simulation)
Epidemiologic Information on Bioterrorism: http://www.ph.ucla.edu/epi/bioter/bioterrorism.html, UCLA Public Health. 

Additional websites from CDC relevant to bioterrorism:  
http://www.cdc.gov/ncidod/dbmd/anthrax.htm
http://www.cdc.gov/ncidod/diseases/foodborn/botu.htm
http://www.cdc.gov/ncidod/srp/drugservice/immuodrugs.htm
Selected Publications on Bioterrorism and Catastrophic Terrorism:  

· "Ambulances to Nowhere: America's Critical Shortfall in Medical Preparedness for Catastrophic Terrorism." Barbera, Joseph A., MD, Anthony G. Macintyre, MD, and Craig A. DeAtley, PA-C.  Discussion Paper, John F. Kennedy School of Government, Harvard University, October 2001.  Dr. Barbera is Co-Director, The Institute for Crisis, Disaster, and Risk Management, the George Washington University.  

· “How to Vaccinate 30,000 People in 3 Days:  Realities of Outbreak Management.” Osterholm, M.  Biodefense Quarterly.  Vol. 2, Number 3.  December 2000 / January 2001.  Provides synopsis of presentation by Mr. Osterholm, former state epidemiologist of Minnesota; President of Ican, Inc., and addresses public health response and public panic during the 1995 outbreak of Group C N. meningitis that originated at a school in Mankato, MN.

· "Bioterrorism and the public health."  Benjamin, GC. 2000. Maryland Medicine. 1(2):24-6.  Addresses the threat of bioterrorism and the role of physicians in preparedness and response. 

· "Facing the biological weapons threat." Inglesby,T.V., O'Toole, T. 2000. The Lancet. 365(9236).  Editorial outlines the biological weapons threat and potential for CDC's program to mitigate it.

· "Public-health preparedness for bioterrorism in the USA."  Khan, A, et. al. 2000 The Lancet. 365(9236).  Describes CDC's program for improving US capacity to respond to bioterrorism. 

· "A health warning on bioterrorism."  Nature. 2000. 406(6792):109.  Editorial commenting on the threat of bioterrorism, recent British Royal Society report, (see Briggs, P, et al.), and protecting the public from an attack. 

· "Risk-based selection of respirators against infectious aerosols: application to anthrax spores."  Nicas, M, et al. 2000. Journal of Occupational and Environmental Medicine.  42(7):737-48.  Examines methods for estimating risk of infection from Bacillus anthracis of an individual wearing an air-purification device and concludes which respirator provides the most protection during a BW attack. 

· "Bioterrorism and the importance of the public health laboratory." Pavlin, JA. 2000. Military Medicine. 165(7 Suppl 2):25-7.  Identifies public health laboratories in bioterrorism surveillance, detection, response and provides recommendations for laboratory workers. 

TAB I

Host Nation CBRNE Resources - Preparedness and Response 

GERMANY:

· Federal Public Health Agency - Robert Koch Institut.  Dr. Rudiger Fock, director.  Email: FockR@rki.de.  Herr Matthias Neidrig.  General Pape Str. 62-66, D-12101 Berlin, GE.  Hotline #: 0188.87.54.3536.  Other phone #: at 0188.87.540.  

· Federal Ministry of Health - Bonn:  Dr. Joachim Nimmrichter (CM planner) Tel.#: 02.28.12.6233 and Dr. Peter Beller, 01.888.24.6285.  Postfach 1328, 53003 Bonn.

· Federal NBC Defense Center - Munich.  COL Christopher Veit, director.  Combines three separate German Institutes (Microbiology, Radiobiology, Pharmacology, and Toxicology) located at Medical Military Academy in Munich under single leadership starting in late 2002.   POC: COL Kathleen North-Wilhelm.  Medical Command of the Bundeswehr.  Tel.#: 0228-845652 or 089.1249.7900.  Cell #: 0172-6627192.  24-hour duty officer phone #: 089.1249.7890.

· Baden-Württemberg (B-W) State Public Health (Landesgesundheitsamt):  
Heidelberg POCs (for LRMC)

Prof Dr. Martin Klett Chef des Gesundheitsamtes, Heidelberg (HD) Am Roemerkreis, 06221.522. 841 martin.klett@rhein-neckar-kreis.de.  Dr. Rolf Stehle, Gesundheitsmant, HD, Am Roemerkreis, 06221.522. 836.  Dr. Ulrich Mueller, Gesundheitsamt, HD Am Roemerkreis  06221 522 834  Gesundheitsamt.rnk@t-online.de.  Dr. Gunter Pfaff  MD, PH Landesgesundheitsamt Baden-Württemberg Head, Dep of Epidemiology, 0711.184.328.  Fax # 0711.184. 9325 Pfaff@Iga-bw.de or gesundheitsschutz@Iga.bwl.de.  

Stuttgart POCs (for 6th ASG & HQ EUCOM)

Mr. Cochrane is the 6th ASG liaison officer with B-W and city of Stuttgart at: DSN 421.1310 (secretary).  Public Health Dept (Landeshauptstadt Stuttgart – Gesundheitsamt).  Bismarckstr. 3.  70176 Stuttgart.  Frau Dr. Dorothee Fischer, 0711.216.2266 / Fax 0711.216.8282.  Email: gesundheitsamt@stuttgart.de
· B-W Ministry of Social Affairs (Sozialministerium) Frau Dr. Piechotowski 0711.123.3832 / 3835 / 3795.  For listing of all public health depts by city: http://www.landesgesundheitsamt.de. 

· Landratsamt (City or County administrator).  The responsibility for a mass casualty incident falls to the local government official whose community has been affected - if overwhelmed, the next level of support is Landes (State) resources, eventually up to the Ministry of the Interior for ultimate Bundeswehr support.

· Polizei: (Installation MPs / PMO call Polizei units).

· Stuttgart Disaster Relief / Rescue Operations Command Center (Rettungsleitstelle): 0711.2808.0 / 226.
· Stuttgart Fire Brigade Command Center (Feuerwehrleitstelle):  0711.5066.1  

· Technisches Hilfswerk (THW) - German Federal HazMat / First Responder and Disaster Relief Agency:  Deutschherren Str. 93-95, 53177 Bonn.  0711.954.7813.

· Bundeswehr Sanitatsamt (Medical and Health Agency) - Munich:  U.S. military liaison officer, COL Kathleen North-Wilhelm.  Medical Command of the Bundeswehr.  Tel.#: 0228-845652.  Cell #: 0172-6627192.

· Bundeswehr Surgeon General - Bonn:  ADM Karsten Ocker, Surgeon General of the German Military Medical Service.  Tel.#: 02.28.12.9240.

· Biological Diagnostic Centers and Reference Laboratories (BioSafety Level -BSL):

Marburg
BSL 4

Hamburg
BSL 4

Munich
BSL 3


Berlin

BSL 3

Stuttgart
BSL 2 + (see Hohenheim campus info below)

· Anthrax - University of Stuttgart (Hohenheim campus)   0711.459.3569.

· Other Biological Agents – German Ministry of Health (see listing for Robert Koch Institut, Berlin).   

· German Poison Control / Toxicology Center, Homburg.  Emergency Line:  0684.11.9240.  

· German Hospitals - High Security Infectious Disease Isolation Units (HSIU):

Munich (Stadtische Kliniken Schwabing)

Leipzig (Krankenhaus St Georg)

Hamburg (Bernard Nocht Institut)

Berlin  (Charite / Campus Rudolf Virchow)

Frankfurt (newly constructed 2001)

Ulm (Bundeswehr military hospital - contingency unit disassembled) 

BELGIUM:

· Ministry of Public Health.  Call Center #: 02.501.4000 / 4001.  

HUNGARY:

· Ministry of Health (National Public Health Institute).  Call Center #: 06.80.204.264.  36.1.215.0930 / 5491.  

ITALY:

· Minestero della Salute.  “Green Phone Line” #: 800.571.661.  

NETHERLANDS:

· Ministry of Health.  Call Center #: 31.(0).70.340.7911 / 7890.  

SPAIN:

· Ministry of Public Health (Instituto de Salud Carlos III).  Call Center #: 91.509.79.00.  

TURKEY:

· Ministry of Health (T.C. Saglik Bakanligi).  Contact U.S. Embassy Ankara / Consulate Istanbul - Call Center #: 90.212.251.3602.  Web page info:   http:www.saglik.gov.tr
UNITED KINGDOM:

· Health Protection Agency (formerly Public Health Laboratory Service).  Call Center (after hours) #: 44.(0). 20.8200.6868.  Email:  webadmin@phls.org.uk.

TAB J

CBRNE Personal Protection, Collective Protection, Decontamination, and Universal Precautions

PERSONAL PROTECTIVE EQUIPMENT (PPE)

Use of Personal Protective Equipment (PPE) will protect against biological agents, including the most important route of exposure through inhalation.  However, it is important to note that both universal precautions and standard uniform clothing of good quality afford a reasonable level of protection against most BW agents.  Intact skin provides an excellent barrier for most biological agents (except T-2 mycotoxins due to their dermal activity - see Endnotes 7 & 8).  Personal protection against a biological agent attack is available in currently fielded U.S. military PPE (e.g., M40 chemical protective mask, battle dress overgarment, and protective gloves and overboots made from butyl rubber).  Note: The use of a HEPA type filter mask (e.g., N95 respirator filter) will be needed for pneumonic plague, smallpox, many viral hemorrhagic fevers, SARS, and other highly infectious diseases.  Refer to the following website for more info on PPE in a bioterrorist environment at: http://www.nap.edu/html/terrorism/ch3.html.  

COLLECTIVE PROTECTION

Collective Protection systems typically involve a fully functional CBRNE protected zone or unit supplied with both pressurized and filtered air.  Collective Protection allows delivery of medical care to continue in any CBRNE contaminated environment - PPE is normally not required thus providing a safe haven for stand-down relief.  Collective Protection systems are typically made an integral part of the designated zone or unit’s Heating, Ventilation, and Air Conditioning (HVAC) system.  Filtration systems actively reduce the threat from CBRNE agents to acceptable levels within the defined zone or area of' protection and systems integrity is achieved by ensuring the use of efficient seals and the overpressure of the clean area. Good techniques for expedient collective protection are found at: http://www.firefighting.com/default.asp?GoTo=namID938. 

MISSION ORIENTED PROTECTIVE POSTURES (MOPP)

The MOPP system is a flexible means of increasing or decreasing levels of personal protection based on an assessment of the actual CBRNE threat encountered.  MOPP levels should be increased when encountering known contamination or before entering an area believed to be contaminated.  First responders and other healthcare personnel should always mask if they are in downwind / plume hazard areas, and if detection equipment has not yet been deployed.  MOPP levels should not be increased solely on the basis of perceived, but unconfirmed, reports of a BW attack.  It is important to note that use of PPE in higher MOPP levels for extended periods can cause dehydration, heat stress injury, and otherwise degrades the normal efficiency of medical personnel and other responders in performing routine tasks (higher MOPP levels impair visibility, mobility, and communication).  More info on MOPP levels can be found at: http://www.gulflink.osd.mil/mopp.

DECONTAMINATION

Decontamination of patients infected through a covert biological attack is normally not necessary.  However, if medical (patient) decon for a biological event is deemed necessary, ideally it would take place prior to any entry into the medical treatment area or MTF.  (See Endnotes 7 & 8 for more info on when decon of patients may be necessary).  During a terrorist BW incident, ambulatory casualties may self-evacuate to the nearest medical facilities and medical personnel who will be treating patients who have not been decontaminated will need to wear PPE as a precaution.  

Prior coordination of non-medical decon capabilities and response assets is needed with the installation commander or local Fire department and with other local first responder agencies.  MTF personnel should be prepared to perform patient decon if any pre-designated non-medical decon assets are delayed or unavailable.  If patient decon is required, it should be performed in a pre-designated location, ideally outside the MTF but nearest the emergency department.  Consideration for special medical decon arrangements may be needed if difficult weather / temperature conditions are present.  The USAMRIID “Bluebook” (at: Bluebook) contains medical decon recommendations and requirements in a BW environment. 

UNIVERSAL PRECAUTIONS

As previously noted, standard uniform clothing items and universal precautions are adequate for most biological events.  Universal precautions involve the use of protective barriers such as gloves, gowns, aprons, masks, or protective eyewear, which can reduce the risk of exposure of the skin or mucous membranes to potentially infective materials caused by biological agents.    

Gloves should be worn for touching blood and body fluids, mucous membranes, or nonintact skin of all patients, and for handling items or surfaces soiled with blood or body fluids to which universal precautions apply.  Gloves should be changed after contact with each patient.  Hands and other skin surfaces should be washed immediately or as soon as patient safety permits if contaminated with blood or body fluids requiring universal precautions.  Hands should be washed immediately after gloves are removed. 

Masks and protective eyewear or face shields should be worn to prevent exposure of mucous membranes of the mouth, nose, and eyes during procedures that are likely to generate droplets of blood or body fluids requiring universal precautions.  Gowns or aprons should be worn during procedures that are likely to generate splashes of blood or body fluids requiring universal precautions.

General infection control practices include: the use of gloves for digital examination of mucous membranes and endotracheal suctioning; hand washing after exposure to saliva; and minimizing the need for emergency mouth-to-mouth resuscitation by making mouthpieces and other ventilation devices available for use in areas where the need for resuscitation is predictable.  More info on universal precautions can be obtained at:  http://www.cdc.gov/ncidod/HIP/blood/universa.htm.

TAB K *

US Installations and Personnel within 20 miles of Commercial, Land-Based Nuclear Reactors (CLBNR) in the EUCOM AOR

Important Note:  Not listed are those known hazard sites containing radiological / nuclear materials used or stored for academic, scientific, medical, industrial, or military purposes (e.g., hazardous radiological / nuclear materials used at hospitals, universities, and research centers).  

* USAREUR:

	INSTALLATION NAME
	PRIME NAME
	CITY
	MACOM

	AG PUB & TNG AIDS CTR
	233RD BSB
	DARMSTADT
	USAREUR

	ANDERSON BARRACKS
	221ST BSB
	DEXHEIM
	USAREUR

	ARGONNER KASERNE
	414TH BSB
	HANAU
	USAREUR

	ARMSTRONG BARRACKS
	414TH BSB
	BUEDINGEN
	USAREUR

	ARMSTRONG VILLAGE FAM HSG
	414TH BSB
	BUEDINGEN
	USAREUR

	ASCHAFFENBURG FAM HSG
	233RD BSB
	BABENHAUSEN
	USAREUR

	ASCHAFFENBURG TNG AREAS (8)
	233RD BSB
	BABENHAUSEN
	USAREUR

	ASKREN MANOR FAM HSG
	280TH BSB
	SCHWEINFURT
	USAREUR

	BABENHAUSEN
	233RD BSB
	BABENHAUSEN
	USAREUR

	BABENHAUSEN FAMILY HOUSING
	233RD BSB
	BABENHAUSEN
	USAREUR

	BABENHAUSEN KASERNE
	233RD BSB
	BABENHAUSEN
	USAREUR

	BAD KISSINGEN
	280TH BSB
	SCHWEINFURT
	USAREUR

	BENJAMIN FRANKLIN VIL FAM HSG
	293RD BSB
	MANNHEIM
	USAREUR

	BENSHEIM MAINT & SUPPLY FAC
	233RD BSB
	DARMSTADT
	USAREUR

	BONSTETTEN RADIO RELAY FAC
	STUTTGART
	STUTTGART
	USAREUR

	BREMERHAVEN
	BREMERHAV
	BREMERHAVEN
	MTMC

	BUEDINGEN AMMO AREA
	414TH BSB
	BUEDINGEN
	USAREUR

	BUEDINGEN ARMY HELIPORT
	414TH BSB
	BUEDINGEN
	USAREUR

	CAMBRAI FRITSCH KASERNE
	233RD BSB
	DARMSTADT
	USAREUR

	CAMP OPPENHEIM TNG AREA
	221ST BSB
	DEXHEIM
	USAREUR

	CAMPBELL BARRACKS
	411TH BSB
	HEIDELBERG
	USAREUR

	CAMPO POND TNG AREA
	414TH BSB
	HANAU
	USAREUR

	CARDWELL VILLAGE FAM HSG
	414TH BSB
	HANAU
	USAREUR

	COLEMAN VILLAGE FAM HSG
	414TH BSB
	BUEDINGEN
	USAREUR

	CONN BARRACKS
	280TH BSB
	SCHWEINFURT
	USAREUR

	DALEY VILLAGE FAM HSG
	280TH BSB
	SCHWEINFURT
	USAREUR

	DARMSTADT LEASES
	233RD BSB
	DARMSTADT
	USAREUR

	DARMSTADT TRAINING CENTER
	233RD BSB
	DARMSTADT
	USAREUR

	DEXHEIM
	221ST BSB
	DEXHEIM
	USAREUR

	DEXHEIM FAM HSG
	221ST BSB
	DEXHEIM
	USAREUR

	DEXHEIM MISSILE FAC
	221ST BSB
	DEXHEIM
	USAREUR

	EDIGHEIM BEACON SITE
	293RD BSB
	MANNHEIM
	USAREUR

	EDINGEN RADIO RECEIVER FAC
	411TH BSB
	HEIDELBERG
	USAREUR

	EGELSBACH TRANSMITTER FAC
	233RD BSB
	DARMSTADT
	USAREUR

	ERNST LUDWIG KASERNE
	233RD BSB
	DARMSTADT
	USAREUR

	EYGELSHOVEN RESERVE STRGE AREA
	THE NETHE
	SCHINNEN
	USAREUR

	FAULENBERG KASERNE
	417TH BSB
	WUERZBURG
	USAREUR

	FLIEGERHORST AIRFIELD KASERNE
	414TH BSB
	HANAU
	USAREUR

	FRANKFURT
	233RD BSB
	DARMSTADT
	USAREUR

	FRANKFURT AFN STA
	233RD BSB
	DARMSTADT
	USAREUR

	FRASDORF OPERATIONS AREA
	STUTTGART
	STUTTGART
	USAREUR

	FRIEDRICHSFELD QM SERVICE CTR
	293RD BSB
	MANNHEIM
	USAREUR

	FRIEDRICHSFELD STOR AREA
	293RD BSB
	MANNHEIM
	USAREUR

	FRIOLZHEIM COMMUNICATION FAC
	STUTTGART
	STUTTGART
	USAREUR

	FUNARI BARRACKS
	293RD BSB
	MANNHEIM
	USAREUR

	GELNHAUSEN
	414TH BSB
	BUEDINGEN
	USAREUR

	GERMERSHEIM ARMY DEPOT
	411TH BSB
	HEIDELBERG
	USAREUR

	GERMERSHEIM RTO FAC
	411TH BSB
	HEIDELBERG
	USAREUR

	GIEBELSTADT
	417TH BSB
	GIEBELSTADT
	USAREUR

	GRIESHEIM AIRFIELD
	233RD BSB
	DARMSTADT
	USAREUR

	GROSSAUHEIM KASERNE
	414TH BSB
	HANAU
	USAREUR

	GRUENSTADT AAFES FAC
	293RD BSB
	MANNHEIM
	USAREUR

	GRUENSTADT COMM STA
	293RD BSB
	MANNHEIM
	USAREUR

	HAMMONDS BARRACKS
	411TH BSB
	HEIDELBERG
	USAREUR

	HANAU
	414TH BSB
	HANAU
	USAREUR

	HARVEY BARRACKS
	417TH BSB
	KITZINGEN
	USAREUR

	HEIDELBERG
	411TH BSB
	HEIDELBERG
	USAREUR

	HEIDELBERG AFN RELAY FAC
	411TH BSB
	HEIDELBERG
	USAREUR

	HEIDELBERG AIRFIELD
	411TH BSB
	HEIDELBERG
	USAREUR

	HEIDELBERG COMMUNITY SUP CTR
	411TH BSB
	HEIDELBERG
	USAREUR

	HEIDELBERG GOLF COURSE
	411TH BSB
	HEIDELBERG
	USAREUR

	HEIDELBERG HOSPITAL
	411TH BSB
	HEIDELBERG
	USAREUR

	HENDRIK MINE
	THE NETHE
	SCHINNEN
	USAREUR

	HUTIER KASERNE
	414TH BSB
	HANAU
	USAREUR

	JEFFERSON VILLAGE FAM HSG
	233RD BSB
	DARMSTADT
	USAREUR

	KELLEY BARRACKS-GER-GE44E
	233RD BSB
	DARMSTADT
	USAREUR

	KILBOURNE KASERNE
	411TH BSB
	HEIDELBERG
	USAREUR

	KITZINGEN
	417TH BSB
	KITZINGEN
	USAREUR

	KITZINGEN FAMILY HOUSING
	417TH BSB
	KITZINGEN
	USAREUR

	KITZINGEN TNG AREAS
	417TH BSB
	KITZINGEN
	USAREUR

	KOENIGSTUHL RADIO RELAY STA
	411TH BSB
	HEIDELBERG
	USAREUR

	KORNWESTHEIM
	STUTTGART
	STUTTGART
	USAREUR

	KORNWESTHEIM GOLF COURSE
	STUTTGART
	STUTTGART
	USAREUR

	LAMPERTHEIM TNG AREA
	293RD BSB
	MANNHEIM
	USAREUR

	LARSON BARRACKS
	417TH BSB
	KITZINGEN
	USAREUR

	LEDWARD BARRACKS
	280TH BSB
	SCHWEINFURT
	USAREUR

	LEIGHTON BARRACKS
	417TH BSB
	WUERZBURG
	USAREUR

	LINCOLN VILLAGE FAM HSG
	233RD BSB
	DARMSTADT
	USAREUR

	MANNHEIM
	293RD BSB
	MANNHEIM
	USAREUR

	MANNHEIM CLASS III POINT
	293RD BSB
	MANNHEIM
	USAREUR

	MARK TWAIN VILLAGE FAM HSG
	411TH BSB
	HEIDELBERG
	USAREUR

	MASSBACH QRS SITE
	280TH BSB
	SCHWEINFURT
	USAREUR

	MELIBOKUS RADIO RELAY STA
	233RD BSB
	DARMSTADT
	USAREUR

	MESSEL SMALL ARMS RANGE
	233RD BSB
	DARMSTADT
	USAREUR

	NATHAN HALE QM AREA
	233RD BSB
	DARMSTADT
	USAREUR

	NEW ARGONNER FAM HSG
	414TH BSB
	HANAU
	USAREUR

	OFTERSHEIM SMALL ARMS RANGE
	411TH BSB
	HEIDELBERG
	USAREUR

	PATRICK HENRY VILLAGE FAM HSG
	411TH BSB
	HEIDELBERG
	USAREUR

	PATTON BARRACKS
	411TH BSB
	HEIDELBERG
	USAREUR

	PIONEER KASERNE
	414TH BSB
	HANAU
	USAREUR

	PIONEER VILLAGE FAM HSG
	414TH BSB
	HANAU
	USAREUR

	QUIRNHEIM MISSILE STA
	293RD BSB
	MANNHEIM
	USAREUR

	RHEINAU COAL PT D-1
	293RD BSB
	MANNHEIM
	USAREUR

	RHEINDAHLEN
	THE NETHE
	SCHINNEN
	USAREUR

	ROBINSON-GRENADIER FAM HSG
	STUTTGART
	STUTTGART
	USAREUR

	ROTTERSHAUSEN AMMO STOR AREA
	280TH BSB
	SCHWEINFURT
	USAREUR

	SCHWANBERG DCS SITE
	417TH BSB
	KITZINGEN
	USAREUR

	SCHWEINFURT
	280TH BSB
	SCHWEINFURT
	USAREUR

	SCHWEINFURT TNG AREAS
	280TH BSB
	SCHWEINFURT
	USAREUR

	SCHWETZINGEN TRAINING AREA
	411TH BSB
	HEIDELBERG
	USAREUR

	SPINELLI BARRACKS
	293RD BSB
	MANNHEIM
	USAREUR

	ST BARBARA VILLAGE FAM HSG
	233RD BSB
	DARMSTADT
	USAREUR

	STEM KASERNE
	411TH BSB
	HEIDELBERG
	USAREUR

	STOCKSBERG COMMUNICATIONS STA
	411TH BSB
	HEIDELBERG
	USAREUR

	STUTTGART ADMIN FACILITY
	STUTTGART
	STUTTGART
	USAREUR

	STUTTGART DEPENDENT SCHOOL
	STUTTGART
	STUTTGART
	USAREUR

	SULLIVAN BARRACKS
	293RD BSB
	MANNHEIM
	USAREUR

	SULZHEIM TNG AREA
	280TH BSB
	SCHWEINFURT
	USAREUR

	TAYLOR BARRACKS
	293RD BSB
	MANNHEIM
	USAREUR

	TIERGARTEN TNG AREA
	414TH BSB
	BUEDINGEN
	USAREUR

	TOMPKINS BARRACKS
	411TH BSB
	HEIDELBERG
	USAREUR

	TURLEY BARRACKS
	293RD BSB
	MANNHEIM
	USAREUR

	WEILIMDORF WAREHOUSE
	STUTTGART
	STUTTGART
	USAREUR

	WEISSKIRCHEN AFN TRANS FAC
	233RD BSB
	DARMSTADT
	USAREUR

	WOLFGANG KASERNE
	414TH BSB
	HANAU
	USAREUR

	WORMS
	293RD BSB
	MANNHEIM
	USAREUR

	WUERZBURG
	417TH BSB
	WUERZBURG
	USAREUR

	WUERZBURG HOSPITAL
	417TH BSB
	WUERZBURG
	USAREUR

	YORKHOF KASERNE
	414TH BSB
	HANAU
	USAREUR

	
	80TH ASG
	COPENHAGEN
	

	
	80TH ASG
	BETTEMBOURG
	


** USAFE:

	INSTALLATION NAME
	GSU / CITY
	MACOM

	4th AIR SUPPORT OPERATIONS GROUP   
	HEIDELBERG
	USAFE

	7th WEATHER SQUADRON HQ  
	HEIDELBERG
	USAFE

	7th WEATHER SQUADRON - DET 11
	HEIDELBERG
	USAFE

	2nd AIR SUPPORT OPERATIONS SQUADRON
	WURZURG
	USAFE

	7th WEATHER SQUADRON - DET 1
	WURZURG
	USAFE

	86th OPERATIONS GROUP - DET 3
	STUTTGART
	USAFE

	USAFE INFORMATION OPERATIONS FLIGHT
	STUTTGART
	USAFE

	USAFE MEDICAL SUPPORT
	STUTTGART
	USAFE

	USAFE SERVICES FLIGHT (SVS)
	STUTTGART
	USAFE

	USAFE MISSION SUPPORT SQUADRON (MSS)
	STUTTGART
	USAFE


*** USNAVEUR:   None

Sources: 

USAREUR * 

Dept. of the Army (OTSG) Policy Letter 15 January 2003.  General Guidance for the Use of Potassium Iodide (KI) in the Event of Commercial Land Based Nuclear Power Plant Accidents or Incidents (OCONUS listing).

USAFE * *

SGPB office installation spreadsheet.

USNAVEUR * * *  

N34C - CBRD office email input / GIS map verification.  

TAB L *
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This On-Scene Commander’s Guide for Responding to Biological/Chemical Threats has been developed in coordination with "stakeholders" from federal agencies (the "interagency"), and state and local emergency responder communities.  It was developed to enhance the previously disseminated guidance distributed as NDPO Bulletins distributed in December 1998 and April 1999.  It is a tool to assist commanders in the field in assessing options during the first two hours of an incident involving a potential biological or chemical agent.  It is intended to augment existing response policies and not supersede local protocols.  This Guide is general in nature and not intended to be a technical guide for emergency responders. The Guide has dual applicability in law enforcement and public safety communities.  I sincerely hope you will find this Guide to be beneficial.

Thomas M. Kuker
Director

NDPO…by and for emergency responders.
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Disclaimer

Extensive and reasonable care has been exercised in the preparation of this document. Biological/chemical information, references and authorities were used to document the applicability of the information contained herein.  This document is designed to function only as a guide to incident commanders and not to be used as a hard and fast set of rules.  At the scene of any terrorist incident involving chemical/biological threat agents circumstances vary and are unpredictable.  Incidents may require only the most rudimentary application of the suggestions made in this document, but may also require extremely complex intervention procedures that are beyond the scope of this document.

Biological Threat Agent Incidents

General incident objectives for responding to known or unknown potential biological threats.

Incident Objectives

· Remove people from harm’s way

· Assess situation

· Be cognizant of secondary devices

· Secure the perimeter, set up operation areas, and establish hazard control zones (i.e., hot, warm and cold zone)

· Control and identify agents involved

· Rescue, consider decontamination, triage, treat and transport victims

· Stabilize incident

· Avoid additional contamination

· Secure evidence and treat as a crime scene

On-Scene General Assessment

In assessing the situation commanders should consider:

· Evacuating persons from potential at-risk areas to minimize potential exposure

· Number of apparent victims

· Weather conditions, wind direction, atmospheric conditions, and time of day

· Plume direction (vapor/cloud movement)

· Types of injuries / symptoms presented (potentially none if recent bio incident)

· Information from witnesses' (what they saw and heard)

· Exact location of incident (type of occupancy)

· Nature of agent and type of exposure

· A safe access route and staging area

· Isolating area and deny entry

Additionally commanders should insure first responders:

(AWARE)

· Approach scene from upwind/upgrade
· Wear at least respiratory protection immediately
· Alert other first responders of potentially dangerous conditions

· Restrict entry to area
· Evaluate victims’ signs/symptoms and alert others
Observe possible indicators of a Biological Threat Agent:

· Unusual Dead or Dying Animals
· sick or dying animals, marine life, or people  (note: this condition would not occur in the early stages of an incident)
· Unusual Casualties

· Unusual Liquid, Spray, Powder or Vapor

· spraying and suspicious devices or packages

Hazard Assessment

Types:

· Bacteria (e.g., anthrax, plague)

· Virus (e.g., smallpox, viral hemorrhagic fevers)

· Toxins (e.g., ricin, botulism)

Bacteria and Virus types are living organisms. They:

· enter the body via inhalation, ingestion, or breaks in skin.

· grow and reproduce.

· can be contagious and cause an epidemic.

Toxins are not living organisms.  They:

· enter the body the same as pathogens.

· are not contagious.

Characteristics:

· Requires a dispersion device typically for aerosol generation

· Non-volatile

· Is not absorbed through intact skin

· More toxic by weight than chemicals agents and industrial chemicals

· Poses a possible inhalation hazard

· Have a delayed effect ranging from several hours, to days, or weeks
· Are invisible to our senses
On-Scene Assessment

Scenario #1:

An anonymous caller indicating a biological agent (e.g., Anthrax) threat or envelope (letter unopened or opened; no release).  

Protective equipment or decontamination and prophylaxis treatment should not be required unless hazards or risks are indicated.

· Law enforcement response including local police and FBI agent(s).

· Incident commanders should consider whether full fire department response is needed unless device or suspicious material is present or individuals are symptomatic (notify Health Dept. as local Standard Operating Procedures (SOP) dictate).

· Incident commanders should consider whether full HAZMAT response is needed unless device or suspicious material or individuals are presenting symptoms (notify Health Dept. as local SOP dictate).
· Treat as a crime scene.
Response Strategy

Scenario #1:

An anonymous caller indicating a biological agent (e.g., Anthrax) threat or envelope (letter unopened or opened; no release).

Personal Protective equipment, decontamination, and/or  prophylaxis treatment should not be required unless hazards or risks are indicated.  Routine law enforcement investigation (similar to a bomb threat).

· Persons in the at-risk area should be rapidly evacuated and evaluated by medical/public health professionals as appropriate.

· Treat as a crime scene.

· Information gathering at the scene (threat assessment to determine credibility of a threat).

· Screen package/envelope by Bomb Squad to ensure no dispersal mechanism/device inside.

· Double bag the envelope and place in a suitable container like evidence paint can.

· Control the material as evidence with documentation of "chain of custody" and follow the FBI plan for laboratory analysis through the local FBI office.

· Search to confirm no substance or additional package/envelope is present.

· Assess the building ventilation system to rule out forced entry and tampering.

· An inspection of the building's ventilation system may be warranted based on the assessment.

· Attention should be focused on appliances or devices foreign to the surroundings.

On-Scene Assessment

Scenario #2:

A package / envelope / device with a potential threat of a biological agent (present or released).

Suspicious material(s) with a threat of a biological agent should initiate a public safety response including notifications according to existing local SOP:

· Local Police, Bomb Technicians/Squad and FBI agent(s)

· Fire, EMS, and HAZMAT units

· Local and state health  and environmental departments

· Treat as a  HAZMAT/crime scene

Response Strategy

Scenario #2:

A package / envelope / device with a potential threat of a biological agent (present or released).

Suspicious material(s) with a threat of a biological agent should initiate a public safety response including notifications according to existing local SOP:

· Persons in the at-risk area should be rapidly evacuated and evaluated by medical/public health professionals as appropriate.

· Treat as a HAZMAT/crime scene.

· Follow local protocols for evaluating risk regarding potential explosive device(s).

· If an explosive device is not ruled out coordinate efforts with local/regional Bomb Squad and the local FBI office.

· If an explosive device is ruled out evaluate for potential chemical, biological, or radioactive source material. 

· If radioactive source material appears to be present, follow local plans for requesting additional assistance.

· Perimeter security denying entry into crime scene.

· Follow Evidence Response Team (ERT) protocols for documenting the crime scene.

· Decontamination at the site should only be considered for the individual(s) who came in direct physical contact /inhalation with alleged biological powder.

· Remove and double-bag clothes and/or provide on-site shower.

· Immediate medical evaluation and transport to a medical facility are usually not indicated. This decision can be made in conjunction with the local health officer based on a threat assessment. 

· Even in a "true" release, prophylaxis can be temporarily delayed until definitive agent identification is completed.

· Clothing of exposed persons should be removed at home and either routinely laundered or double-bagged for evidence purposes based on instructions.

· Post-Decontamination considerations:

· Law enforcement personnel should interview all potential victims and document their names, addresses, and phone numbers.

· Decisions to provide treatment for Biological Threat Agents should be made by public health officials.

· Consider mental health of potentially exposed persons.

· It is important that sample results be relayed to exposed victims once available to either initiate additional medical procedure(s) if tests are positive or to eliminate fears and anxiety if tests are negative. 

· If explosive devices are ruled out and the evaluation for potential chemical, biological, or radioactive source material is negative then response continues as a law enforcement investigation. 
A Glossary of Terms 

Anthrax - an infectious, usually fatal disease of warm-blooded animals, especially cattle and sheep, caused by the bacillus anthracis bacterium. The toxin that exists as spores can live in the soil.  The spores are very resistant in the environment and may survive for decades in certain soil conditions.  Spores are dormant forms of a bacterium, bacterium produces the toxin.

Bacteria - Single celled organisms that multiply by cell division and that can cause disease in humans, plants and animals.

Biological Threat Agents - Living organisms or the materials derived from them that cause deterioration of material. Biological threat agents may be used as liquid droplets, slurry, aerosols, or dry powders.

Biological Threat - the intentional use of biological threat agents as weapons designed to kill or injure humans, animals, or plants, or to damage equipment.
Etiological Agents - living microorganism, or toxin, which causes or may cause human disease.

Evidence Response Team - federal, state, local technically trained law enforcement team to collect and process evidence from the crime scene.

Toxins - toxic substance of natural origin produced by an animal, plant, or microbe. They differ from chemical substances in that they are not manmade. Toxins may include botulism, ricin, and mycotoxins.
Chemical Threat Agent Incidents

General incident objectives for responding to known or unknown potential chemical threats.

Incident Objectives

· Remove people from harms way.

· Assess situation

· Be cognizant of secondary devices

· Secure the perimeter, set up operation areas, establish hazard control zones (i.e., hot, warm and cold zone)

· Control and identify agents involved

· Rescue, consider decontamination, triage, treat and transport victims

· Stabilize incident

· Avoid additional contamination

· Secure evidence and treat as a crime scene

On-Scene General Assessment

In assessing the situation commanders should consider:

· Evacuating persons from the potential at-risk areas to minimize potential     exposure

· Weather conditions, wind direction, atmospheric conditions and time of day

· Plume direction (vapor/cloud movement)

· Number of apparent victims

· Types of injuries and symptoms presented (potentially none if a biological incident)

· Type of exposure and nature of possible agent

· Information from witnesses' (what they saw and heard)

· Exact location of incident (type of occupancy)

· Suggested safe access route and staging area

· Isolate area and deny entry

Additionally commanders should ensure first responders:

(AWARE)
· Approach scene from upwind/upgrade
· Wear at least respiratory protection immediately
· Alert other first responders of potentially dangerous conditions

· Restrict entry to area
· Evaluate victims’ signs/symptoms and alert others.
Observe possible indicators of a Chemical Threat Agent:

· Unusual or Dying Animals

· lack of insects

· Unexplained Casualties

· multiple victims

· serious illness

· nausea, trouble breathing,

· convulsions

· definite casualty patterns

· Unusual Liquid, Spray or Vapor

· droplets, oily film

· unexplained odors

· low clouds/fog unrelated to weather

· Suspicious Devices/Packages

· unusual metal debris

· abandoned spray devices

· unexplained munitions

Hazard Assessment

Characteristics:

· Requires a dispersion device typically for aerosol generation.

· Requires weaponization.

· Can be found as a solid, liquid or gas.

· The less volatile the agent the more persistent.

· Clinical effects vary from immediate to hours.

· Effects of chemical threat agents are affected by:

· temperature

· humidity

· precipitation

· wind speed

· nature of terrain and buildings

Types of Chemical Agent Threats:
· Nerve Agents

· Blister Agents

· Blood Agents

· Choking Agents

· Irritating Agents

The five classes of chemical threat agents all may produce incapacitation, serious injury, and/or death.  Dose dependent in each victim.  Effects range from mild to deadly.
On-Scene Assessment

Scenario #3:

An anonymous caller indicating a chemical agent threat (no release).

Protective equipment or decontamination and prophylaxis treatment should not be required unless hazards or risks are indicated:

· Law enforcement response including local police and FBI agent(s).

· Incident commanders should consider whether full fire department response is needed unless device or suspicious material is present or individuals are symptomatic (notify Health Dept. as local SOP dictate).

· Incident commanders should consider whether full HAZMAT response is needed unless device or suspicious material or individuals are presenting symptoms (notify Health Dept. as local SOP dictate).
· Treat as a crime scene.

Response Strategy

Scenario #3:

An anonymous caller indicating a chemical agent threat (no release).

Protective equipment or decontamination and prophylaxis treatment should not be required unless hazards or risks are indicated.  Conduct routine law enforcement investigation (similar to a bomb threat):

· Persons in the at-risk area should be rapidly evacuated and evaluated by medical/public health professionals as appropriate.

· Treat as a crime scene.

· Information gathering at the scene (threat assessment to determine credibility of a threat).

· Search to confirm no substance or additional package/envelope is present.

· Assess building ventilation system to rule out forced entry and tampering.

· Inspection of the building ventilation system may be warranted based on the search.

· Attention should be focused on appliances or devices foreign to the surroundings.

On-Scene Assessment

Scenario #4:

A package / device with a potential threat of a chemical agent (present or released).

Suspicious material along with a threat of a chemical device should initiate a public safety response including notifications according to existing local SOP:

· Persons in the at-risk area should be rapidly evacuated and evaluated by medical/public health professionals as appropriate.

· Local Police, Bomb Technicians/Squad and FBI agent(s)

· Fire, EMS, and HAZMAT

· Local and state health  and environmental departments 

· Treat as a HAZMAT/crime scene

Response Strategy

Scenario #4:

A package / device with a potential threat of a chemical agent (present or released).

Suspicious material along with a threat of a chemical or release of a chemical device should initiate a public safety response including notifications according to existing local plans:

· Persons in the at-risk area should be rapidly evacuated and evaluated by medical/public health professionals as appropriate.

· Treat as a HAZMAT/crime scene.

· Follow local protocols for evaluating risk regarding a potential explosive device(s).

· Coordinate efforts with local / regional Bomb Squad and the local FBI office if an explosive device is not ruled out.

· Evaluate for potential chemical, biological, or radioactive source material if an explosive device is ruled out. 

· Follow local plans for requesting assistance if radioactive material present.

· Establish perimeter security denying entry into the HAZMAT/crime scene.

· Follow Evidence Response Team (ERT) protocols

· Establish decontamination capability and begin HAZMAT operations

· Evaluate need to evacuate or protect in place


· Preserve crime scene 

· Alert hospitals regarding imminent mass casualties; consider use of field hospitals

· Coordinate control of personnel

· Restrict scene access

· Conduct evacuation

· Provide scene security

· Estimate number of casualties

· Arrange for transportation

· Establish decontamination areas

· Separate victims with symptoms at triage from those without symptoms

· Set up separate decontamination sites for civilians and emergency response personnel

Personal Response Safety Considerations

· Wear self protection

· Wear the highest level of Personal Protective Equipment (PPE) until additional agent information indicates otherwise

· Be alert for secondary devices

A Glossary of Terms

Blister Agent - a chemical agent, also called a vesicant, which causes serve blistering and burns to tissues, skin, eyes, and respiratory tract. Exposure is through liquid or vapor contact. Also, referred to as mustard agents; examples include lewisite and mustard.

Blood Agent - a chemical agent that interferes with the ability of blood to transport oxygen and causes asphyxiation. Examples include cyanogen chloride and cyanide.

Choking Agent - a chemical agent that causes physical injury to the lungs. It may cause the lungs to fill with liquid, which results in lack of oxygen, hence choking on liquids. Examples include chlorine and phosgene.

Evidence Response Team - federal, state, local technically trained law enforcement team to collect and process evidence from the crime scene.

Irritating Agent - a chemical agent, also called riot control agents or tear gas, which causes respiratory distress and tearing designed to incapacitate. Examples include pepper spray and tear gas.
Nerve Agent - a substance that interferes with the central nervous system. Exposure is through liquid contact with the eyes or skin and inhalation of the vapor. Three distinct symptoms associated with nerve agents are pinpoint pupils, headaches, and chest tightness. Examples include sarin, tabun and VX.  Note: Many symptoms are associated with exposure.  Victims’ severity of exposure, i.e., condition, can be clinically graded by initial symptom/signs at evaluation and during repeat exam.
Telephone List

The following list of telephone numbers is provided as suggested contacts for incident commanders. The toll free number to the NRC* is for use after initial notifications are made, and for supplemental guidance.

Local law enforcement
_____________________

Local fire department
_____________________

Local FBI field office
_____________________

Local Health Office
           _____________________

Poison Control
           _____________________

Local Emergency Department       _______________

State Health Department     ____________________

National Response Center*
(800)-424-8802
or

National Response Center (DC area) (202) 267-2675
Other local number
__________________________

Other local number
__________________________

Other local number
__________________________

Useful Links

CDC
………www.cdc.gov/
EPA
………www.epa.gov/swercepp/
FEMA
………http://www.fema.gov/
HHS
………http://ndms.dhhs.gov
NDPO ………www.ndpo.usdoj.gov/ 

NICI    ………www.nici.org  

NGB
………http://www.ngb.dtic.mil/
OJP
………www.ojp.usdoj.gov/osldps
SBCCOM…..http://www.sbccom.apgea.army.mil.  

Endnotes

1. The Rapid Response Information System (RRIS) link allows a provider to enter patient symptoms, and retrieve a WMD agent differential diagnosis.  The RRIS link can be found at: http://www.fema.gov/  (do search on RRIS).

2. The Office of Health Safety and Information System provides a number of guidelines, manuals, and other documents concerning laboratory safety, found at http://www.cdc.gov/od/ohs/biosfty/biosfty.htm. 

3. Basic Laboratory Protocols for the Presumptive Identification of Y. pestis, B. anthracis, Brucella spp., and F. tularensis are located on the CDC Internet server, at http://www.bt.cdc.gov/bioagents.asp. 

4. U.S. Public Health Laboratory capabilities and contact information may be found at: http://www.cdc.gov/nchstp/od/cccwg/State_Departments_of_Public_Health.htm 

5. U.S. government restrictions and requirements for the shipment of infectious agents may be found at http://www.cdc.gov/od/ohs/biosfty/shipregs.htm. 

6. For specific enhanced infection control recommendations, go to: http://www.cdc.gov/ncidod/hip/Bio/13apr99APIC-CDCBioterrorism.pdf  

7. Decontamination of patients infected through a covert biological attack is normally not necessary.  However, in the event that the attack used certain toxins (such as T2 Mycotoxins or aerosolized Ricin), patients may present early enough that a risk of exposure of healthcare workers still exists.  Terrorist attacks of this nature should be treated as chemical attacks, and victims should be decontaminated prior to entrance into healthcare facilities.

8. Bioterrorist attacks would most likely be covert, and a significant incubation period would ensue before patients began experiencing symptoms.  However, a biological toxin would in most cases have a shortened latent period by comparison, and the possibility of a mass casualty medical incident could be encountered.  In that event, EMS personnel would require experience in a rapid triaging system, such as the Simple Triage and Rapid Treatment (START) system.  The START system, modified for contaminated casualties, is described in detail in “Guidelines for Mass Casualty Decontamination During a Terrorist Chemical Agent Incident” http://www.sbccom.army.mil. 

9. Additional information may be found in JP 4-06 “Joint Tactics, Techniques, and Procedures for Mortuary Affairs in Joint Operations” and in Appendix M-3 “Mass Fatalities” – Kentucky State Emergency Operations Plan, at: http://webserve.dma.state.ky.us/kyeop.htm. 

10. The Hospital Emergency Incident Command System (HEICS) may be downloaded from the following website: http://www.emsa.cahwnet.gov/ 

11. The Federal Emergency Management Agency (FEMA) has produced a self-study course on the Incident Command Systems (ICS), obtainable at FEMA (do search on ICS).   

12. The Emergency Services Division, Medical Services Branch of the Canadian Minister of Health and National Welfare produced the manual “Personal Services:  Psychosocial Planning for Disasters”  - a practical guide to planning, training, organizing, and implementing personal and family services in the wake of a disaster.  This manual is available at http://www.hc-sc.gc.ca/msb/emergency/pers_e.pdf. 

13. The National Center for Post-Traumatic Stress Disorders has produced a monograph on disaster counseling, entitled “Disaster Response and Recovery:  A Handbook for Mental Health Professionals.”  It may be found at http://www.empowermentzone.com/disaster.txt. 

14. In FY 1997, DoD received $36 million to initiate the Domestic Preparedness Program  (Weapons of Mass Destruction Act, commonly referred to as the Nunn-Lugar-Domenici Act), to enhance existing first responder training in terrorist incidents involving radiological, nuclear, chemical and biological weapons.  The program is intended to train fire, law enforcement, hazardous materials, and emergency medical personnel in the 120 largest U.S. cities.  The relevant personnel undergo one week of training, comprised of six separate courses.   

15. NPS is a national repository of pharmaceuticals and medical materiel developed and maintained by the CDC.  It is bundled into "Push-Packs" that can be deployed by commercial cargo to a scene of a biological or chemical weapons attack within 12 hours of request by a state.  Materiel in these packages consists of antibiotics, IV supplies, ventilators, bandages and dressings, and vaccine supplies.  Important Note: the NPS Push Packs - made up of antibiotics, supplies, ventilators, and vaccines, etc., are accompanied by technical assistance personnel only – NPS has no dedicated support personnel to help secure, distribute, transport, or apply the mass prophylaxis to affected populations.  The Vendor Managed Inventory (VMI) is the second component of the NPS.  Antibiotics from this component are intended to be shipped from pharmaceutical manufacturers to the site of an epidemic following an act of bioterrorism within 24 to 36 hours of a request.   

16. U.S. Military medicine’s just-in-time inventory posture normally precludes the stockpile of medical materiel and commodities at MTFs.  Also, it is fiscally impossible and manpower intensive to “stockpile” the mostly dated and deteriorative CBRNE medical defense and treatment items in local warehouses.  In 2000, the Joint Warfighting Capability Assessment study conducted by the Logistics Management Institute (LMI) for the combatant commanders proved that CBRNE medical defense pharmaceuticals are readily available from commercial sources at a 150 percent over demand and deliverable within 24-48 hours of notification to CONUS based locations.  However, OCONUS strategic and tactical transportation capabilities are problematic - and still under study by LMI, therefore, one cannot assume 100 percent and 24-48 hour transportation coverage for these items.
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SARS Patients



ECJ4 – Watch Actions

NO

YES

ECJ4-MR – Duty Officer Actions

STOP

Hand-off to

 MR Duty

STOP

Monitor

Call LRMC ID at DSN: 314.486.6703 (after hours).  Has Host Nation public health been notified by Component??

A

A

 B

 B

20 August 2004



 Call or Info received on suspect or probable SARS patient(s) 

Requestor needs to validate SARS details - direct requestor to CDC website:  http://www.cdc.gov/ for additional info   



Relay info via EPOC / JOC Chief if deemed credible info…Inform requestor that appropriate HQ EUCOM staff will be notified 



Requestor provides info validating SARS patient(s)? 



Call ECJ4-MR Duty Officer & relay SARS info received



Inform the JOC Chief or EPOC CD of info received and any other actions taken 





Make log entry - cite problems and opportunities to improve response 

Call ECJ4-MR Duty Officer & relay info to include location & number of SARS patients reported 



Obtain additional details on SARS suspected or probable case…Component medical HQ reports SARS cases thru their medical command chains 



Inform EUCOM staff (e.g., JOC Chief, Command Surgeon, etc.) of any actions taken. JOC ECJ5 notifies HN if A/E request    



Make log entry of any response actions.  Keep ALCON updated and informed.
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CBRN Patients



ECJ4 – Watch Actions

NO

YES

ECJ4-MR – Duty Officer Actions

STOP

Hand-off to

 MR Duty

STOP

Monitor



Call LRMC at DSN: 486.8111 or DSN: 314.486.6703 (after hours).  Host Nation CBRN responders notified by Component??

A

A
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 Call or Info received on suspect or probable CBRN patients 

Requestor needs to validate CBRN details - direct requestor to CDC website:  http://www.cdc.gov/ for additional info   



Relay info via EPOC / JOC Chief if deemed credible info…Inform requestor that appropriate HQ EUCOM staff will be notified (ECJ5-T-WMD)



Requestor provides info validating CBRN patients? 



Call ECJ4-MR Duty Officer & relay CBRN info received



Inform the JOC Chief or EPOC CD of info received and any other actions taken.  Use EUCOM Command Surgeon CM Guidebook as reference 





Make log entry - cite problems and opportunities to improve response 

Call ECJ4-MR Duty Officer & relay info to include location & number of CBRN patients reported 



Obtain additional details on CBRN suspected or probable cases…Component medical HQ reports CBRN cases thru their medical command chain 



Inform EUCOM staff (e.g., JOC Chief, Command Surgeon, etc.) of any actions taken. JOC ECJ5 notifies HN if A/E request.  Refer to TRANSCOM Algorithm if CBRN patient movement   



Make log entry of any response actions.  Keep ALCON updated and informed.  Use Command Surgeon CM Guidebook as reference
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