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2.1.1

 

Are SAO activities in consonance with US foreign policy objectives, military 

strategic plans and policy guidance issued by the Secretary of Defense and 

Secretary of State?  (SAMM, Chapter 4, Section 400, paragraph 40002 and 

(AR 12

-

1, par

agraph 1

-

4c(2))

 

 

2.1.2

 

Has the SAO worked to ensure that, to the extent practical, SA requirements are 

integrated with other DoD requirements? (DoD Dir 5132.3)

 

 

2.1.3

 

Do SAO personnel know and understand the channels of communication 

within the SAO, betw

een the SAO and higher military commands, and within 

the US diplomatic mission?  (SAMM, Chapter 3, Tables 300

-

1, 300

-

2, and 

Section 301, paragraph 30101 and 30102.)

 

 

2.1.4

 

Does the SAO work with the Defense Attaché Office and the US Diplomatic 

Mission to 

assist in the evaluation and planning of the host government 

military capabilities and requirements?  (AR 12

-

1, paragraph 2

-

3e)

 

 

2.1.5

 

Theater Strategic Planning System (TSPS).

 

 

2.1.5.1

 

Does the SAO understand the purpose of TSPS?  (ED 56

-

10, paragraph 7

A)

 

 

2.1.5.2

 

Is there evidence that the SAO has incorporated TSPS into the SAO’s planning?  

(ED 56

-

10, paragraph 7B(1))

 

 

 


INSPECTOR’S

GUIDE

FOR

OFFICES OF DEFENSE COOPERATION

27 November 2002

This page intentionally blank

ECIG (0935-01)








         



  27 November 2002

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Inspector’s Guide for Inspection of HQ USEUCOM Offices of Defense Cooperation 

1.  Reference:    ED 125-4, Mission, Function, and Inspection Procedures of the HQ USEUCOM Inspector General.

2.  The enclosed Inspector’s Guide supersedes previous versions.  The purpose of this guide is to support inspectors from the HQ USEUCOM Inspector General’s Office during inspections of Offices of Defense Cooperation (ODCs).  The guide serves to focus inspectors as they verify that accurate practices are in place in ODCs to ensure successful mission accomplishment and proper management of resources.

3.  We updated references during the revision, and we made an effort to reduce the size of the guide from the nearly 200 pages it reached in October 2000.  We have eliminated the hyperlinks from the guide because of the workload associated with keeping them updated.    

4.  We welcome your recommendations for changes to the guide.  Submit them to the Inspections Branch, HQ USEUCOM Office of the Inspector General (ECIG).
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GENERAL INSTRUCTIONS

1.  PURPOSE.  This guide is a reference for use by inspectors during execution of the HQ USEUCOM Office of Defense Cooperation Inspection Program. The guide only provides a baseline and is not all-inclusive.  ODCs should periodically review applicable regulations and other forms of guidance to ensure they are in compliance.  This guide is intended for use by inspectors and is not an all-inclusive ‘checklist’ for ODCs.

2.  GUIDE FORMAT.
a.  The guide is formatted to show the intent and aim of section and sub-section assessments.  It also provides two quick references that identify:

· References cited in each subsection

· [image: image1.wmf]Required forms, documents and reports
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(Office of Coordinating Responsibility: ECJ5)

 

 

Aim:  

 

·

 

To determine knowledge of and linkage of security assistance activities and planning to 

overarching policies, directives and plans 

 

·

 

To determine SAO effectiveness in coordinating and ma

naging plans and agreements

 

·

 

To determine USDR effectiveness

 

 

 

SUB

-

SECTIONS

 

1

 

Theater Strategic Planning

 

2

 

International Agreements

 

3

 

US Defense Representative Responsibilities

 

 

 

SUB

-

SECTION 1 

–

 Theater Strategic Planning

 

 

Aim:  To determine SAO:

 

·

 

Knowl

edge of and execution of Theater Strategy of Engagement and Preparedness

 

·

 

SAO effectiveness in linking SA activities to established engagement goals

 

 

 

Reports and Required Documents

 

HQ USEUCOM Regional Campaign Plan

 

2.1.5.3

 

HQ USEUCOM Country Campaign Pl

an

 

2.1.5.3

 

Security Assistance Engagement Activity Annex  to country campaign plan

 

2.1.5.5

 

Campaign/Regional Plan updates

 

2.1.5.8

 

5

-

Year Engagement Plan

 

2.1.6

 

HQ USEUCOM Theater Campaign Plan

 

2.1.6.1

 

Embassy Mission Performance Plan

 

2.1.6.4

 

 

Referenc

es Cited

 

DoD 5105.38M

 

Security Assistance Management Manual, 19 Jan 00

 

 

 

DoD Dir 5132.3

 

DoD Policy and Responsibilities Relating to Security Assistance, 10 

Mar 81, with change 1, 16 Nov 94

 

ED 56

-

10

 

Theater Security Planning System, 18 Oct 96

 

 

 

ECJ4 29

0735Z Dec 99 

message

 

Security Assistance/ Defense Cooperation in Armaments Five

-

Year 

Plan, 2002

-

2006

 

AR 12

-

1

 

Security Assistance, International Logistics, Training, and Technical 

Assistance Support Policy and Responsibilities, 24 Jan 00
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Are SAO activities in consonance with US foreign policy objectives, military 

strategic plans and policy guidance issued by the Secretary of Defense and 

Secretary of State?  (SAMM, Chapter 4, Section 400, paragraph 40002 and 

(AR 12
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1, par

agraph 1
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4c(2))

 

 

2.1.2

 

Has the SAO worked to ensure that, to the extent practical, SA requirements are 

integrated with other DoD requirements? (DoD Dir 5132.3)

 

 

2.1.3

 

Do SAO personnel know and understand the channels of communication 

within the SAO, betw

een the SAO and higher military commands, and within 

the US diplomatic mission?  (SAMM, Chapter 3, Tables 300

-

1, 300

-

2, and 

Section 301, paragraph 30101 and 30102.)
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Does the SAO work with the Defense Attaché Office and the US Diplomatic 

Mission to 

assist in the evaluation and planning of the host government 

military capabilities and requirements?  (AR 12

-

1, paragraph 2

-

3e)

 

 

2.1.5

 

Theater Strategic Planning System (TSPS).
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-

10, paragraph 7
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Is there evidence that the SAO has incorporated TSPS into the SAO’s planning?  

(ED 56

-

10, paragraph 7B(1))
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b.  Critical items within the guide are annotated by bold-faced print.  Critical items are those identified by the staff as keys to successful mission accomplishment.  These include, but are not limited to items where non-compliance could cause:

· Loss of life

· Serious injury

· Mismanagement of personnel

· Violation of a punitive regulation

· Loss of stewardship of resources

· Excessive cost

· Litigation  

c.  Areas not marked in bold are important to the overall performance of the ODC and contribute positively to ODC mission performance.

d.  Failure to comply with a critical criterion will normally result in a finding or observation.  IGs assign findings or observations based on the effect of the failure on the unit’s mission.  Inspection reports use the following IG comments: 

(1)  Finding.  A clear violation of measurable, identifiable standard.  A finding has an effect on mission accomplishment and requires corrective action and a written response from the ODC or office of primary responsibility (OPR) within 60 days of the report’s signing date.

(2)  Observation.  A "yellow flag" usually indicating an area with a high probability of creating future problems.  An observation may not require a corrective action, but  this flagged area will be reevaluated during the ODC’s next inspection.



(3)  Notable.  A practice, procedure, or an approach to completing a task that results in superior performance.  Notables are positive practices that may not meet the “exportable” requirement of a commendable, but warrant attention by an organization’s higher headquarters.  

(4) Commendable.  A commendable reflects compliance with regulations and guidance coupled with outstanding performance in a specific area or program.  Commendables must be exportable to other like organizations.    

3.  PUBLICATIONS.  The publications contained in the area checklists and in Appendix A reflect only those publications cited and in no way reflect a minimum or maximum listing of publications required.

4.  REVISIONS.  Policy, procedural, and regulatory changes occur daily.  ODCs are encouraged to stay abreast of key changes and modify their activities and operations as appropriate.  ODCs are also encouraged to submit suggestions to improve inspection procedures.

SECURITY ASSISTANCE

(Office of Coordinating Responsibility: ECJ4-ID)

	Aim:  Determine the effectiveness of the ODC in-

· FMS Case Management

· Training Program Management

· Security Assistance Program monitoring

· Evaluation and planning of Host Country’s Military Capabilities and Requirements

· Administrative Support

· Promoting International Cooperative Programs




	SUB-SECTIONS

	1
	ODC Relationships, Mission Taskings, and Training

	2
	Military Assistance Program

	3
	Foreign Military Sales

	4
	Arms Export Control (Commercial Sale – International Armaments Cooperation Programs (IACP))

	5
	Training Program Management

	6
	Aviation (C-12) Operations


SUB-SECTION 1 – ODC Relationships, Mission Taskings, and Training

	Aim: Determine-

· Effectiveness in cultivating relationships with, and responding to, a variety of organizations, agencies, and individuals

· Understanding of security assistance and non-security assistance related functions

· Adequacy of preparatory training for ODC personnel




	Reports and Required Documents

	Continuity Books
	1.1.12.1

	Local SAN training program
	1.1.17


	References Cited:

	DoDD 2055.3
	Manning of Security Assistance Organizations and Selection and Training of Security Assistance Personnel, 11 Mar 85

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00



	AR 12-1
	Security Assistance, International Logistics, Training, and Technical Assistance Support Policy and Responsibilities, 24 Jan 00

	ECJ4-ID msg 161310Z May 00
	ID-MS Quarterly Activity Report, May 2000


	Indicators

	1.1.1
	What is the nature of the ODC relationship with other US mission activities?  Does the ODC chief effectively coordinate the organization's activities with the Chief of Mission? (SAMM, Chapter 3, Section 301, paragraph 30101A)



	1.1.2
	Is the relationship between ODC personnel and members of the country team mutually supportive and does it show signs of open coordination and communications?  Is the ODC chief a member of the embassy country team?  Does the chief attend country team meetings? (SAMM, Chapter 3, Section 300, paragraph 30002, C11c(1))



	1.1.3
	Is the ODC the principal point of contact for most U.S. defense industry representatives marketing defense equipment rather than the commercial attaché? Has the ODC chief developed a relationship with the commercial attaché to enhance ODC IACP operations? (SAMM, Chapter 6, Section 602, paragraph 60202, A2)



	1.1.4
	Do ODC personnel have ready access to host nation installations?  Does the ODC maintain a list of host nation points of contact?  At what level are these contacts?  Do host nation personnel have ready access to the ODC?  (SAMM, Chapter 3, Section 300, Table 300-4)



	1.1.5
	What is the relationship between the ODC and other US government agencies (e.g., USAF, US Army, US Navy, DSCA, and OSD‑Acquisitions)?  Is there evidence that these agencies provide necessary support and assistance to the ODC?  If problems exist, what actions have been taken to resolve them?  (SAMM, Chapter 3, Section 301, paragraph 30101 B)



	1.1.6
	What is the relationship between the ODC and HQ USEUCOM, especially ECJ4‑ID?

· Is there evidence of frequent and routine communications between the ODC and the J4 desk officer?  (SAMM, Chapter 3, Section 301, paragraph 30101 A)

· Does the J4 provide support and assistance to the ODC and is the J4-ODC relationship positive and professional?  (SAMM, Chapter 3, Section 301, paragraph 30101 A)

· Are administrative support issues and personnel actions (military and civilian) forwarded to the J4 Desk Officer?  (ECJ4-ID 161310Z May 00 message, paragraph 2c)

· Are unfounded requirements (UFRs) submittals, extension/curtailment/retirement requests, and budget planning forwarded to the Desk Officer as well?  (ECJ4-ID 161310Z May 00 message, paragraph 2c)



	1.1.7
	Are ODC personnel familiar with and performing functions for which the ODC is tasked? (SAMM, Chapter 3, Section 300, paragraph 30002, C11a and Tables 300-4 and 300-5)



	1.1.8
	Are any required functions not performed?  Why?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11)



	1.1.9
	What has the ODC done to promote Rationalization, Standardization and Interoperability (RSI) and other armaments cooperation measures among members of NATO?  (SAMM, Section 300, paragraph 30002, C11a(6) and c(1) and ED 56-7, paragraph 6A(1))



	1.1.10
	Do personnel understand the limitations on advisory and training assistance they may provide to the host nation?  Does the ODC conduct activities which should be accomplished by the use of a TAFT, TAT, MTT or MLT?  If yes, why?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11d(1))



	1.1.11
	What non‑security assistance functions do the ODC members perform?  Do these functions detract from performance of the ODC mission?  Are these functions sufficient to warrant operations and maintenance (O&M) spaces?  Are ODC members performing any non‑ODC functions for USG purposes that are not supported by the host nation in a Letter of Agreement (LOA)?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11d(3); DoD 5105.47, and ED 56-9)



	1.1.12
	Have procedures have been established to orient and introduce new personnel to their duties and to host nation contacts, particularly if there is no overlap with the individual's predecessor?  (SAMM, Chapter 3, Section 300, Table 300-4, Item #6 and #17)



	
	

	
	

	1.1.13
	Have ODC personnel received appropriate briefings, orientations and/or follow‑on 

training?  (DoD 2055.3, paragraphs D 3c(2)(a) and (c)) 



	1.1.13.1
	Has the ODC Chief:

· Attended the Security Assistance Management Overseas Course at DISAM?

· Received briefings and orientations by DSCA, J5 OJCS, OSD IAL/ISP, DIA, 

· military services, and other federal agencies on country, security assistance, and related matters? 

· Received a predeparture interview with the Director, DSCA and the OSD 

· IAL/ISP regional officer?

· Received an antiterrorism awareness orientation and protection training?

· Been provided briefings and an orientation by EUCOM on policies and procedures unique to EUCOM and on substantive regional and country matters?



	1.1.13.2
	Have personnel who are assigned security assistance program management functions:

· Attended the Security Assistance Management Overseas Course at DISAM?

· Received briefings and orientations by the Military Services on security assistance matters unique to military service procedures and policies?

· Received briefings and an orientation by the Office of the DSCA Comptroller, as directed, and expanded financial management training by DISAM (for personnel being assigned to positions involving security assistance financial management)?

· Received briefings and orientation by the DSCA Comptroller and the security assistance training offices of the military departments (for personnel assigned to security assistance training program management positions)?

· Received an antiterrorism awareness orientation and protection training commensurate with the terrorist threat in the country of assignment?

· Been provided, at EUCOM’s request, security assistance briefings and orientation?



	1.1.14
	Have ODC personnel received security assistance network (SAN) refresher/update training from EUCOM during their EUCOM orientation, security assistance training program management reviews, and other forums as necessary?  (SAMM, Chapter 15, Section 1504, paragraph 150403 A2)



	1.1.15
	Has the ODC chief established procedures to ensure all ODC members, whose duties so require, are capable of using the SAN?  (SAMM, Chapter 15, Section 1504, paragraph 15403, A3 and 150404 H)



	1.1.16
	Has the ODC been provided local software packages to facilitate use of on-line security assistance management tools?  Where it is impractical to provide on-line access, has the ODC been provided local software packages (e.g., Training Management System) as well as disks containing its host country’s security assistance training program data?  (SAMM, Chapter 15, Section 1504, paragraph 150403 F)

	1.1.17
	Has a local training program been established to insure proficiency of ODC members on the SAN? (SAMM, Chapter 15, Section 1504, paragraph 150404 H2)




SUB-SECTION 2 – Military Assistance Program (MAP)

	Aim:  To determine the effectiveness in ensuring host nation material accountability for MAP.




	Reports and Required Documents

	Annual inventory of host nation MAP holdings
	1.2.2.1

	Screening reports of excess MAP declarations (as required)
	1.2.2.7

	Cannibalization and retention reports (as required)
	1.2.2.10


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00


	ED 90-5
	Utilization, Redistribution, and Disposal of Military Assistance Program Material, 15 Aug 99 


	Indicators

	1.2.1
	Does the host nation have a process to ensure accountability of Military Assistance Program (MAP) equipment (grant aid material provided prior to FY 82)?  (SAMM, Chapter 11, Section 1101, paragraph 110103, A)



	1.2.2
	Does the country property accountability process specifically identify aircraft, ships, radars, armored vehicles, general-purpose vehicles, artillery, mortars, and missiles, including non-consumable and repairable components of those items which were acquired under the FAA 1961?  (SAMM, Chapter 11, Section 1101, paragraph 110103, A1)



	1.2.2.1
	Does the ODC maintain an inventory of MAP material?  Does the ODC ensure the host country provides an annual inventory of material on hand?  Does the inventory include an estimate of when an item will become excess?  (ED 90-5, paragraph 4a(9))



	1.2.2.2
	What is the ODC’s means for inspecting and monitoring end‑item use?  (SAMM, Chapter 11, Section 1101, paragraph 110103, A2)



	1.2.2.3
	Has the ODC reported MAP items (to DSCA through EUCOM) if information exists which indicates their use is contrary to that specified in paragraph 110102 A?  (SAMM, Chapter 11, Section 1101, paragraph 110103, A1)



	1.2.2.4
	Has the ODC encouraged the country to declare MAP material excess when it is no longer needed and before all residual value is lost?  (SAMM, Chapter 11, Section 1101, paragraph 110103, B)



	1.2.2.5
	Do personnel know the procedures required in the SAMM to dispose of MAP material declared excess?  (SAMM, Chapter 11, Section 1101, paragraph 110103, B and 110104, B and ED 90-5, paragraph 5e)



	1.2.2.6
	Are personnel familiar with ODC responsibilities for screening equipment declared excess?  (SAMM, Chapter 11, Section 1101, paragraph 110103, C and ED 90-5, paragraph 5a(2))



	1.2.2.7
	Do screening reports include item origin, description, NSN or part number, quality condition, acquisition value, current value, and any ODC recommendation for disposal?  (SAMM, Chapter 11, Section 1101, paragraph 110103 C3)



	1.2.2.8
	Has the ODC ensured proper preparation of excess MAP material declarations for reporting the redistribution and disposal of MAP material to Defense Reutilization and Marketing Service International?  (ED 90-5, paragraph 4a(4))



	1.2.2.9
	Does the ODC know the procedures for cannibalization and retention of MAP property?  (SAMM, Chapter 11, Section 1101, paragraph 110105 and ED 90-5 paragraph 5c and 5d)



	1.2.2.10
	Are requests submitted using the formats prescribed in ED 90-5, Appendix F and J (for cannibalization and retention) respectively?  (ED 90-5, paragraph 5c(4))





SUB-SECTION 3 – Foreign Military Sales

	Aim:  To determine ODC effectiveness in-

· Facilitating the P&A, LOR and LOA process

· Monitoring and reporting on use of US-provided defense articles, services and training

· Assuring host nation accountability of MANPADS/Stinger

· Promoting and supporting host nation use of Excess Defense Articles




	Reports and Required Documents

	Military Articles and Services List (MASL)
	1.3.2

	LOR Checklist
	1.3.5

	Message acknowledgement of LOA acceptance/rejection
	1.3.12

	FMS case files
	1.3.14

	FMS Billing Statement
	1.3.22

	DD Form 645, Supply Discrepancy Report
	1.3.23

	Reports on host nation use of US defense articles, services and training
	1.3.27.1

	SA report of MANPADS/Stinger findings
	1.3.28.9

	EDA survey messages
	1.3.29.2

	Copy of FMS leases
	1.3.30.1

	SA report on host nation use of leased items
	1.3.30.2


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00

	DoDD 5132.3

	DoD Policy and Responsibilities Relating to Security Assistance, 10 Mar 81

	DSCA
	DSCA message 310958Z Dec 98, Subject:  Approved Revised Stinger/MANPADS Guidance in DoD 5105.38 SAMM

	DISAM
	End-Use Monitoring of Defense Articles and Services

	HQ USEUCOM
	USCINCEUR ECJ4 message 130746Z Apr 99, Subject: Checklist for Letter of Request (LOR)

	AR 12-1
	Security Assistance, International Logistics, Training, and Technical Assistance Support and Responsibilities, 24 Jan 00


	Indicators

	1.3.1
	Is the ODC familiar with host military capabilities to employ and maintain equipment being requested?  (DoD 5132.3, paragraph E 10 b and SAMM, Chapter 3, Section 300, Table 300-4, Item #3)



	1.3.2
	Does the ODC use the Military Articles and Services List (MASL) in the development of plans and programs for MAP, FMS, and FMCS?  (SAMM, Chapter 15, Section 1503, paragraph 150302 B1)



	1.3.2.1
	Does the ODC have access to the most current MASL (available electronically)?  (SAMM, Chapter 15, Section 1503, paragraph 150305 A)



	1.3.3
	Are request channels for price and availability (P&A) data and Letters of Offer and Acceptance (LOAs) understood and followed?  Are requests for significant military equipment (SME), which originate in country transmitted by the US embassy rather than by the ODC or similar military element of the embassy?  (SAMM, Chapter 7, Section 700, paragraph 70002 and paragraph 70003 A2(a))

	1.3.4
	Does the ODC ensure that host country Letters of Request (LOR) are clear and complete prior to submission to the appropriate DoD agency for action?  (SAMM, Chapter 7, Section 700, paragraph 70003 A1)



	1.3.5
	Does the ODC have a copy of the checklist for Letters of Request?  Is the ODC ensuring the standards in the checklist are applied to LOR processing?  (HQ USEUCOM ECJ4 130746Z Apr 99)



	1.3.6
	Does the ODC refer to the host nation’s letter or message requesting data when transmitting the LOR?  (SAMM, Chapter 7, Section 700, paragraph 70003 A1e)



	1.3.7
	Are P&A data received within 45 days of receipt of the LOR?  Is IA acknowledgment of receipt sent within five days?  (SAMM, Chapter 7, Section 700, paragraph 70002 A1 and Section 701, paragraph 70103 B)



	1.3.8
	Are the times reasonable between country requests and receipt of LOA in country and the times between receipt of LOA and the host nation’s signature?  

[Note: Per the SAMM, maximum processing time between LOR and release of LOA or amendment should normally be no more than 60 days – Chapter 7, Section 701, paragraph 70103 B)



	1.3.9
	If the host nation’s representative in the US has made a request for Major Defense Equipment to an IA, has the IA provided the ODC a copy or details of the request?  (SAMM, Chapter 7, Section 700, paragraph 70003 A2c(2))



	1.3.10
	If the host nation requests that a defense article or service be provided by a particular source, has the ODC reviewed the request, advised the country of any necessary changes, and forwarded the original request with any necessary comments or recommendations to the appropriate MILDEP for approval?  Does the sole source request provide the basis and justification?  (SAMM, Chapter 8, Section 801, paragraph 80102, B1 and 3)



	1.3.11
	Has the ODC advised the host nation, at the time the sole source designation is made, of potential expenses they might have to bear?  (SAMM, Chapter 8, Section 801, paragraph 80102 B4)



	1.3.12
	Does the ODC immediately notify by priority message DSCA, DFAS, and MILDEPs after LOA acceptance or rejection by the host nation?  (SAMM, Chapter 7, Section 701, paragraph 70105, M4)

 

	1.3.13
	Does the ODC understand and promote the total package approach/total program concept?  (SAMM, Chapter 8, Section 800, paragraph 80002, E)



	1.3.14
	Are case files orderly and do they contain all relevant FMS documents (i.e., LOR, P&A Data, Country Team/EUCOM review of Significant Military Equipment requests, and Letters of Offer and Acceptance (as amended))?  (SAMM, Chapter 8, Section 800, paragraph 80002, F and DoD 7290.3-M, Chapter 6)



	1.3.14.1
	Are the files sufficient to provide an audit trail for FMS management reviews, LOA closures and other management actions?  (SAMM Chapter 8, Section 800, paragraph 80002, F)



	1.3.15
	For those FMS cases requiring assignment of PCS personnel to the host nation, has the ODC coordinated with and obtained US Chief of Mission permission?   Has the ODC reported PCS personnel support costs, as well as obstacles to their acceptance or support to the implementing agency?  (SAMM, Chapter 7, Section 701, paragraph 70105, E)



	1.3.16
	Has the ODC made inventory management guidance (for example, proper assignment of Issue Priority Designators (IPD), timing of requisitions to balance inventories and avoid out of stock conditions, and requisitioning in economical quantities) available to the host nation so they can use the requisition process effectively?  (SAMM, Chapter 8, Section 802, paragraph 80205, A)



	1.3.17
	Does the ODC assist the host nation in submitting Military Standard Requisitioning and Issue Procedures (MILSTRIP) requisitions?  Are proper MILSTRIP and Uniform Material Movement and Priority System (UMMIPS) procedures followed?  (SAMM, Chapter 8, Section 802, paragraph 80205 B)  



	1.3.18
	Are questionable IPDs referred to the appropriate US activity or purchaser representative for clarification or correction?  (SAMM, Chapter 8, Section 802, paragraph 80205D)



	1.3.19
	What is the usual method to ship FMS items?  Is it effective and does it meet the needs of the country?  If not, what steps have been taken to improve the process?  (SAMM, Chapter 8, Section 802, paragraph 80206 A)



	1.3.19.1
	If the Military Postal Service, through APO and FPO, is used for FMS shipments, has an exception to policy been granted?  Are the costs of such shipments assessed to the purchaser?  (SAMM, Chapter 8, Section 802, paragraph 80206, G2)



	1.3.20
	Does the ODC coordinate offload of FMS shipments at destination, ensuring that customer follows proper receipt procedures and also submits transportation discrepancy reports for in transit loss or damage?  (AR 12-1, paragraph 2-3f)

	1.3.21
	Does the ODC assist the host nation in determining the status of undelivered material?  How?  (SAMM, Chapter Section 802, paragraphs 80206, N) 



	1.3.22
	Does the ODC receive a quarterly FMS Billing Statement (DD Form 645)?  Does it arrive in a reasonable time after its publication?  What does the ODC do with the statement?  Are copies furnished to the host nation?   (SAMM, Chapter 13, Section 1303, paragraph 130301C & Section 1308, paragraph 130801, B1)



	1.3.23
	Does the ODC advise and assist the host government in submitting Supply Discrepancy Reports (SDRs)?  (SAMM, Chapter 8, Section 802 paragraph 80207 B)



	1.3.24
	What has the ODC done to ensured the host government knows the basic US FMS credit financing policy?  (SAMM, Chapter 9, Section 901, paragraph 90102, D)



	1.3.25
	Does the ODC know current guidance on reimbursements to the country’s FMS trust fund account for third party transfer of items purchased with US security assistance funds?  (SAMM, Chapter 9, Section 900, paragraph 90006)



	1.3.26
	Is the ODC familiar with the security restrictions on transfer of data to the host country?  (SAMM, Chapter 5, Section 501)



	1.3.27
	Proper use of US-origin Items. (SAMM, Chapter 2, Section 20202, paragraph B3, Chapter 3, Table 300-4, Item 11, Chapter 6, Section 60003, paragraph B, and DoD 5132.3, paragraph E 10 e)



	1.3.27.1
	Has the ODC, consistent with its resources and the situation prevailing in country, supervised and reported on the utilization by the foreign government of defense articles and services acquired through FMS or leased to the recipient by the USG?  (SAMM, Chapter 2, Section 20202, paragraph B3)



	1.3.27.2
	Does the ODC provide a reasonable assurance that the Host Nation complies with USG requirements with respect to the use, transfer, and security of defense articles and defense services and that such articles are being used for the purpose for which provided?  (DISAM End Use Monitoring of Defense Articles and Services, page 2)



	1.3.27.3
	Has the ODC chief established and documented an observation and reporting program that uses all available resources (for example, TDY personnel in country and other elements of the US diplomatic mission)? 



	1.3.27.4
	Is reporting accomplished through established security assistance channels?



	1.3.27.5
	Are records kept on file in the ODC?



	1.3.27.6
	Are ODC-led post-delivery sample checks of US-origin items conducted as a result of any of the following:  (SAMM, Chapter 6, Section 600, paragraph 60003 B2)

· An AECA Sec 3 violation.

· Indications ties are developing with countries to which US defense exports are proscribed?

· Occurrence of or imminent possibility of political or military upheaval?

· Indications that countries unfriendly to the US are seeking US equipment or support items of the types held by a legitimate user?

· Substantial problems found during a GSOMIA security survey?



	1.3.27.7
	If the DoS reports an AECA Sec 3 violation, does the ODC, within 60 calendar days after notification, initiate action to complete sample checks of at least two US-origin items for each Sec 3 report?  (SAMM, Chapter 6, Section 600, paragraph 60003 B3)



	1.3.28
	Stinger/MANPADS.



	1.3.28.1
	Has the US Army provided the ODC a copy of the LOA?  (SAMM, Chapter 2, Section 20301, paragraph K2a)



	1.3.28.2
	Has the US Army notified the ODC when delivery of the missiles has begun?  Were serial numbers provided to the ODC for missiles received by the foreign government?  (SAMM, Chapter 2, Section 20301, paragraph K2c)



	1.3.28.3
	Has the ODC arranged with the purchasing government to verify by serial number the receipt in country of the missiles?  (SAMM, Chapter 2, Section 20301, paragraph K2e)



	1.3.28.4
	Did the ODC conduct the first physical inventory after the US Army notified the ODC of final delivery of missiles?  (SAMM, Chapter 2, Section 20301, paragraph K2e)



	1.3.28.5
	Do physical inventories consist of: 

· 100 percent comparison of serial numbers on missile containers and lists? (SAMM, Chapter 2, Section 20301, paragraph K2f(1))

· Opening and ensuring container and missile serial numbers correspond on at least 5 percent of those containers selected to ensure an accurate sample of all country inventories?  (SAMM, Chapter 2, Section 20301, paragraph K2f(1))

· All inventory requirements as imposed by the MOU and any implementing instructions for MANPADS obtained through foreign co production or manufacture?  (SAMM, Chapter 2, Section 20301, paragraph K2f(3))



	1.3.28.6
	Did the ODC verify the arrival of each grip stock and missile by serial number?  (AR 12-1, paragraph 4-15b(3))



	1.3.28.7
	Has the ODC physically inventoried all MANPADS by serial number?  (SAMM, Chapter 2, Section 20301, paragraph K2f)



	1.3.28.8
	Has the ODC, at least once a year, randomly reviewed the recipient government’s records of monthly, two-man verifications?  (SAMM, Chapter 2, Section 20301, paragraph K2g)



	1.3.28.9
	Has the ODC forwarded its findings to DSCA/MEAN and USASAC with an information copy to ECJ4 and AMCOM?  (SAMM, Chapter 2, Section 20301, paragraph K2h and AR 12-1, paragraph 4-15b(3))



	1.3.28.10
	For TOW-2B, has the ODC, at its discretion, conducted an inspection and physical inventory of all missiles transferred under the applicable LOA?  Were inventory and accountability records maintained by the purchaser made available to the US personnel conducting the inspection?  (SAMM, Chapter 7, Section 701, paragraph 70105 L8)



	1.3.29
	Excess Defense Articles. 



	1.3.29.1
	Is the ODC familiar with current EDA legislation?  Is the nation eligible to receive EDA?  Can it receive lethal and non-lethal EDA?  Do specific FAA sections (i.e., Section 516 or Southern Region Amendment) apply?  (SAMM, Chapter 8, Section 803, paragraph 80301)



	1.3.29.2
	Has the ODC provided the country with EDA survey messages as provided by DLA and MILDEPS?  (SAMM, Chapter 8, Section 803, paragraph 80303, C)



	1.3.29.3
	Has the ODC informed EUCOM of the host nation’s response to EDA survey messages?  Does the ODC include with the response an assessment of the nation’s capability to fund the equipment’s follow-on operational, maintenance and training requirements?  (SAMM, Chapter 8, Section 803, paragraph 80303 C3)



	1.3.30
	Lease and Loans of Defense Articles.



	1.3.30.1
	Does the ODC have a copy of each lease entered into with the host government?  (SAMM, Chapter 12, Section 1200, paragraph 120001, C2)



	1.3.30.2
	Does the ODC directly monitor use of USG-owned equipment in the host country?  Within the access authorized by the host government, does the ODC observe and report on the use of the US-owned equipment to ensure it is consistent with the terms and conditions of the lease?  (SAMM, Chapter 12, Section 1200, paragraph 120001, C2)

	1.3.30.3
	Are indications of unauthorized use or non-compliance reported to the implementing agency and DSCA/OPS-MGT?  (SAMM, Chapter 12, Section 1200, paragraph 120001, C2)



	1.3.30.4
	Has the ODC reported to USASAC NLT 31 Dec annually on how the host country is using leased equipment (for open leases)?  Was a copy forwarded to DSCA and HQ DA?  (AR 12-1, paragraph 7-10h)




SUB-SECTION 4 – Arms Export Control (Commercial Sale – International Armaments Cooperation Programs (IACP))

	Aim: To determine the ODC’s effectiveness in-

· Engaging in the entire range of defense cooperation activities including security assistance, defense industrial cooperation, RDT&E, cooperative logistics, and host nation support

· Serving as the in-country source of information on host nation defense policies and industrial capabilities

· Providing information to the host nation on US defense policies and industrial capabilities




	Reports and Required Documents

	Letter of Appointment as ODC Agreement Monitor
	1.4.3.1


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 19 Jan 00



	DoD 2000.9
	International Co-Production Projects and Agreements Between the United States and Other Countries or International Organizations, 23 Jan 74

	ED 90-6
	Administration of Security Assistance Organizations/Offices, 30 Jan 00

	
	International Armaments Cooperation Handbook, Jun 96


	Indicators

	1.4.1
	General.



	1.4.1.1
	Is the ODC familiar with its armaments cooperation functions?  (SAMM, Chapter 3, Section 300, Table 300-5)



	1.4.1.2
	Is the ODC, rather than the Commercial Attaché, serving as the principal point of contact for most US defense industry representatives who are marketing defense equipment?  (SAMM, Chapter 6, Section 602, paragraph 60202 A)



	1.4.1.3
	Does the ODC work with the Commercial Attaché for the exchange of advance procurement information on bid solicitations?  Does the ODC work with the Commercial Attaché to resolve issues associated with US companies that are not receiving equal access to the host country defense market?  (SAMM, Chapter 6, Section 602, paragraph 60202, C2)



	1.4.1.4
	How does the host country query the US for procurement information on US manufactured equipment?  Is the method responsive?  Is the ODC supporting the marketing efforts of US companies while maintaining strict neutrality between US competitors?  (SAMM, Chapter 6, Section 602, paragraph 60202 B)



	1.4.1.5
	Does the ODC obtain information on host nation equipment and programs needed to make acquisition decisions regarding development, production, and logistics cooperation with the host nation?  (International Armaments Cooperation Handbook, Chapter 3, paragraph 3.2.3)



	1.4.1.6
	Does the ODC keep abreast of requirements generation and acquisition activities of the host country?  Does it communicate this information through EUCOM and DSCA to USD (A&T) and other DoD agencies?  Is ODC actively seeking to create cooperative opportunities?  (SAMM, Chapter 3, Table 300-5 and Chapter 6, Section 602, paragraph 60202) 



	1.4.1.7
	Does the ODC engage in FMS versus direct commercial sale comparison studies for the host country ?  These comparisons are not allowed except where specifically approved by DSCA.  (SAMM, Chapter 6, Section 601, paragraph 60102, D)



	1.4.1.8
	After evaluating commercial data and deciding to purchase via FMS, has the host nation provided information showing commercial acquisition efforts have ceased?  (SAMM, Chapter 6, Section 601, paragraph 60107)



	1.4.1.9
	Has the ODC ensured all criteria have been met before giving the host nation P & A data on items the nation has also asked contractors to submit bids on?  (SAMM, Chapter 6, Section 601, paragraph 60106, C)



	1.4.2
	ODC - Industry Security Assistance Relations



	1.4.2.1
	Are personnel familiar with the guidelines to assist US industry representatives in military export sales?  (SAMM, Chapter 6, Section 602, paragraph 60202)



	1.4.2.2
	Upon receipt, and subject to such factors as availability of resources and country sensitivity to release of specific data, can the ODC provide industry representatives with the following kinds of unclassified data?  (SAMM, Chapter 6, Section 602, paragraph 60202, C1a through C1f)

· Data on defense budget cycle including shares to procurement and FMS and MAP budgets.

· Data on the national decision-making process and on names of decision-makers in the MOD and military services.

· Data on the national procurement process.

· Estimate as to country’s current and future equipment needs.

· Data on marketing efforts of competitors.

· Data on the major in-country defense firms and their products.



	1.4.2.3
	Does the ODC receive, 30 days in advance of initial defense industry representative visits, notification of key data, to include purpose, export license information, dates of visit, non-proprietary information concerning the equipment or services, and specific support requirements from the industry representative?  (SAMM, Chapter 6, Section 602, paragraph 60203 E)



	1.4.2.4
	Does the ODC have a working knowledge of and able to convey to US defense representatives, the host country’s acquisition system?  In conjunction with the Embassy Commercial Attaché, does the ODC have a process for obtaining advance procurement on bid solicitations which are simultaneous with the bid solicitations provided to in-country suppliers?  (SAMM, Chapter 6, Section 602, paragraph 60202 C2)



	1.4.2.5
	Does the ODC assist industry representatives with visit appointments?  (SAMM, Chapter 6, Section 602, paragraph 60202 C3)



	1.4.2.6
	When more than one competitor is involved, can the ODC explain to host country personnel why the purchase of a US system would be to the country’s advantage?  (SAMM, Chapter 6, Section 602, paragraph 60202 C4)



	1.4.2.7
	Does the ODC encourage US contractors to debrief the ODC and other relevant members of the mission staff on their experiences in country?  (SAMM, Chapter 6, Section 602, paragraph 60202, C 6 and 60203 E)



	1.4.2.8
	Have any problems occurred with industry representatives?  (SAMM, Chapter 6, Section 602, paragraph 60203, E) 



	1.4.2.9
	Has the ODC referred all inquiries on pricing to DSCA or the appropriate MILDEP to assure that the ODC response provides the most accurate P&A data possible (as opposed to developing pricing data on an informal basis)?  (SAMM, Chapter 6, Section 602, paragraph 60202 C5b) 



	1.4.2.10
	Does the ODC support both small and large vendors as staff and time allow?  (SAMM, Chapter 6, Section 602, paragraph 60202 C5c) 



	1.4.2.11
	Has the ODC discussed with the MILDEP cases, that, in the ODC’s judgment marketing efforts do not coincide with overall US defense interests or have potential for damaging US credibility and relations?  (SAMM, Chapter 6, Section 602, paragraph 60202 C7) 



	1.4.3
	Security Assistance Co-Production Agreements.



	1.4.3.1
	Has the ODC designated an individual who is to be familiar with the agreement and who is responsible for monitoring the status of the agreement?  (SAMM, Chapter 14, Section 1401, paragraph 140105, E6a)



	1.4.3.2
	Are contacts established with the cognizant DoD component?  (SAMM, Chapter 14, Section 1401, paragraph 140105, E6a)



	1.4.3.3
	Do continuity tools exist to ensure uninterrupted monitoring when the responsible person has a permanent change of station? (SAMM, Chapter 14, Section 1401, paragraph 140105, E6a)



	1.4.3.4
	Has the ODC provided all involved organizations information on any problems with MOUs/MOAs or information on potential or alleged non-compliance?  (SAMM, Chapter 14, Section 1401, paragraph 140105, E6c)



	1.4.4
	Trade Shows.



	1.4.4.1
	Has the ODC submitted requests to attend trade shows to ECJ4-ID?  Is the request clearly justified and does it include activities and weapons systems to be observed, names of host nation personnel who will attend, and travel arrangements?  (ED 90-6, paragraph 26d)



	1.4.4.2
	Are requests for more than two ODC representatives to attend a trade show approved by ECJ4 and the on-scene commander?  (ED 90-6, paragraph 26d)




SUB-SECTION 5 – Training Program Management

	Aim:  To determine the ODC effectiveness in-

· Assisting the host nation in identifying, planning and programming US training to meet host nation requirements

· Conveying those requirements to the appropriate MILDEP agency




	Reports and Required Documents

	Two Year Training Plan
	1.5.1.10

	Integrated Standardized Training Listing
	1.5.1.13

	Training Waivers
	1.5.1.20

	Student Processing Checklist
	1.5.2.4

	Student departure briefing
	1.5.2.6

	DD Form 2239, International Military Student Briefing Data
	1.5.2.7

	DD Form 2285, Invitational Travel Order
	1.5.2.8

	Host nation’s statement of assurance of security and medical screenings
	1.5.2.9

	Verification of security clearance
	1.5.2.10

	Verification of medical screening
	1.5.2.14

	Host nation Certification of Police Training for Non-Police Personnel
	1.5.2.15

	IMS Advance Arrival Message
	1.5.2.19

	Positions of Prominence Report
	1.5.2.25

	MTT Call-Up Message
	1.5.3.6

	MTT Arrival and Departure Message
	1.5.3.8

	Letter of Appointment for Test Control Officer/Alternate Test Control Officer
	1.5.4.7

	ECL Test Destruction Certificates
	1.5.4.9

	Record of ECL examinees names, scores, and test form
	1.5.4.10

	ECL Inventory
	1.5.4.14

	ECL Material Log
	1.5.4.15


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00



	DoD 5132.10
	Security Assistance Technical Assistance Field Teams (TAFTs),  14 Dec 73

	HQ USEUCOM
	Security Assistance Training Guide, 2000-2001. (Blue edition)

	AR 12-7
	Security Assistance Teams, 15 Jun 98

	AR 12‑15, AFI  16-105, SECNAVINST 4950.4A
	Joint Security Assistance Training (JSAT) Regulation, 5 Jun 00



	DLIELC 1025.7
	Planning and Programm​ing Security Assistance English Language Training,1 Oct 99.

	DLIELC 1025.15
	Guidelines for Obtaining, Controlling, and Administering the English Comprehension Level (ECL) Test, 10 Sep 99.

	
	Defense Language Institute English Language Center (DLIELC) English Language Training Support for Security Assistance Officers (Only those countries requiring English language).  Updated annually.


	Indicators

	1.5.1
	Training Planning and Programming.



	1.5.1.1
	Does the ODC ensure that training (IMET) supports US-approved programs, plans and objectives for the country concerned?  (JSAT, Chapter 4, paragraph 4-4a)



	1.5.1.2
	How does the country make optimum use of personnel previously trained under the Security Assistance Training program?  (JSAT, Chapter 4, paragraph 4-4b)



	1.5.1.3
	Does the ODC verify that the host country maximizes its own training capability before requesting and/or scheduling US training?  (SAMM, Chapter 10, Section 1000, paragraph 100002A & Section 1001, paragraph 100104, C)



	1.5.1.4
	Is the training requested in skills where actual deficiencies exist?  Does the training further overall objectives?  (Note: The ability to meet the training requirement must be clearly beyond the capability of the country.)  (JSAT, Chapter 4, paragraph 4-4e)



	1.5.1.5
	Has the ODC requested training for weapon systems or equipment that is not on hand or scheduled for delivery to the country?  (JSAT, Chapter 4, paragraph 4-4 i) (Prohibited)



	1.5.1.6
	Has IMET training been programmed to support FMS equipment purchases?  If so, was the training specifically identified as part of the FMS document or approved by DSCA?  (JSAT, Chapter 4, paragraph 4-4 j)



	1.5.1.7
	Is IMET training only arranged when the total training in formal schools or in a combination of formal school and on-the-job training is a minimum of 8 weeks?  (JSAT, Chapter 4, paragraph 4-4 k)



	1.5.1.8
	Does the ODC support the Total Package Approach?  Has the ODC initiated training planning with the MILDEP when the host nation first expresses interested in a weapon system or equipment?  (JSAT, Chapter 4, paragraph 4-7c)



	1.5.1.9
	Does the training programmed emphasize training of instructors and career personnel?  (JSAT, Chapter 4, paragraph 4-4d)



	1.5.1.10
	Does the Two-Year Training Plan (long range training) forecast attrition, expansion, new equipment skills, and upgrade of personnel?  Does this plan include both IMET and FMS training requirements?  Do the ODC and host country meet and coordinate long-term requirements and resolve planning problems on a regular basis?  (SAMM, Chapter 10, Section 1000, paragraph 100002 A)



	1.5.1.11
	Does the ODC encourage host nation use (for those authorized and funded) of 

E-IMET?  (Note: Countries that make extensive use of E-IMET receive priority consideration for additional funds during the end-of-year IMET review.  This should be communicated to and understood by the host nation.)  (HQ USEUCOM Security Assistance Training Guide, Chapter 5, page 3, paragraph 2)



	1.5.1.12
	Does the ODC use the Training Military Articles and Services List (MASL) in the development of plans and programs for IMET and FMS training?  Does the ODC maintain the most current MASL (available through TMS)?   (SAMM, Chapter 15, Section 1503, paragraph 150302 B2 and paragraph 150305 A)



	1.1.5.13
	Does the ODC continually update the Integrated Standardized Training Listing (ISTL)?  Does the ODC program out year (next two fiscal years) requirements in developing the ISTL?  Has the ODC updated the ISTL before the TPMR? (HQ USEUCOM Security Assistance Training Guide, Chapter 5, page 12, +

paragraph 1)



	1.5.1.14
	Does the Two-Year Training Plan:  (SAMM, Chapter 10, Section 1000, paragraph 100002 A)

· Consolidate host country training needs from a joint perspective?

· Take into consideration all sources of funding (i.e., FMS, FMF, IMET and INM)?

· Take into consideration all potential sources of training (indigenous, third country, commercial and US)?



	1.5.1.15
	Has the ODC Training Officer included input of IMET and FMS program requirements in the Fiscal Year Planning Assessment input to the embassy?  Was a copy of the report provided to EUCOM?  (SAMM, Chapter 10, Section 1000, paragraph 100002 B)



	1.5.1.16
	Is the training plan adequately reflected in the Security Assistance Budget Request and Two-Year Training Plan?  Do training plans show a long-term consistency designed to meet host country and ODC objectives?  Is the training reflected on ISTLs for the current year consistent with the training that was planned in the Two-Year Training Plan?  (SAMM, Chapter 10, Section 1000, paragraph 100002A and table 1000-1)



	1.5.1.17
	Based on the projected IMETP dollar ceiling, did the ODC prepare the Budget Year Training Program for presentation to EUCOM and MILDEPs at least 30 days before the annual security assistance-training workshop?(JSAT, Chapter 4, paragraph 4-8 b)



	1.5.1.18
	Did the ODC submit final current year program requirements by 15 August?  (SAMM, Chapter 10, Section 1000, paragraph 100002, E2)



	1.5.1.19
	Is the Two-Year training Plan written covering the budget year and the planning year per guidance from EUCOM?  Is the plan in the format specified?  (SAMM, Chapter 10, Section 1000, paragraph 100002, D and HQ USEUCOM Security Assistance Training Guide)



	1.5.1.20
	Have properly formatted waivers been submitted at the EUCOM Training Program Management Review (TPMR)?  Did the requests include complete justification for the training and a written statement of the ODC Chief’s concurrence?  (SAMM, Chapter 10, Section 1000, paragraph 100002 C6 and paragraph 100108, A and C for IMET)



	1.5.1.21
	For waiver requests submitted outside the TPMR, did the ODC address the requests to EUCOM with an information copy to DSCA Plans and the appropriate implementing agency?  (SAMM, Chapter 10, Section 1001, paragraph 100108, D)



	1.5.122
	Has the ODC programmed an appropriate number of confirmed 5th quarter requirements by 31 Jul to take advantage of end-of-year IMET allocations?  (SAMM, Chapter 10, Section 1001, paragraph 100110A)



	1.5.1.23
	Has the ODC programmed 5th quarter requirements for other than IMET training courses (e.g., orientation tours, MTTs, or other training materials or services)?   (Prohibited)?  (SAMM, Chapter 10, Section 1001, paragraph 100118 C)  



	1.5.2.24
	Did the ODC adjust IMET priority codes so the total of all Priority A training lines equaled the funding allocated for the current year training program?  (SAMM, Chapter 10, Section 1001, paragraph 100120, D)


	1.5.2.25
	Did the ODC assign priority code D to valid training requirements in excess of the budget level?  Did it schedule these requirements to take place no earlier than the 4th quarter?  (SAMM, Chapter 10, Section 1001, paragraph 100115)



	1.5.2.26
	Do priority D training requirements exceed 10 percent of the budget?  If so, why?  (JSAT, Chapter 4, paragraph 4-9d(2))



	1.5.2.27
	If changes to the training program caused it to exceed the funding level, did the ODC request deletions of some funded lines?  Did it lower the priority codes of selected funded lines to D?  (SAMM, Chapter 10, Section 1001, paragraph 100120 E)



	1.5.1.28
	Is the ODC using the Security Assistance Network (SAN) consisting of APAS, TMS, and SAARMS?  If not, why not, and what is being done to get on to the system?  (SAMM, Chapter 15, Section 1504)



	1.5.2
	Program Management/Administration.

  

	1.5.2.1
	Has the ODC coordinated with the host country to nominate students as early as possible (six months before class starts)?  (HQ USEUCOM Security Assistance Training Guide, Chapter 3, Section 2)



	1.5.2.2
	Has the ODC acknowledged and forwarded via message acceptance of training by line and WCN number?  Is this acceptance forwarded prior to issuing ITOs?  (JSAT, Chapter, 4, paragraph 4-26, 4-40, and 4-63)



	1.5.2.3
	Does the ODC notify the appropriate training agency of non-acceptance or cancellations of training at least 60 days before schedule class start date to avoid a forfeiture charge?  (JSAT, Chapter 4, paragraphs 4-26 and 4-63 and Chapter 5, paragraph 5-2c)



	1.5.2.4
	Does the ODC have a suspense system or checklist to be sure the host country is aware of scheduled class dates, that prospective students are made available for English language testing, pre‑departure briefings, issuance of ITOs, and other administrative actions?  (HQ USEUCOM Security Assistance Training Guide, Chapter 3, Section 2)



	1.5.2.5
	Has the country incurred excessive penalty charges for canceling training less than 60 days prior to the class start date?  (SAMM, Chapter 10, Section 1001, paragraph 100120F)



	1.5.2.6
	Pre-Departure Brief.

· Does the ODC conduct an oral pre-departure briefing and provide the student a written pre-departure briefing when it is impossible to brief the IMS orally?  (JSAT, Chapter 10, Section I, paragraph 10-5a)

· Does the ODC brief all items detailed (a through ad) in the JSAT?  (JSAT, Chapter 10, paragraph 10-54)

· Does the ODC provide each IMS an explanation of the DoD Information Program and its objectives prior to the IMS departure to the U.S.?  (JSAT, Chapter 10, paragraph 10-54)

· Where circumstances permit, does the ODC give and allow the student to keep a copy of the briefing in the student’s native language? (JSAT, Chapter 10, Section I, paragraph 10-5a)



	1.5.2.7
	Has the ODC furnished biographical data for each officer student to each installation where the officer will receive training, NLT 10 days before the reporting date?  Is the data furnished using DD Form 2239, the International Military Student (IMS) Biographic Data.   (JSAT, Chapter 10, Section 1, paragraph 10-4a and HQ USEUCOM Security Assistance Training Guide, Chapter 3, page 3, Student Processing Checklist)



	1.5.2.8
	If the ODC has not received ITO authority from the responsible MILDEP 30 days prior to the student’s departure, has the ODC asked the MILDEP for authority to issue the ITO (Form 2285)?  (HQ USEUCOM Security Assistance Training Guide, Chapter 3, Section 3, paragraph b)



	1.5.2.9
	Prior to issuing the ITO, does the ODC receive a statement in writing from the foreign government that students attending training have received security and political screenings?  (SAMM, Chapter 10, Section 1000, paragraph 100007 and 100109, Section 1004, paragraph 100402 A and JSAT Chapter 10, paragraph 10-41)

· Has the ODC informed the host country of the checks needed and that formal provision of a student’s name constitutes certification that required security checks have been completed?

· Has the ODC coordinated with the US Embassy, Human Rights Officer, RSO, DEA, Consular Section, and other agencies as appropriate to screen nominees thoroughly?

· Has the ODC developed a checklist that as a minimum encompasses these steps?  Is the completed checklist included with other documents related to country nominees and is it maintained for 10 years?

· Were ITOs issued prior to completion of student candidate screening?



	1.5.2.10
	Has the ODC verified that students selected to attend classified courses have security clearances equivalent to the US level required for the course?  Has the ODC checked the MASL for the required security clearance and ensured the appropriate statement and security level for classified training is checked on the student’s ITO?  (JSAT Chapter 10, paragraph 10-4i) 



	1.5.2.11
	If dependents will travel with the IMS, has the ODC notified the school and annotated the ITOs accordingly?  (EUCOM Security Assistance Training Guide, Chapter 3, Section 2, paragraph h)



	1.5.2.12
	If the IMS has been authorized by his government to buy/drive a car in the US, has the ITO been annotated to reflect the authorization? (EUCOM Security Assistance Training Guide, Chapter 3, Section 2, paragraph l)



	1.5.2.13
	Has the IMS been authorized leave upon completion of training?  If so, has the ITO been annotated to reflect the authorization? (EUCOM Security Assistance Training Guide, Chapter 3, Section 2, paragraph m)



	1.5.2.14
	Medical Screenings and Certifications.

· Prior to issuing the ITO, does the ODC receive a signed statement or certification from a competent medical and dental authority that a student has received a physical examination within the three preceding months?  (SAMM, Chapter 10, Section 1004, paragraph 100404 and JSAT, Chapter 10, paragraph 10-46)

· Does the exam include chest x-ray and HIV screening information?  Does the medical and dental authority also certify that the IMS is free of communicable diseases or other medical or dental defects that might require hospitalization or treatment during training?  (JSAT, Chapter 10, paragraph 10-46a)

· Does the certification shown that the IMS has completed required immunizations?  (JSAT, Chapter 10, paragraph 10-46b)

· Is medical certification also provided for dependents that accompany or join the IMS?  (JSAT, Chapter 10, paragraph 10-46b)

· Are all available medical and dental records (in English) for rated students forwarded to the appropriate training installation (hand-carried)?  (JSAT, Chapter 4, paragraph 4-54)



	1.5.2.15
	Has the ODC obtained a certification from the host nation when military police training is provided to non-police personnel?  Did the ODC maintain a copy of the certification prior to sending the student to training?  Is the certification held for 2 years?  (SAMM, Chapter 10, Section 1001, paragraph 100107 and JSAT Chapter 4, paragraph 4-3f)



	1.5.2.16
	Is the Training Management System (TMS) used for transactional entries and generating documents and reports with standard formats (e.g., ITOs)?  (SAMM, Chapter 15, Section 1504, paragraph 1500403 G1)



	1.5.2.17
	Are Student Retainable Instructional Materials (RIM) shipped to the ODC for delivery to the student using only the US postal system? (SAMM, Chapter 10, Section 1004, paragraph 100411)



	1.5.2.18
	When IMET pays transportation and living allowance, does the ODC give the student a one-way airline ticket unless the MILDEPs have authorized round trip tickets?  (JSAT, Chapter 8, paragraph 8-1b)



	1.5.2.19
	Does the ODC send an advance arrival notice to the first training installation with information copies to HQ USEUCOM, the MACOM involved in the training, D.C. country representative, and MILDEP training agency as appropriate?  Is the notification sent at least 15 days prior to the IMS’s arrival?  At least 30 days prior if accompanied by dependents?  (JSAT, Chapter 8, paragraph 8-2s)



	1.5.2.20
	For FMS funded training, is there an implemented FMS case? (EUCOM Security Assistance Training Guide, Chapter 3, Section 2, paragraph 1a)



	1.5.2.21
	Has the ODC, in scheduling training, made every effort to shorten the period between courses (for follow-on training)?  (SAMM, Chapter 10, Section 1001, paragraph 100120 A2a)



	1.5.2.22
	If the country has a national flag carrier with routes to or part way to the US, has the ODC attempted to obtain an agreement from the host country to transport their students at no cost to the US?  (SAMM, Chapter 10, Section 1001, paragraph 10111 B)



	1.5.2.23
	Are American Flag Carriers used to the maximum extent?  (JSAT, Chapter 8, paragraph 8-5b)



	1.5.2.24
	Does the ODC have a system to debrief returning students, evaluate the training’s effectiveness, and conduct follow‑ups on how the country used the student?    (JSAT, Chapter 10, Section I, paragraph 10-5)



	1.5.2.25
	Does the ODC maintain a current "Positions of Prominence" report on former students who have achieved significant positions in their country?  How does the ODC obtain information from the host nation on assignments for these personnel?  (SAMM, Chapter 10, Section 1005 and HQ USEUCOM Security Assistance Training Guide, Chapter 6, page 68 to 69, part 8)


	1.5.2.26
	How does the ODC monitor assignments of US trained personnel, with emphasis on the more critical and higher level skills?  Does the host nation provide the ODC periodic reports to detail utilization?  (SAMM, Chapter 10, Section 1001, paragraph 100109 C and JSAT, Chapter 2, paragraph 2-9 d)



	1.5.2.27
	(FOR IMET ONLY)  Does the ODC maintain a listing/file of training that requires specific approval or waiver IAW the SAMM?  Are there training lines on the STL for which a waiver or approval has not been requested?  (SAMM, Chapter 10, Section 1001, paragraph 100105)



	1.5.2.28
	Does the ODC notify the host nation when students are scheduled to return home?  How?  (EUCOM Security Assistance Training Guide, Chapter 3)



	1.5.2.29
	Does the ODC assist students in processing vouchers for settlement of outstanding entitlements NLT 15 days after the student’s return to country?  (SAMM, Chapter 10, Section 1001, paragraph 100112 G)



	1.5.3
	Security Assistance Teams 




	1.5.3.1
	Has the ODC assisted the host nation in planning and programming SAT requirements, submitting requirements, and administering approved programs in country?  (AR 12-7, Chapter 1, paragraph 1-4e(1))



	1.5.3.2
	Has the ODC evaluated requests for SATs?  (AR 12-7, Chapter 1, paragraph 2-9)



	1.5.3.3
	Has the ODC requested an SAT only after full consideration has been given to in-country capability and service school training?  (JSAT, Chapter 13, paragraph 13-1)



	1.5.3.4
	Has the ODC included requests for SATs in their Two-Year Training Plan and submitted requests during the annual TPMR?  (JSAT, Chapter 13, paragraph 13-8a)



	1.5.3.5
	Have unprogrammed requests been submitted to the MILDEP NLT 120 days prior to SAT deployment date?  (JSAT, Chapter 13, paragraph 13-8f)



	1.5.3.6
	Does the ODC provide at least 180 days notice to the MILDEP and ECUOM when requesting an MTT? (JSAT, Chapter 13, paragraph 13-8a)

[Note:  MILDEPs have service specific requirements for MTT call-up messages, team and ODC responsibilities, and reports.  FTS teams (ETSS, LTD, CFS) also have service and DLIELC specific requirements.  The ODC should be familiar with the SAT and service requirements for the type team requested.]



	1.5.3.7
	Does the ODC provide operational and administrative control of deployed security assistance teams?  (JSAT, Chapter 2, paragraph 2-9 l)



	1.5.3.8
	Does the ODC notify the furnishing agency, EUCOM and MILDEP by message of the arrival and departure date of the MTT?  (JSAT, Chapter 13, paragraph 13-14 a)



	1.5.3.9
	What procedures have been established by the ODC to rapidly orient and introduce MTT personnel to their mission, their host nation counterparts, and their ODC interface?  (JSAT, Chapter 13, paragraph 13-14 b)



	1.5.3.10
	Did the ODC receive an oral brief on completion of the MTT’s mission and before the team’s departure from country?  (JSAT, Chapter 13, paragraph 3-15c)



	1.5.4
	English Language Training & Testing



	1.5.4.1
	How has the ODC encouraged the teaching of English in foreign country military schools, particularly for prospective IMSs?  (JSAT, Chapter 3, paragraph 3-2d(1)) 



	1.5.4.2
	If the host country operates English language training facilities provided under security assistance, does the ODC visit the facility to monitor its use, maintenance, instructor qualification, and supply of instructional material?  Does the ODC make recommendations to assist the country for English language instructor upgrade training and replacement of instructional materials?  (SAMM, Chapter 10, Section 1003 & DLIELC English Language Training Support for SA Officers)



	1.5.4.3
	(FOR IMET ONLY)  If the country has a waiver from the minimum ECL cutoff score of 55 for CONUS training, what is the country doing to train its students to a 55 ECL or higher before they depart for further English language training at DLIELC?  (SAMM, Chapter 10, Section 1003, paragraph 100302, H)



	1.5.4.4
	Does the ODC screen students for the minimum ECL prescribed by the implementing agency for each course of instruction or for entry into DLIELC?  (DLIELC 1025.7, paragraph 4.2 and SAMM, Chapter 10, Section 1003, paragraph 100302, E)



	1.5.4.5
	Does the ODC annotate the ITO (Item 15) to reflect, “The highest ECL required within the sequence of training shown in Item 10 is (enter ECL number)?”  (JSAT, Chapter 3, paragraph 3-9a)



	1.5.4.6
	Are requests for waivers to minimum course ECL prerequisites made through EUCOM?  (SAMM, Chapter 10, Section 1003, paragraph 100302 F)



	1.5.4.7
	Are an English language test control officer and alternate (TCO/ATCO) appointed in writing and the letter forwarded to DLIELC?  (DLIELC 1025.15, paragraph 5.1.2 and JSAT, Chapter 3, paragraph 3-2 d(4))



	1.5.4.8
	Are ECL tests kept in secure storage and under control of TCO or ATCO? (DLIELC 1025.15, paragraph 6.1.1.3)



	1.5.4.9
	Are old ECL tests destroyed and the destruction certificate sent to DLIELC? (DLIELC 1025.15, paragraph 5.2.6)



	1.5.4.10
	Are ECL tests rotated or varied on a regular basis?  Does the ODC maintain a record of examinees names, scores, and test form to avoid testing a candidate again with the same test?  (DLIELC 1025.15, paragraph 5.2.7)



	1.5.4.11
	Does the ODC mail in all in-country ECL answer sheets monthly by certified or other secure mail to DLIELC?  (JSAT, Chapter 3, paragraph 3-13a)



	1.5.4.12
	Was the final ECL validation test administered not more than 105 days prior to the student's report date as shown on the STL?  (DLIELC English Language Training Support for SA Officers and JSAT, Chapter 3, paragraph 3-13a)



	1.5.4.13
	Are tests administered to the same individual within 30 days? (Prohibited)  (JSAT, Chapter 3, paragraph 3-13a)



	1.5.4.14
	Has the TCO/ATCO inventoried ECL materials every six months and upon appointment of a new TCO?  (DLIELC 1025.15. paragraph 5.2.4)



	1.5.4.15
	Has the TCO/ATCO logged all test material upon receipt and before and after each use?  (DLIELC 1025.15, paragraph 5.2.5)



	1.5.5
	Orientation Tours.



	1.5.5.1
	Are orientation tours (OTs) for IMET funding programmed only after the ODC Chief attests to their importance?  Is the supporting rationale provided to EUCOM and DSCA for approval?  (SAMM, Chapter 10, Section 1003, paragraph 100307 C1)



	1.5.5.2
	Does the request include the proposed itinerary and areas of interest?  (SAMM, Chapter 10, Section 1001, paragraph 100105 C)



	1.5.5.3
	Are requests for OTs forwarded to EUCOM prior to any proposal being made to country officials, which could be construed as an agreement to provide a tour?  (SAMM, Chapter 10, Section 1003, paragraph 100307 C3)




SUB-SECTION 6 – Aviation (C-12) Operations

	Aim:  Determine the effectiveness and validity of the C-12 program at the ODC based on usage for direct security assistance mission support.




	Reports and Required Documents

	Applicable C-12 MOUs
	1.6.1.2

	Out of country requests
	1.6.1.5

	Annual Flying Hour Program
	1.6.2.1

	Monthly C-12 Activity Report
	1.6.2.7

	DSCA Form 78-001, Request for Revenue Traffic Aircraft
	1.6.2.8

	Petroleum Requirements Report
	1.6.2.9


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00

	ED 90‑6
	Administration of Security Assistance Organizations, 30 Jan 00

	AR 1-75, SECNAVINST 4900.49, AFJI 16-104
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00


	Indicators

	1.6.1
	General.



	1.6.1.1
	Has the ODC properly employed the C-12 within his area of accreditation in support of security assistance management functions?  (SAMM, Chapter 13, Section 1303, paragraph 130304 D1)



	1.6.1.2
	Has the ODC provided EUCOM with copies of all MOUs between the ODC and other organizations where a shared or joint use agreement is in effect?  (SAMM, Chapter 13, Section 1303, paragraph 130304 E1c)



	1.6.1.3
	Does the ODC follow passenger eligibility criteria as set out in DoD 4515.13-R?  Is there a record of each mission’s purpose as well as a pas​senger manifest maintained for each supported mission?  The inspector must be satisfied the C-12 is not being used for personal use or personal convenience and that ineligible passengers are not being flown.  (SAMM, Chapter 13, Section 1303, paragraph 130304 4D2)



	1.6.1.4
	Are requests for travel of family members outside the ODC country of accreditation forwarded to EUCOM at least three weeks prior to the travel date?  Does the request contain justification for the travel?  (ED 90-6, paragraph 26 c)



	1.6.1.5
	Are out-of-country requests for use of C-12 forwarded to EUCOM, with an info copy to DSCA?  Are missions fully justified IAW ED 90‑6?  (SAMM, Chapter 13, Section 1303, paragraph 130304, C2 and ED 90-6, paragraphs 26 d and e)



	1.6.1.6
	Are other, non-security assistance missions related to USCINCEUR Contact Officer responsibilities and US Defense Representative duties billed to HQ USEUCOM?  (SAMM, Chapter 13, Section 1303, paragraph 130304, B2 and D1b)



	1.6.1.7
	When joint DIA/ODC missions are employ​ed, are they planned to maximize support to both func​tions?  (SAMM, Chapter 13, Section 1303, paragraph 130304, D1d)



	1.6.2
	Flying Hours.



	1.6.2.1
	Has the ODC provided EUCOM their flying hour program for the yearly budget?  Is justification provided for flight hours IAW current DSCA/ Comptroller annual budget call?  (SAMM, Chapter 13, Section 1303, paragraph 130304 E1a)



	1.6.2.2
	Does the flying hour budget submission adequately estimate ODC and reimbursable flying hour require​ments?  Does it divide the SA and OMA funded flying hours appropriately so that the correct funding source is identified?  (SAMM, Chapter 13, Section 1303, paragraph 130304, E)



	1.6.2.3
	Are numbers of ODC flying hours and reim​bursable hours approved for the current year sufficient to accomplish the mission?  If not, have addi​tional require​ments been identified?  (SAMM, Chapter 13, Section 1303, paragraph 130304, E1f)



	1.6.2.4
	Has the ODC kept EUCOM informed as to changes in overall flying hour program requirements?  What are current projections for use of the remaining flying hours?  Have ECJ4 and ECCM been advised (before the end of the third quarter of the fiscal year) of approved hours the ODC does not expect to use by end of the fourth quarter?  (SAMM, Chapter 13, Section 1303, paragraph 130304, E1f)


	1.6.2.5
	Is the cost of flying hours being appropria​te​ly charged?  Is reimbursement sought for flying hours flown in support of other organizations or FMS cases?  Are appropri​ate records being maintained IAW DoD 5105.38M?



	1.6.2.6
	Does the ODC follow established EUCOM approval procedures and obtain fund cites prior to flight in support of non-SA missions?  (SAMM, Chapter 13, Section 1303, paragraph 130304, C2 and ED 90-6, paragraph 26e)



	1.6.2.7
	Does the ODC submit required monthly C-12 Activity Reports to the C-12 Program Manager?  (SAMM, Chapter 13, Section 1303, paragraph 130403, E1b)



	1.6.2.8
	If the ODC has supported reimbursable flying, has it completed and forwarded DSCA Form 78-001, “Request for Revenue Traffic Aircraft,” and a memorandum certifying actual flying time for each reimbursable flight?  (SAMM, Chapter 13, Section 1303, paragraph 130304, E1d)



	1.6.2.9
	Has the ODC Air Force Section submitted aviation petroleum requirements to SA-ALC no later than 90 days before the effective date of the requirements or as directed by HQ USEUCOM?  (AR 1-75, paragraph 5-5g(1) and (2))




SUB-SECTION 7 - Joint Contact Team Program 
	Reports and Required Documents

	ODC 5-Year Plan
	1.7.1.

	JCTP Event Concept Sheets 
	1.7.2.

	Event Critiques
	1.7.3.


References Cited:

HQ USEUCOM


ECJ4-ID JCTP Policy Memo, 8 May 2002

	Indicators

	1.7. AUTONUM 

	Is the JCTP Annex to the 5-Year Plan developed and coordinated using command guidance?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.1.1.  
	Has the ODC effectively integrated the Ambassador's, CINC EUCOM's and the Host Nation's goals and objectives in the JCTP Annex to the 5-Year Plan?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.1.2  
	Does the ODC seek to minimize duplication of effort with in-country U.S. Agencies and other Nations?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.1.3.  
	Has the ODC clearly identified the type of events (from TCT to ODC Activity) and general subject matter to complete each objective within 1-2 years?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.1.4.  
	Has the ODC reviewed and integrated findings from previous inspections into the JCTP Annex to the 5-Year Plan?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.1.5.  
	Will all planned events be adequate to complete the objectives within the originally planned 1-2 year window?  If not, what additional activities are required to complete the objective within the 1-2 year window?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7. AUTONUM   
	Are all concept sheets developed and coordinated using command guidance?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.2.1.  
	Does the ODC develop all concept sheets in coordination with the HN?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.2.2.  
	Do all concept sheets support the completion of a current 5-Year Plan JCTP Objective?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7. AUTONUM 
	Are event critiques used in accordance with command guidance?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.3.1.
	Does the ODC use event critiques from all HN and US event participants/POCs to measure event effectiveness and gain feedback for follow-on event content refinement?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)

	1.7.3.2.
	Does the ODC refine JCTP event content with information provided in event critiques?  (ECJ4-ID JCTP Policy Memo, 8 May 2002)


PLANS AND POLICY

(Office of Coordinating Responsibility: ECJ5)

	Aim:  

· To determine knowledge of and linkage of security assistance activities and planning to overarching policies, directives and plans 

· To determine ODC effectiveness in coordinating and managing plans and agreements

· To determine USDR effectiveness




	SUB-SECTIONS

	1
	Theater Strategic Planning

	2
	International Agreements

	3
	US Defense Representative Responsibilities


SUB-SECTION 1 – Theater Strategic Planning

	Aim:  To determine ODC-

· Knowledge of and execution of Theater Strategy of Engagement and Preparedness

· ODC effectiveness in linking SA activities to established engagement goals




	Reports and Required Documents

	HQ USEUCOM Regional Campaign Plan
	2.1.5.3

	HQ USEUCOM Country Campaign Plan
	2.1.5.3

	Security Assistance Engagement Activity Annex to country campaign plan
	2.1.5.5

	Campaign/Regional Plan updates
	2.1.5.8

	5-Year Engagement Plan
	2.1.6

	HQ USEUCOM Theater Campaign Plan
	2.1.6.1

	Embassy Mission Performance Plan
	2.1.6.4


	References Cited

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00


	DoD Directive 5132.3
	DoD Policy and Responsibilities Relating to Security Assistance, 10 Mar 81, with change 1, 16 Nov 94

	ED 56-10
	Theater Security Planning System, 18 Oct 96

	ECJ4 290735Z Dec 99 message
	Security Assistance/ Defense Cooperation in Armaments Five-Year Plan, 2002-2006

	AR 12-1
	Security Assistance, International Logistics, Training, and Technical Assistance Support Policy and Responsibilities, 24 Jan 00


	Indicators



	2.1.1
	Are ODC activities in consonance with US foreign policy objectives, military strategic plans and policy guidance issued by the Secretary of Defense and Secretary of State?  (SAMM, Chapter 4, Section 400, paragraph 40002 and (AR 12-1, paragraph 1-4c(2))



	2.1.2
	Has the ODC worked to ensure that, to the extent practical, SA requirements are integrated with other DoD requirements?  What mechanism or tools does the ODC use to effect this integration?  (DoD Directive 5132.3)



	2.1.3
	Do ODC personnel know and understand the channels of communication within the ODC, between the ODC and higher military commands, and within the US diplomatic mission?  (SAMM, Chapter 3, Tables 300‑1, 300‑2, and Section 301, paragraph 30101 and 30102)



	2.1.4
	Does the ODC work with the Defense Attaché Office and the US Diplomatic Mission to assist in the evaluation and planning of the host government military capabilities and requirements?  (AR 12-1, paragraph 2-3e)



	2.1.5
	Theater Strategic Planning System (TSPS).



	2.1.5.1
	Does the ODC understand the purpose of TSPS?  (ED 56-10, paragraph 7A)



	2.1.5.2
	Is there evidence that the ODC has incorporated TSPS into the ODC’s planning?  (ED 56-10, paragraph 7B(1))



	2.1.5.3
	Do ODC personnel know USG, DoD, and USEUCOM goals and objectives for their country/region?  Do they know the priorities established for their host country by the country campaign plan?  Has the ODC, in coordination with the DAO, developed input for the Regional Working Group?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11b and ED 56-10, paragraph 7B(3))



	2.1.5.4
	Did the ODC attend or have representation at HQ USEUCOM regional working group meetings?  (ED 56-10, paragraph 7F(2))



	2.1.5.5
	Has the ODC participated in the development of the Security Assistance (Policy and Activity Management) Engagement Activity Annex for the Regional and/or Country Campaign Plans?   Does the ODC have a copy of the products from the Regional Working Group?  (ED 56-10, paragraph 7B)  



	2.1.5.6
	Has the ODC annually updated the annex?  (ED 56-10, paragraph 7C)



	2.1.5.7
	Does the Engagement Activity Annex describe how the ODC achieves the CINC’s objectives in the Theater Campaign Plan?  (ED 56-10, paragraph 7C)



	2.1.5.8
	Has the ODC provided input to the J-5 Country Desk Officer for the Country Campaign Plan?  (ED 56-10, paragraph 7F)



	2.1.6
	Five-Year Engagement Planning.



	2.1.6.1
	How has the ODC linked the 5-Year Engagement Plan to USCINCEUR’s Theater Strategy?  (Are ODC goals and objectives are tied to EUCOM Strategy?)  (Security Assistance/ Defense Cooperation in Armaments Five-Year Plan, 2002-2006, paragraph 1)



	2.1.6.2
	How are resource requests linked to USCINCEUR’s Theater Strategy?  (Security Assistance/ Defense Cooperation in Armaments Five-Year Plan, 2002-2006, paragraph 1)



	2.1.6.3
	Are Country Campaign Plan priorities taken into consideration when developing the Five-Year engagement Plan and associated requests for resources (i.e., IMET and FMF funds)?



	2.1.6.4
	How is the Five-Year Engagement Plan linked to the Embassy’s Mission Performance Plan?  (Security Assistance/ Defense Cooperation in Armaments Five-Year Plan, 2002-2006, paragraph 1)



	2.1.6.5
	With whom in the Country Team is the Five-Year Engagement Plan coordinated?  (Security Assistance/ Defense Cooperation in Armaments Five-Year Plan, 2002-2006, paragraph 1)



	2.1.7
	USCINCEUR Plans.



	2.1.7
	Is the ODC in receipt of any USCINCEUR plans?



	2.1.7.1
	Are all USCINCEUR Plans, OPLANS, CONPLANS, and Functional Plans inventoried?  (EP 5-4, paragraph 9a)



	2.1.7.2
	Has the ODC destroyed all plans listings in Appendix B of EP 5-4?  (EP 5-4, paragraph 9b)



	2.1.7.3
	Has the ODC destroyed the superseded index of plans?  (EP 5-4, paragraph 9c)




SUB-SECTION 2 – International Agreements

	Aim:  To determine ODC knowledge and performance of responsibilities in the coordination of requesting authority to negotiate or conclude international agreements.




	Reports and Required Documents

	All Applicable international agreements
	2.2.1

	Agreement historical files
	2.2.7


	References Cited

	DoD Directive 5530.3
	International Agreements, with change 1, 18 Feb 91

	ED 5-13
	International Agreements; Authority and Responsibilities, 27 Jan 94

	EP 5-4
	USCINCEUR Index of Plans (U) (Secret), 1 Dec 99


	Indicators



	2.2.1
	Does the ODC have available for ready reference those international agreements pertaining to it?  (ED 5-13, paragraphs 7a(3) and 8b)



	2.2.2
	Does the ODC have available for ready reference US military regulations required for implementation of international agreements affecting its host country?  (ED 5-13 paragraphs 7a(3) and 8b.)

(NOTE:  LOAs and LOIs under Foreign Military Sales do not constitute international agreements.  Review DoD 5530.3, Definitions, for more clarification of what does/does not constitute an international agreement.)



	2.2.3
	Has the ODC made or facilitated any international agreements since the last inspection?  Has the ODC sent copies within 20 days to the agencies listed in ED 5-13?  (ED 5-13, paragraph 9f).  Have copies of agreements been distributed to appropriate agencies within 20 days? 



	2.2.4
	Have agreements involving security assistance programs been coordinated with the Director, DSCA?  (DoD 5530.3, paragraph 6.2.6)



	2.2.5
	Has the ODC requested authority to negotiate and conclude the agreement?  (ED 5-13, paragraph 7b(1)(a))



	2.2.6
	Has the ODC obtained the concurrence of ECJ5, ECJA, ECCM, ECPLAD, and other affected staff sections and directorates?  (ED 5-13, paragraph 7b(2))



	2.2.7
	Has the ODC maintained a complete negotiating history file, to include all coordinations and authorizations?  (ED 5-13, paragraph 7b(3))


SUB-SECTION 3 – US Defense Representative Responsibilities

	Aim:  To determine USDR effectiveness in planning, coordinating, and executing support of administrative and security matters to US Government officials for all non-combatant elements and certain CINC-assigned elements in the foreign country or countries in which they are assigned responsibility.




	Reports and Required Documents

	Report on DoD non-combatant command elements in country
	2.3.1.1

	Listing of all DoD non-combatant command elements in country
	2.3.4

	USDR Annex to the Embassy Emergency Action Plan (EAP)
	2.3.6

	AT/FP Subject Matter Expert/Advisor Letter of Appointment
	2.3.11.3


	References Cited

	DoD Instruction 5105.57
	Procedures for US Defense Representatives in Foreign Countries, 26 Dec 95

	JP 3-07.5
	Joint Tactics, Techniques, and Procedures for Noncombatant Evacuation Operations, 30 Sep 97

	ED 56-9

	Procedures for the US Defense Representative, 23 Jun 98

	AT/FP OPORD 99-1
	Antiterrorism/Force Protection, Mar 99, with change 1


	Indicators

	2.3.1
	If the ODC Chief is also the USDR, has the ODC: 



	2.3.1.1
	Annually, by the 30th day of September, completed an account of all DoD non-combatant command elements in country and forwarded that count to HQ USEUCOM ECJ5-E and an information copy to JCS J5?  (DoDI 5105.57, Enclosure 1, paragraph E1.1.9) 



	2.3.1.2
	Informed HQ USEUCOM of significant changes in the general scope of DoD non-combatant command elements in country, such as changes in mission or significant personnel changes? (ED 56-9, paragraph 7b(2))



	2.3.1.3
	Informed ECJ5-E of any request for consolidation or reduction of DoD non-combatant command elements by the host country or the Chief of Mission?       (ED 56-9, paragraph 7b(2))



	2.3.1.4
	Upon assignment, provided ECJ5-E with the due date of his or her next fitness/efficiency report? (DoDI 5105.57, paragraph 4.4.5) 



	2.3.2
	Has the USDR been provided an orientation by HQ USEUCOM?  (DoD 5105.57, paragraph 4.4.2)



	2.3.3
	Have ODC personnel received training from DSCA on the role and responsibility of the USDR and the responsibility of DoD non-combatant elements to support the USDR?  (DoD 5105.57, paragraph 4.5.2)



	2.3.4
	Does the USDR maintain a listing of DoD noncombatant command elements within his AOR?  (DoD 5105.57, paragraph 4.4.3)



	2.3.5
	Does the USDR exercise directive authority over noncombatant command element personnel in cases of emergency? (DoD 5105.57, paragraph 5.2.1) 



	2.3.6
	Is the USDR conversant on the scope of the in country activities for all DoD noncombatant command elements, to include their missions, locations, organizations, and unique security requirements?  Are annexes to the EAP written as appropriate to account for the specifics for each DoD element?  (DoD 5105.57, paragraph 5.2.3)



	2.3.7
	Does the USDR coordinate country team support and employ as many in-country DoD noncombatant element resources as necessary to plan, coordinate, and support DoD elements that may be temporarily visiting and/or deployed to a respective country?  (DoD 5015.57, USDR Checklist of Responsibilities, Enclosure 1, paragraph E1.1.7)



	2.3.8
	Has the USDR reviewed the “Military Implementation Checklist” of the post’s Emergency Planning Handbook?  (JP 3-07.5, Chapter 4, paragraph 1b)



	2.3.9
	Does the ODC understand its responsibilities for NEO to include: maintaining liaison with host nation military forces, coordinating with JTF NEO forward command element)?  (JP 3-07.5, Chapter II, paragraph 3d)



	2.3.10
	In countries where a Defense Attaché is not assigned, does the USDR perform necessary diplomatic-type representational responsibilities?



	2.3.11
	USDR Force Protection/Antiterrorism Responsibilities (FP/AT):



	2.3.11.1
	Has the USDR assisted the COM and ECSM in the semiannual coordination and update of the COM-CINC MOA for Security and Force Protection of DoD Elements?  (ED 56-9, paragraph 7b(1))



	2.3.11.2
	Has the USDR coordinated actions affecting FP and requiring higher headquarters involvement with ECSM, ECJ4 and ECJ5 (J4 when the USDR is also the ODC Chief)?  (OPORD 99-01, Appendix 4 to Annex C, paragraph 3d.)



	2.3.11.3
	Has the USDR identified any disparities in security requirements between the Overseas Security Policy Board (OSPB) standards and the OPORD 99-01 standards?  Were the disparities reported to ECSM?  (OPORD 99-01, Appendix 4 to Annex C, paragraph 4a(1) & (2).)



	2.3.11.4
	Has the USDR appointed an individual to be the subject matter expert and advisor on AT/FP?  Has the USDR ensured other DoD elements under the Chief of Mission also appoint an AT/FP officer? (OPORD 99-01, Appendix 4 to Annex C, paragraph 4j.)



	2.3.11.5
	In locations where the USDR office is within a CAA, has the USDR established a capability to gain access to the SIPRNET and use this connectivity to obtain terrorist intelligence and FP operational updates?  If not within a CAA, has the USDR coordinated with DIA to establish such a capability?  (OPORD 99-01, Appendix 4 to Annex C, paragraph 4o.)



	2.3.11.6
	Has the USDR provided FP inputs related to DoD elements, personnel and activities to the EAP?  Have internal plans and procedures been developed to ensure implementation of the EAP?  Has the USDR ensured other DoD elements/ personnel under the cognizance of the USDR have sufficient local implementing directives?  (OPORD 99-01, Appendix 4 to Annex C, paragraph 4p.)



	2.3.11.7
	Based on the existing terrorist threat assessment, has the USDR identified and recommended to HQ USEUCOM those incumbents of high risk billets and their spouses requiring AT resident training? (OPORD 99-01, Appendix 4 to Annex C, paragraph 4q)



	2.3.11.8
	Do country clearance requests advise visitors to annotate travel orders to reflect Chief of Mission or USCINCEUR authority for FP and that country clearance requests certify that all FP/AT training has been accomplished?  (OPORD 99-01, Appendix 4 to Annex C, paragraph 4s)



	2.3.11.9
	Has the USDR ensured all facilities housing DoD activities and personnel have been assessed by the local RSO and are in compliance with OSPB construction standards? (OPORD 99-01, Appendix 4 to Annex C, paragraph 4t)



	2.3.11.10
	Has the USDR:  (OPORD 99-01, Tab A to Appendix 4 to Annex C)

· Ensured all appropriate and practical protective measures against terrorist activities/attacks are implemented and practiced by DoD personnel and their family members? 

· Ensured the level of protective measures implemented are consistent with the known threat and the guidance of the COM and country team for all forces/ elements?.  This applies to all personnel, including those residing in off-U.S. installation accommodations. 

· Assessed the effectiveness of security measures and directed improvements/ corrections on a periodic basis.

· Disseminated DoD/USEUCOM Terrorism Threat Assessments to DoD personnel?

· Compared DoD/USEUCOM assessments with the DOS Threat Analysis Assessments and reported discrepancies through USEUCOM  to DIA for resolution?  

· Based on the terrorist threat assessment, coordinated any proposed changes in the FP posture with the COM? 

· Ensured newly arriving personnel (PCS) have received Level I AT/FP training. 

· Ensured DoD personnel traveling TDY to country have received Level I AT/FP training prior to travel?  Do country clearances specify that individuals must receive training prior to travel.  

· Ensured personnel in billets designated as high risk have received required AT/FP training? 

· Ensured that deployed DoD elements and personnel review, maintain, and exercise their own force protection plans (e.g., hostage/kidnap response or terrorist incident response plans) periodically to ensure adequacy and consistency? 

· Required participation of the unit commanders, heads of DoD organizations, and assigned DoD security officers in frequent discussions and evaluation of threat information derived from the COM’s Emergency Action Committee (EAC)? 

· Ensured threat information from DoD channels is disseminated rapidly and consistently with information available from other USG departments and agencies?  In coordination with the COM (RSO) (and the DATT if the USDR is the ODC chief) informed DoD intelligence channels of any information received regarding possible terrorist existence or activity in the AOR?  




Comptroller

(Office of Coordinating Responsibility: ECJ4-MS)

	Aim:  Determine the effectiveness of the ODC’s stewardship of funds.




	SUB-SECTIONS

	1
	Budgeting

	2
	International Cooperative Administrative Support Services (ICASS)

	3
	Contributed Currency

	4
	Security Assistance Automated Resource Management System (SAARMS) 

	5
	Administration of Activity Operating Funds

	6
	ODC Financial Records

	7
	IMPAC Credit Card/Imprest or Petty Cash Fund

	8
	Civilian Pay

	9
	Travel

	10
	Official Representational Funds (ORF)

	11
	Internal Management Control (IMC) Program


SUB-SECTION 1 – Budgeting

	Aim:  Determine the effectiveness of the ODC in-

· Programming annual expenses for each category of funding authorized;

· Developing annual spend plan(s) based on funding limits (SA and/or OMA funds).




	Reports and Required Documents

	Annual operating budget and ODC Chief’s comments
	3.1.1

	Annual spending plan
	3.1.3

	Budget officer appointment memorandum
	3.1.4


	References Cited:

	DoD 7000.14-R
	Financial Management Regulation, Volume 14, Aug 95 with changes through Mar 98

	DFAS-DE 
	DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, 11 Sep 97

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00


	Indicators



	3.1.1
	Has the ODC prepared and submitted the SA annual operating budget to ECJ4-MS IAW written annual guidance from ECJ4?  Does it include the ODC Chief’s comments?  (ED 90-6, paragraph 10a)



	3.1.2
	Are costs pro-rated between SA and OMA in accordance with the ODC’s Joint Manpower Program billets?  (ED 50-2, Appendix F, paragraph F-3)



	3.1.3
	Has the ODC submitted a proposed annual spending plan based on OMA and SA funding guidance?  (ED 50-2, paragraph 21b)



	3.1.4
	Has a Budget Officer been appointed in writing?  Has a copy of the letter been forwarded to DFAS-DE/IRA and ECCM within three working days after the appointment? (DoD 7000-14-R, Appendix A, DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6b, and ED 50-2, paragraph 11)



	3.1.5
	If the Budget Officer responsibilities have been delegated, does the ODC Chief remain aware of budget status and execution?  How?  (ED 50-2, paragraph 10)




SUB-SECTION 2 – International Cooperative Administrative Support Services (ICASS)

	Aim:  Determine if the ODC-

· Fully understands the services provided under the ICASS agreement; 

· Receives reasonable value for the services provided by DoS;  

· Properly allocate costs among ODC entities (SA agency code=1150; IACP and LAO agency code=2121.1)




	Reports and Required Documents

	Signed ICASS agreement between ODC and embassy
	3.2.1

	Minutes of ICASS meetings
	3.2.4

	ICASS agreements for support of FMS case personnel
	3.2.6


	References Cited:

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00


	Indicators



	3.2.1
	Are annual agreements between the ODC and the embassy signed by the ODC Chief?   (AR 1-75, Chapter 4, (paragraph 4-1b(4))



	3.2.2
	After comparing the ICASS agreement and the ODC’s actual requirements, does the degree of reliance on ICASS seem to be proper?  Could DoD channels provide the services more cost effectively?  (AR 1-75, Chapter 4, (paragraph 4-1b(4) and ED 90-6, paragraph 10e))



	3.2.3
	Are ICASS agreements and charges reviewed twice yearly? Are there any categories of ICASS support for which costs and/or workload factors are not commensurate with services provided?   (AR 1-75, Chapter 4, (paragraph 4-1b(4))



	3.2.4
	Is the ODC Chief a voting member of the ICASS board? Has the ODC Chief attended the board meetings?  Are copies of ICASS board meeting minutes on hand? (AR 1-75, Chapter 1, paragraph 1-4d(3))



	3.2.5
	Does the ODC ensure that FMS case funded and O&M funded personnel are supported through their own ICASS agreements and not the ODC’s?  (AR 1-75, paragraph 1-4b(4))



	3.2.6
	Are there separate ICASS agreements chargeable to the applicable FMS case for embassy support of TAFTs, MTTs, SATs, LTDs, ETSSs?  (ED 90-6, paragraph 10e)




SUB-SECTION 3 – Contributed Currency

	Aim:  Determine if the ODC has captured estimated value of contribution by its host country.




	Reports and Required Documents

	Inclusion of contributed amounts in annual budget submission
	3.1


	References Cited:

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 


	Indicators



	3.3.1
	What items does the ODC include in its contributed local currency budget estimates?



	3.3.2
	Does the Embassy inform the ODC when actual contributions are made by the host country?  Does the ODC then notifies USEUCOM Comptroller, via message, of the amount contributed and the date deposited?  (ED 50-2, paragraph 24 b(3))



	3.3.3
	Does the host country provide assistance-in-kind (AIK)?  If so, do dollar estimates of materials and services provided reflect the estimated value received by the ODC?  Are all AIK items listed and is the means of estimating their value shown? (ED 50-2, paragraph 24 b)




SUB-SECTION 4 – Security Assistance Automated Resource Management System (SAARMS)

	Aim:  To determine the ODC’s effectiveness in-

· Use of SAARMS for financial management;

· Storage, retrieval and backup of ODC financial records;

· Timely and accurate data entry




	Reports and Required Documents

	Status of Funds Report
	3.4.6


	References Cited:

	DoD 7000.14-R
	Financial Management Regulation, Volume 14, Aug 95 with changes through Mar 98

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 


	Indicators



	3.4.1
	Is SAARMS being used to manage financial resources?  (DoD 7000.14-R, Appendix A and ED 50-2, paragraph 7b(4) and Appendix D-2a)



	3.4.2
	Is the ODC making back-up diskettes regularly?  Are the diskettes stored in a secure location?  



	3.4.3
	Is the most recent version of SAARMS being used (currently Version 7.1)?  Are disks stored in a safe location? 



	3.4.4
	Are funding changes and obligations/adjustments posted to SAARMS accurately and on a timely basis?  (ED 50-2, paragraph 7b(4) and (5))



	3.4.5
	Have monthly obligation plans been loaded and updated in SAARMS?  Do the plans in SAARMS accurately reflect the ODC’s intentions?  Are there surplus funds available for reprogramming?  (ED 50-2, paragraph 7b(4) and (5))



	3.4.6
	Is SAARMS kept updated so that it can give accurate status of funds reporting to the ODC chief and funds manager?  (ED 50-2, Appendix D, paragraph D-2a)




SUB-SECTION 5 – Administration of Activity Operating Funds

	Aim:  To determine the ODC’s knowledge of and effectiveness in-

· Funds control and day-to-day management of funds;

· Timely and accurate production of key system feeder reports;

· Reconciling obligations

· Use of MODs and MIPRs




	Reports and Required Documents

	Operating Allotment Ledger
	3.5.2

	Funds certification delegation memorandum
	3.5.3.1

	ODC FCA Form
	3.5.4.1

	Obligation and Disbursement Report (ODR)
	3.5.5.3

	Open Document Listing (ODL)
	3.5.6.1

	Standard Finance System (STANFINS) Detailed Obligation Report (DOR)
	3.5.6.2

	Non-Stock Fund Obligation and Payable (NSFOP) Listing
	3.5.6.5

	Miscellaneous Obligation Document (MOD)
	3.5.8


	References Cited:

	DoD 1015.6
	MWR Fund Account (Limited to activities with MWR funds), 3 Aug 84

	DoD 7000.14-R
	Financial Management Regulation, Volume 14, Aug 95 with changes through Mar 98

	DFAS-DE 
	DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, 11 Sep 97

	DFAS-IN Regulation 37-1
	Finance and Accounting Policy Implementation

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00


	Indicators



	3.5.1
	Has the ODC Budget Officer ensured fund certification is performed prior to incurring obligations?  (DoD 7000.14-R, Volume 14, Chapter 1 and DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(2))



	3.5.2
	Has the ODC Budget Officer established separate records, accounts, and reports for different types of funding (SA, IACP, LAO)? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(3)



	3.5.3.
	Does the Budget Officer have a letter, signed by the ODC chief, delegating authority to certify funds?  (DoD 7000.14R, Volume 14, Chapter 1 and ED 50-2, paragraph 7b(2) and Appendix D)



	3.5.4
	Fund Control Procedures.  



	3.5.4.1
	Have all current fund cite authorization documents, ODC FCA Form dated Jan 96, been posted in SAARMS?  (ED 50-2, Appendix D-2)



	3.5.4.2
	Are funds subject to limitations (e.g., rep funds and funds to purchase uniforms for civilian drivers) properly recorded and adequately monitored by SAARMS?



	3.5.4.3
	Did the ODC obtain ECJ4 and DSCA approval for security assistance-funded quarters leases over $25,000, offshore or foreign made vehicle procurements, armored vehicles, durable/non-expendable equipment, and automation equipment?  (ED 50-2, Appendix H)



	3.5.5
	Obligation Disbursement Report (ODR).



	3.5.5.1
	Has the ODC electronically forwarded the ODR via ISAARMS on the SAN Web to DFAS-DE/IRA with an information copy to ECJ4?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7k(1))



	3.5.5.2
	Are the reports numbered consecutively starting with the first FCA for October through the last FCA for September of that fiscal year?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7k(1))



	3.5.5.3
	Is the obligation feeder report submitted monthly on the last work day of each month (consolidated obligation/disbursement report?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7k(1))



	3.5.5.4
	Has the Budget Officer forwarded to ECJ4-MS and DFAS-DE/IRA the SAARMS FCA balance sheet for reconciliation of obligations and FCA balance NLT 30 August?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(10))

	3.5.6
	Reconciliation





	3.5.6.1
	Has the Budget Officer reconciled monthly the ODL provided by DFAS with the SAARMS ODR to ensure amounts obligated are correct in both systems? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(6))



	3.5.6.2
	Are SAARMS resource control ledgers maintained for reconciling with Standard Finance System (STANFINS) Detail Obligation Report (DOR) for OMA Funds and Open Document Listing (ODL) for SA funds?  (ED 50-2, paragraph 7b(4), 8g(5), 12b, Appendix D)



	3.5.6.3
	Is the ODC reconciling SAARMS OMA postings against the semi-monthly DOR?  Are SA funds reconciled against the ODL?



	3.5.6.4
	Did the ODC reconcile the Status of Funds and ODL (both from SAARMS) with the EUCOM STANFINs monthly?  Did the ODC chief sign to show the reconciliation? (ED 50-2, Appendix D, paragraph d-4a)



	3.5.6.5
	Is the Non Stock Fund Obligation and Payable (NSFOP) listing for OMA funds and ODL for SA funds being reviewed to validate unliquidated obligations and correct Negative Unliquidated Obligations (NULOS) within 30 days of the receipt of the report by the ODC?    (ED 50-2, paragraph 19b and c)



	3.5.6.6
	Has the ODC promptly reported discrepancies to DFAS-DE/IRA? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(6))



	3.5.7
	Obligation Documents



	3.5.7.1
	Has the ODC recorded obligations (travel orders, purchase orders, supply requisitions, lease agreements, MODS, etc) in the month in which they were incurred? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7d)



	3.5.7.2
	Do ODC obligation documents include all information required to complete the accounting classification input to B&F/FMC?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7d and ECJ4-MS electronic guidance)



	3.5.8
	Miscellaneous Obligation Documents.  Have MODS been established for TDY travel, leases or purchases?  (Prohibited)  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7e)

	3.5.9
	Has the ODC verified the accounting classification on all payment vouchers?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7g)



	3.5.10
	Review of Unliquidated Obligations



	3.5.10.1
	Has the ODC reviewed the ODL (SA funds) and the NSFOP Report (OMA funds) to validate the obligation and verify the dollar amount? (DFAS-IN Regulation 37-1, Appendix D, DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7I and ED 50-2, paragraph 19)



	3.5.10.2
	Has the ODC returned the ODL/NSFOP to DFAS-DE-IRA/DFAS-EU after review?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7I and ED 50-2, paragraph 19)



	3.5.11
	Contracts.  



	3.5.11.1
	Are contracts obligated IAW obligation rules?  (ED 50-2, paragraph 16a)



	3.5.11.2
	Are services improperly contracted, i.e., personal service contracts?  Is there any indication the ODC is bypassing the authorized manpower ceiling by the use of contractual services? (DFAS-IN Regulation 37-1, Chapter 8 and ED 50-2, paragraph 16b)



	3.5.11.3
	Has the ODC entered into any contractual agreements with vendors?  (Prohibited)  (ED 90-6, paragraph 10i)



	3.5.12
	Utilities and Communications.  



	3.5.12.1
	If a Military Interdepartmental Purchase Request (MIPR) is used are the following procedures being followed?  (ED 50-2, Appendix F, paragraph F-8)

· Is a direct fund cite MIPR established to pay utility/communication bills?  Is it amended each quarter?

· Do MIPRs record utilities and communication services as of the month in which the billing period ends, even if the billing period is split between fiscal years?

· Are utility/communication bills sent to the ODC for review and approval prior to payment by the Embassy Budget and Finance Office? 

· Is the MIPR properly obligated in SAARMS?  Are payments posted to the MIPR and are available balances evaluated and adjusted to meet anticipated remaining requirements?  



	3.5.12.2
	If a Miscellaneous Obligating Document (MOD) is used are the following procedures being followed?  (ED 50-2, Appendix J)

· Do MODs record utilities and communication services as of the month in which the billing period ends, even if the billing period is split between fiscal years? (ED 50-2, Appendix J)

· How are amounts calculated for MODs?  Are estimated amounts for MODs based upon historical usage rates/patterns?  (ED 50-2, Appendix J, paragraph J-2d)

· Are MODs reconciled with the actual bills upon receipt?  Are proper adjustments made to the recorded obligation?  (ED 50-2, Appendix J, paragraph J-2b(1))



	3.5.14
	MWR Fund Account.  (DoD 1015.6)



	3.5.14.1
	Does the activity have unit funds?  Are monies credited in accordance with the activity's personnel ratio?



	3.5.14.2
	Are monies being expended within guidelines?  Are internal controls in place?




SUB-SECTION 6 – ODC Financial Records

	Aim: To determine if the ODC maintains accurate, complete financial records, enabling reconciliation of obligations and historical tracking of spending.




	Reports and Required Documents

	T-20 Funding Documents
	3.6.1

	Annual Funding Plan (AFP)
	3.6.2

	Financial Historical Records
	3.6.4


	References Cited:

	DoD 7000.14-R
	Financial Management Regulation, Volume 14, Aug 95 with changes through Mar 98

	DFAS-DE 
	DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, 11 Sep 97

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 


	Indicators



	3.6.1
	Does the ODC maintain a record of T-20 and OMA funding documents with all changes? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7b and ED 50-2, paragraphs 9 and 10)



	3.6.2
	Are appropriate records established for fund authorities that the ODC receives from other agencies (MILDEPS) and those of different fund categories (OMA, FMS)? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7b and ED 50-2, Appendix D)



	3.6.3
	Has the ODC established and maintain a file system that allows proper and responsive financial management practice?  (DoD 7000.14-R, DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7c, and ED 50-2, paragraph 7)



	3.6.4
	Has the ODC incorporated the following recommended files: (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7c)

· Annual Funding Program (with changes)

· Funding Documents

· Feeder Data Reports

· Obligation Documents and related vouchers

· Transmittal Letters

· Policy Messages

· Open Document Lists




SUB-SECTION 7 – IMPAC Credit Card, Imprest or Petty Cash Fund

	Aim:  To determine ODC effectiveness in-

· Use of the IMPAC card or imprest funds as an alternative purchasing tool;

· Use of the IMPAC card or imprest funds to achieve savings;

· IMPAC card and imprest fund accountability




	Reports and Required Documents

	Approving Official appointment memorandum
	3.7.3

	Imprest Fund appointment memorandum
	3.7.4

	Customer copy of IMPAC charge slips
	3.7.16

	IMPAC transaction log
	3.7.17

	Quarterly inspection of imprest fund
	3.7.18

	Imprest Purchase Log
	3.7.20

	Monthly IMPAC Statement of Account
	3.7.21

	Monthly IMPAC Summary Statements
	3.7.24

	IMPAC purchase supporting documentation
	3.7.25


	References Cited:

	FAR
	Volume 13, Simplified Acquisition Procedures

	USD (Comptroller) Memo, 20 Nov 98
	DoD Policies for Accountable Officials and Certifying Officers Using the Government Purchase Card

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97

	USAREUR
	Standing Operating Procedure Number 22, Standing Operating Procedures for IMPAC Usage, 7 Oct 96


	Indicators



	3.7.1
	Is there a valid requirement for the IMPAC card or Imprest fund?  (FAR, Chapter 13)



	3.7.2
	Does the ODC Periodically review and determine whether there is a continuing need for the imprest fund and that the amount of funds are not in excess of actual needs?  (FAR, Chapter 13, paragraph 13.305.2)



	3.7.3
	Has the purchase card approving official been appointed?  Have the approving official and cardholder signed statements acknowledging responsibilities?  (DoD Policies for Accountable Officials and Certifying Officers Using the Government Purchase Card)



	3.7.4
	Has an individual been designated to make purchases using imprest funds?  (FAR, Chapter 13, paragraph 13.305.2(c)(1))



	3.7.5
	Did any single transaction exceed $600 (imprest fund) or the IMPAC cardholder’s purchase limit?  (ED 50-2, Appendix H, paragraph H-4a)



	3.7.6
	Do the cardholder’s purchases for any single month exceed the monthly cardholder limit established by the approving official? (USAREUR SOP No. 22, paragraph 9b)



	3.7.7
	Do petty cash/Imprest fund expenditures comply with embassy dollar ceilings for individual transactions?  Are purchases proper?  (ED 50-2 and DFAS-IN Manual 37-1)



	3.7.8
	Does the cardholder split requirements to stay within the required dollar parameters? (Prohibited) (FAR 13.602(c)1 and USAREUR SOP No. 22, paragraph 11c(1)) 



	3.7.9
	Is the ODC imprest fund clerk familiar with controlling regulations?  Have the IMPAC cardholder and approving official been trained and certified by the regional contracting office?  (ED 50-2, Change 1, paragraphs P-5a(6) and P-5b(6))



	3.7.10
	Are IMPAC and Imprest fund purchases appropriate or should the purchases have been made with a contract?  (ED 50-2, Change 1, paragraph P-5b(2))



	3.7.11
	Has anyone other than the cardholder made purchases with the IMPAC or IMPAC account number? (USAREUR SOP No. 22, paragraph 11a) 



	3.7.12
	Has the IMPAC been used for cash advances, rental or lease of land or buildings, or purchase of telecom services?  (Prohibited)  (USAREUR SOP 22, paragraph 12a)



	3.7.13
	Are items purchased over the counter immediately available (No back ordering is allowed)? (USAREUR SOP No. 22, paragraph 11c(2)) 



	3.7.14
	Are items purchased over the telephone delivered during the 3-day billing cycle?  (USAREUR SOP No. 22, paragraph 11c(3))



	3.7.15
	Has the cardholder informed the merchant that the purchase is for U.S. Government purposes and therefore not subject to state or local sales taxes?  (USAREUR SOP No. 22, paragraph 11c(5))  



	3.7.16
	Does the cardholder obtain a customer copy of the charge slip for all over-the-counter purchases?  (USAREUR SOP No. 22, paragraph 14 14a(1))



	3.7.17
	When making purchases by telephone, does the cardholder document the transaction on a log, and attach any shipping documents associated with the order?  (USAREUR SOP No. 22, paragraph 14a(2))



	3.7.18
	Are unannounced inspections of the Imprest fund, to include a cash count, made at least quarterly per DoS Sub-Cashier policies? 



	3.7.19
	Is a joint review done at least quarterly by the Imprest fund cashier and the procurement officer to ensure established amounts are consistent with the average monthly usage? 



	3.7.20
	Has the ODC established procedures to register:  (FAR, Chapter 13, paragraph 13.3052(c)(2))

· Receipt and acceptance of supplies and services?

· Receipt of cash by the supplier?

· Cash advances and reimbursements?



	3.7.21
	Does the cardholder reconcile information on the monthly statement of account (filling in a description for each purchase, entering the appropriate funding document number, attaching all supporting documentation, sign the statement and then forward it to the approving official?  (USAREUR SOP No. 22, paragraph 14c)



	3.7.22
	If no transaction documentation was available to send to the approving official with the statement, did the cardholder attach an explanation including an item description, date of purchase, merchant’s name, and why there was no supporting documentation?  (USAREUR SOP No. 22, paragraph 14d)



	3.7.23
	Are IMPAC card or Imprest fund allocation amounts being properly obligated?  Are purchase requests routed through the ODC budget analyst so the analyst can certify that funds are available?  Are payments posted to the established obligations?  Is there an accurate balance showing amounts remaining on the original obligation?  (ED 50-2, Change 1, paragraph P-5a(7))



	3.7.24
	Are monthly summary statements signed by the IMPAC approving official within four days of receipt from the cardholder and then forwarded with the signed cardholder statements to the servicing resource management office?   (ED 50-2, Change 1, paragraph P-5b(3))  



	3.7.25
	Does the approving official retain supporting documentation of purchase by attaching it to the copy of the cardholder’s monthly statement?  (USAREUR SOP No. 22, paragraph 14f(4))



	3.7.26
	If the cardholder has purchased equipment items, has the cardholder received ECJ4 prior approval and are those items under the ODCs CTA/JTA?



	3.7.27
	Are all accountable property items purchased using the card reported to the Property Book Officer for addition to the property book?  (ED 50-2, Change 1, paragraph P-6b(3))



	3.7.28
	Prior to paying for the repair of office equipment, has the cardholder coordinated with a contract repair representative to ensure the equipment is not covered under an existing preventive agreement or warranty?




SUB-SECTION 8 – CIVILIAN PAY

	Aim:  To determine ODC effectiveness in-

· Programming civilian pay as a part of the overall SA budget;

· Reconcile payroll obligations with actual disbursements;




	Reports and Required Documents

	Miscellaneous Obligation Document
	3.8.1.3

	Time and Attendance Messages
	3.8.1.7

	Payroll Vouchers
	3.8.2.2

	Payroll Disbursement Feeder Report
	3.8.2.3


	References Cited:

	DFAS-DE 
	DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, 11 Sep 97

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97 


	Indicators



	3.8.1
	U.S. Civilian Pay



	3.8.1.1
	Has the Budget Officer received SA-funded civilian pay funding targets from ECJ4-RM?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.1.2
	Has the Budget Officer loaded the target amount for SA-funded civilian pay costs into SAARMS? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.1.3
	Has the Budget Officer established and reported a quarterly MOD to DFAS/DE-IRA for SA funds and to DFAS-Europe for OMA funds to cover these costs?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.1.4
	Has the ODC received disbursing data from the servicing payroll office?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.1.5
	Upon receipt of actual disbursements, has the ODC recorded the disbursements in SAARMS and produced a disbursement feeder data report?  Has the report been forwarded to DFAS-DE/IRA along with the payroll vouchers?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))

	3.8.1.6
	Has the Budget Officer updated SAARMS to reflect actual payroll disbursement values? (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.1.7
	Has the Budget Officer sent T&A messages and all other supporting records pertaining to US civilian pay directly to the supporting civilian pay office?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 6c(8))



	3.8.2
	FSN Pay.



	3.8.2.1
	Has the ODC recorded and reported in SAARMS a quarterly MOD for FSN payroll at the beginning of each quarter?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(2)(c))



	3.8.2.2
	Has the ODC requested from the disbursing office a copy of payroll vouchers and back-up supporting documentation upon the completion of each payroll period?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(2)(c))



	3.8.2.3
	Has the ODC recorded the disbursements in SAARMS and generated disbursement feeder data report?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(2)(c))



	3.8.2.4
	Has the ODC adjusted the quarterly payroll MODs on a monthly basis to reflect actual disbursed payroll costs?  (DFAS-DE Consolidated SAO Installation-Level Accounting Procedures, paragraph 7a(1)(a))



	3.8.3
	Does the number of civilians assigned match with the number of authorizations on the JMP?  (ED 50-2, Appendix N, paragraph N-2)



	3.8.4
	Are assigned personnel charged to the proper pay account?  (ED 50-2, Appendix N, paragraph N-6a and b)



	3.8.5
	If civilian overtime was paid, was it approved in advance?  Was it justified?  




SUB-SECTION 9 – TRAVEL

	Aim:  Determine the ODC’s effectiveness in-

· Monitoring travel requirements and budgeting accordingly;

· Preparing supporting travel orders;

· Use and stewardship of the Government Travel Card Program




	Reports and Required Documents

	Memorandum requesting ODC Chief travel outside area of accreditation
	3.9.5

	Paid travel voucher copies
	3.9.10


	References Cited:

	US Law
	Travel and Transportation Reform Act of 1998

	ED 50-2
	Administration and Control of Financial Resources, 16 Apr 96 and 

Change 1, 2 Jan 97

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	SM 30-1
	Preparation of Travel Orders, 24 Aug 93 include changes

	USEUCOM ECJ4-ID msg 111326 Aug 00
	Approval and Authorization of TDY Travel Orders

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00


	Indicators



	3.9.1
	Are US carriers used if available?  (SM 30-1 paragraph 7e(2))



	3.9.2
	Does the ODC have a certificate or memo justifying the use of a foreign-flagged carrier on file and a copy appended to the travel voucher (for travel with foreign dignitaries)?  (ED 90-6, paragraph 20d)



	3.9.3
	Are procedures established to ensure travelers submit vouchers and FSNs settle travel advances?  Is the time lag in filing travel vouchers consistent with established policy?  (ED 50-2, paragraph 15b)



	3.9.4
	Was the TDY travel adequately justified?  Was the purpose specific?  Was travel outside the ODC’s AOR approved by the Chief?  (ED 50-2, paragraph 15g)



	3.9.5
	Were ODC Chief travel outside the ODC area of accreditation forwarded to ECJ4-ID NLT 8 working days prior to departure?  Is a copy of the approval field with the voucher?  (ED 90-6, paragraph 21b)



	3.9.6
	Was “variation authorized” clearly justified?  (SM 30-1 Appendix C, paragraph 11)



	3.9.7
	Is dependent travel, to include travel as an essential non-medical attendant, properly documented, and were Invitational Travel Orders (ITOs) used rather than DD Form 1610?  (SM 30-1 paragraph 15b)



	3.9.8
	Were the correct TDY fund citations used when both FMS case and operating funds were involved?  (SM 30-1, Appendix C, paragraph 19)



	3.9.9
	Have service-related physical examinations been funded by the respective services rather than by using ODC funds?  (SM 30-1 paragraph 15a2)



	3.9.10
	Have travel expenses for travel to a station for test of military specialty proficiency (e.g., language) and re-qualification been charged to the responsible service?          (AR 1-75, paragraph 4-4a)



	3.9.11
	Do ODC fiscal personnel receive copies of paid travel vouchers for reconciling obligation estimates?  (ED 50-2, paragraph 15b(3))



	3.9.12
	To provide a proper check and balance, are at least two different signatures reflected on each travel order for the following signatures:  Requesting Official, Approving Official, and Authorizing Official?  (SM 30-1 paragraph 7b)



	3.9.13
	If the ODC is staffed with only one military or civilian member, are orders forwarded to ECJ4-ID for approval (Block 18 of the DD Form 1610)?  (ECJ4-ID Msg 111326Z Aug 00, paragraph 2B)



	3.9.14
	Is the approval official for Block 18 of the DD Form 1610 the Director or Deputy Director or the next senior individual if the Director and Deputy Director are not available?  Are non-ODC personnel (e.g., DATT) approving ODC travel orders (prohibited)?  (ECJ4-ID Msg 111326Z Aug 00, paragraph 2A)



	3.9.15
	Is Block 20 (Order Authorizing Official) completed by the ODC executive/administrative officer, resource manager, or ECJ4-MS?  (ECJ4-ID Msg 111326Z Aug 00, paragraph 2C)



	3.9.12
	Government Travel Charge Card (GTCC). 



	3.9.12.1
	Are GTCCs issued to US military and civilian employees (including foreign nationals)?   (Use by all federal employees is mandatory per the Travel and Transportation Act (TTRA) of 1998.) (FMR, Volume 9, Chapter 3, paragraph 0303)



	3.9.12.2
	Do travel orders: (FMR, Volume 9, Chapter 3, paragraph 0303)

· Include a statement notifying travelers of the requirement to use the GTCC?

· Indicate whether the traveler is a cardholder?  If so, is the traveler exempt from the mandatory provision of the TTRA?

· Indicate that the traveler shall obtain cash, as authorized, via ATMs?



	3.9.12.3
	Are the cards being used to the maximum extent possible to fund TDY travel   (airlines, hotels, and rental cars)?  (FMR, Volume 9, Chapter 3, paragraph 0303)


	3.9.12.4
	Does the program monitor ensure all assigned cardholders receive training and understand their responsibilities for the card’s use?  (FMR, Volume 9, Chapter 3, paragraph 0306)


	3.9.12.5
	Does the program monitor or ODC Chief suspend cardholder privileges when an account reaches 60 days past due?  (FMR, Volume 9, Chapter 3, paragraph 0309)


	3.9.12.6
	Is the ODC Chief notified in all cases of card misuse or account delinquency?  (FMR, Volume 9, Chapter 3, paragraph 0309)


	3.9.12.7
	Are procedures in place to take corrective action when ODC Chief is notified of violations or of delinquent payments?  (FMR, Volume 9, Chapter 3, paragraph 0306)



SUB-SECTION 10 - OFFICIAL REPRESENTATION FUNDS (ORF)

	Aim:  Determine the ODC’s effectiveness and propriety in the use of Official Representation Funds.




	Reports and Required Documents

	Letter of Appointment as Representation Fund Custodian
	3.10.1.1

	Monthly Feeder Reports
	3.10.1.1

	ORF event receipts, guest lists, and payment vouchers
	3.10.2

	SSRS for OMA ORF requests
	3.10.2.1


	References Cited:

	DoD 5500.7-R
	Joint Ethics Regulation

	DoD 7250.13
	Official Representation Funds, 23 Feb 89 (Limited to those activities with SA representation funds)

	CJCSI 7201.01
	Combatant Commander’s Official Representation Funds, 15 Aug 99 (For O&M representation activities)

	ED 50-12
	Administration of Representation Funds (Limited to those activities with representation funds), 9 Nov 94

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00


	Indicators



	3.10.1
	For SA representation funds:



	3.10.1.1
	Has the ODC Chief delegated the position of Representation Fund Custodian and (if delegated to other than the Fiscal Officer) is that delegation of authority on file?  (ED 50-12, paragraph 6e).    Is the expense code for SA representation funds being used properly  (----XR)?  Do SAARMS entries show the cost and date of each event funded, and the available balance?  Are amounts included in monthly feeder reports?  (ED 50-12, paragraph 7b(7))



	3.10.1.2
	Are expenditures adequately supported by guest lists, actual bills/receipts, and payment vouchers?  Do the certifying and approval official certify the propriety and correctness of expenditures prior to submitting reimbursement vouchers?   (ED 50-12, paragraph 7b(5))



	3.10.1.3
	Are obligations submitted the month in which a function is held?  Are cumulative obligation amounts within the AFP and obligation targets issued by ECCM-B?



	3.10.1.4
	Are DoS criteria establishing dollar ceilings for various representation activities on file with the ODC fund custodian?  (ED 50-12, paragraph 7b(9))



	3.10.1.5
	Are costs for representation activities within the DoS ceilings?  If not, have supplemental vouchers been filed to recoup out-of-pocket expenses?  (ED 50-12, paragraph 8k)



	3.10.1.6
	Are representation funds used to purchase gifts, tokens, and calling or greeting cards?    (DoD 5500.7-R, paragraph 2-203 and AR 1-75, Chapter 4, paragraph 4-7f)



	3.10.1.7
	Upon receipt of a limit on representation funds, does the ODC reevaluate its budget submission and develop a specific program to use funds?  (ED 50-12, paragraph 7b(3))



	3.10.2
	For O&M ORF Requests:



	3.10.2.1
	Has the ODC Representational Fund Custodian forwarded each request for ORF to ECCM via SSRS?  Does the request contain sufficient detail to justify the expense?  (CJCSI 7201.01, paragraph 1d(4)



	3.10.2.2
	Does the request contain all data prescribed in Appendix B to CJCS 7201.01? (CJCSI 7201.01, paragraph Appendix B, paragraph 2b)



	3.10.2.3
	Are the prescribed guest:host ratios observed in all ORF events?  (CJCSI 7201.01, paragraph 2b(8)

· 4:1 in parties of less than 30

· 1:1 in parties of 30 or more



	3.10.2.4
	Has the ODC forwarded as soon as practical, but not later than 30 days after the event complete documentation to ECCM? (CJCSI 7201.01, Appendix B, paragraph 2d)



	3.10.3
	Representation Fund Stockage.



	3.10.3.1
	Does the ODC maintain a representation fund stockage perpetual inventory?           (ED 50-12, paragraph 7b(8))



	3.10.3.2
	Does the inventory include the date, quantity consumed, description of acquired items, and balance on hand?  (ED 50-12, paragraph 7b(8))



	3.10.3.3
	When the items are drawn from stock, is the date, event, quantity, and balance remaining recorded?  (ED 50-12, paragraph 7b(8))



	3.10.3.4
	Has the Representational Fund Custodian (RFC) insured that representation fund stockage does not exceed a 3-month requirement?  (AR 37-47, paragraph 3-4)



	3.10.3.5
	Does the RFC inventory and reconcile stockage semiannually and when custodianship of funds is transferred?  (AR 37-47, paragraph 3-4)



	3.10.3.6
	Are ORF purchased of any kind presented to DoD military and civilian personnel? (Prohibited)  (AR 37-47, paragraph 2-9c)




SUB-SECTION 11 – INTERNAL MANAGEMENT CONTROL (IMC) PROGRAM

	Aim:  To determine the ODC’s fiscal oversight and risk assessment in the execution of financial operations.




	Reports and Required Documents

	Annual Statement of Assurance
	3.11.1


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00


	Indicators



	3.11.1
	Has the ODC submitted the annual statement of assurance by 20 Oct of each year and the semi-annual feeder reports by 10 April and 10 Oct?  (ED 90-6, paragraph 10f)
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Logistics

(Office of Coordinating Responsibility: ECJ4)

	Aim:  Determine if all property items and vehicles belonging to, arriving in, or departing from the command are accounted for, managed, maintained, and safeguarded; determine if planning for automated systems is adequate; determine if the ODC’s facilities are support the ODC’s mission.




	SUB-SECTIONS

	1
	Accountability

	2
	Property Authorizations

	3
	Property Book (APAS)

	4
	Document Register (APAS)

	5
	Inventories

	6
	Hand Receipts

	7
	Non-tactical Vehicles and Non-tactical Armored Vehicles

	8
	ADP Planning and Procurement

	9
	Facilities


SUB-SECTION 1 – Accountability

	Aim:  

· Determine if the ODC has assumed or assigned accountability for property. 

· Ensure all government property within his or her command is properly used and cared for and that proper custody and safekeeping are provided.  ODC chiefs have command responsibility, which may not be delegated, and accountability, which may be delegated

· The obligation to keep records of property, documents, or funds.  The accountable officer will maintain a formal set of property accounting records that show, on a continuing basis, the item identification, gains and losses, on-hand balances, conditions and location of all property.


	Reports and Required Documents

	ODC chief or PBO’s statement assuming accountability for ODC property
	4.1.1 & 4.1.2


	References Cited

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	AR 735-5
	Policies and Procedures for Property Accountability, 31 Jan 98

	DA Pamphlet 710-2-1
	Using Unit Supply System Manual Procedures, 31 Dec 97


	Indicators

	4.1.1
	If the ODC chief remains the accountable officer, he or she must sign and retain on file the statement acknowledging accountability at 4.1.2.4 (AR 710-2, paragraphs 2-5h and 2-10c; DA Pam 710-2-1, paragraph 5-2).



	4.1.2
	If a PBO is appointed, the PBO must sign and keep on file the following statement to acknowledge accepting responsibility for the unit’s property: "By authority of (indicate appointing document and date), I hereby assume property book accountability for the property in the quantity shown on each record of this property book file.  I further assume direct responsibility for property not issued on hand receipt.”  (AR 710-2, paragraph 2-5h; DA Pam 710-2-1, paragraph 5-2).



	4.1.3
	The ODC chief may appoint a property book/accountable officer.  The PBO must be a commissioned or warrant officer or a properly qualified DoD civilian (AR 735-5, paragraph 2-10a).



	4.1.4
	An NCO or a foreign service national may not be a PBO unless there is no officer or DoD civilian present in the organization (AR 735-5, paragraph 2-10a(3) and (5)).



	4.1.5
	A person may not hold the dual functions of PBO and IMPAC credit card ordering officer (AR 735-5, paragraph 2-10b)




SUB-SECTION 2 – Property Authorizations

	Aim:  Determine if the ODC has authorization documents for all non-expendable property and if the ODC has done the required annual reconciliation of authorizations. 




	Reports and Required Documents

	Joint Table of Allowances
	4.2.1

	Documentation showing authorizations or property obtained under USAREUR MWR program
	4.2.1

	Listing of items self-authorized ODC under CTA 50-909
	4.2.2

	Proposed JTA change or interim approval for purchase of items not currently authorized under ODC’s JTA
	4.2.3

	Memorandum or other document showing reconciliation of authorizations
	4.2.5

	Memo or endorsement by ODC chief acknowledging reconciliation of authorizations
	4.2.6

	Revised JTA (in lieu of fourth change or after two years)
	4.2.7


	References Cited

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	AR 735-5
	Policies and Procedures for Property Accountability, 31 Jan 98

	DA Pamphlet 710-2-1
	Using Unit Supply System Manual Procedures, 31 Dec 97

	CTA 50-909
	Common Table of Allowances for Office and Housing Equipment


	Indicators

	4.2.1
	Does the ODC have copies of current JTA and MWR authorizations? (AR 710-2, paragraph 2-4a)



	4.2.2
	Is there a listing of items the ODC chief has determined are authorized the ODC under CTA 50-909?



	4.2.3
	The JTA provides the authority to requisition non-CTA equipment.  Has the ODC requested a JTA change and received interim approval from ECJ4 for items on hand or on requisition that are not authorized by the current JTA or another authorization document? (AR 1-75, paragraphs 5-1 through 3; ED 90-6, paragraph 11b) 



	4.2.4
	Has the ODC reconciled authorizations to determine that all authorized items are still needed, and that authorized quantities reflect the ODC’s actual needs?  If items are no longer needed, has the ODC requested their deletion via a change to the JTA? (AR 1-75, paragraph 5-2c; AR 710-2, paragraph 2-4b)



	4.2.5
	Did the PBO provide a memorandum documenting the reconciliation (4.2.4) and its results  to the ODC chief? (AR 710-2, paragraph 2-4b)



	4.2.6
	Did the ODC acknowledge the reconciliation in writing? (AR 710-2, paragraph 2-4b)



	4.2.7
	Has the ODC submitted a revised JTA in lieu of the fourth JTA change or after two years, whichever occurs first? (AR 1-75, paragraph 5-2c(2)(a))




SUB-SECTION 3 – Property Book

	Aim:  Determine if the ODC is using the Automated Property Accountability System as a replacement for the fully manual system and if the ODC is recording property book page information for all authorized property that requires such accountability. 




	Reports and Required Documents

	Property book (APAS) entries for all authorized items
	4.3.1

	Property book (APAS) entries for all CTA 50-909 items on hand
	4.3.2

	Property book (APAS) entries for all leased equipment
	4.3.3

	Requisitions for authorized property that is not on hand
	4.3.4

	Property book (APAS) entries for all negotiable media
	4.3.5


	References Cited

	JTA
	Joint Table of Allowances (JTA), ODC or ODC specific

	ECJ4 Enhanced MWR
	Message or other document showing MWR authorization

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	AR 735-5
	Policies and Procedures for Property Accountability, 31 Jan 98

	DA Pamphlet 710-2-1
	Using Unit Supply System Manual Procedures, 31 Dec 97

	CTA 50-909
	Common Table of Allowances for Field and Garrison Furnishings and Equipment


	Indicators

	4.3.1
	Has the ODC made property book (APAS) entries for all its authorized property, even if the property is not on hand? (AR 710-2, paragraph 2-5a)



	4.3.2
	Has the ODC made property book (APAS) entries for all on hand CTA 50-900 and CTA 50-909 (less FSC 7110, 7125, 7195) items? (AR 710-2, paragraph 2-5a(2 a and b)) 



	4.3.3
	Has the ODC made property book (APAS) entries for leased equipment (DA Pam 710-2-1, paragraph 4-1i)  



	4.3.4
	Does the ODC have all authorized property on hand or on order? (AR 710-2, paragraph 2-6a)



	4.3.5
	Does the property book contain entries for negotiable media such as gas credit cards and telephone cards? (AR 710-2, paragraph 2-5a(17))




SUB-SECTION 4 – Document Register

	Aim: Determine if the ODC is using the document register to record all requisitions and turn-ins; determine if ODC is using supporting document files. 

     


	Reports and Required Documents

	Document register entries for requisition, turn-in, or transfer of property book items
	4.4.1

	Supporting document files for non-expendable property book item transactions
	4.4.2


	References Cited

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	DA Pam 710-2-1
	Using Unit Supply System (Manual Procedures) 31 Dec 97


	Indicators

	4.4.1
	Has the ODC made document register entries to support transactions for non-expendable items?  (AR 710-2, paragraph 2-6h; DA Pam 710-2-1, paragraph 2-23a(1) and 2-23d))



	4.4.2
	Does the ODC maintain a supporting document file to support entries made in the non-expendable document register; are documents in the file arranged by document register number? (DA Pam 710-2-1, paragraph 4-16a and b)



	4.4.3
	Does the ODC chief review open supply requests and validate them quarterly? (AR 710-2, paragraph 2-7d)




SUB-SECTION 5 – Inventories

	Aim: Determine if the ODC is conducting and documenting required inventories.




	Reports and Required Documents

	Documentation of inventories (current and past year)
	4.5.2

	Adjustment documents that correct deficiencies found during inventories
	4.5.3

	PBO copy of inventory list
	4.5.5


	References Cited

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	DA Pam 710-2-1
	Using Unit Supply System (Manual Procedures) 31 Dec 97


	Indicators

	4.5.1
	Has the ODC conducted, at a minimum, an annual inventory of all property book items?  (DA Pam 710-2-1, paragraph 9-6a)



	
	Note: There is no requirement for an annual inventory of quarters furnishings or for posting of changes to quarters hand receipts. (AR 710-2, paragraph 2-10g(1)(c)) 



	4.5.2
	Did the ODC document inventory results by a memorandum (DA Pam 710-2-1, paragraph 9-6b(11))



	4.5.3
	Did the ODC correct the deficiencies found during the inventory? (DA Pam 710-2-1, paragraph 9-6b(10))



	4.5.3
	Did the ODC send a copy of the inventory results memorandum to ECJ4? (DA Pam 710-2-1, paragraph 9-6b(11))



	4.5.4
	Has the PBO required outgoing and incoming hand-receipt holders to conduct a joint inventory prior to departure of the outgoing hand-receipt holder?  (AR 710-2, paragraph 2-12; DA Pam 710-2-1, paragraph 9-3)



	4.5.5
	If an inventory list is used in lieu of a hand receipt, does the PBO have a file copy of the inventory list and a copy posted in the area of the inventory-listed property?  Has the accountable officer conducted a semi-annual inventory of the property on the inventory list? After the inventory, did the accountable officer note deficiencies (if any) and sign the list as required? (AR 710-2, paragraph 2-10g(4); DA Pam 710-2-1, paragraph 5-7d)




SUB-SECTION 6 – Hand Receipts

	Aim: Determine if the ODC has assigned direct responsibility for property to users; determine if hand receipts are properly updated.




	Reports and Required Documents

	Signed and current hand receipts for all hand receipt holders
	4.6.1

	Inventory lists (if used)
	4.6.3


	References Cited

	AR 710-2
	Inventory Management Supply Policy Below the Wholesale Level, 31 Oct 97

	DA Pam 710-2-1
	Using Unit Supply System (Manual Procedures) 31 Dec 97

	AR 735-5
	Policies and Procedures for property Accountability, 31 Jan 98


	Indicators

	4.6.1
	Has the PBO established direct responsibility by issuing property to users on hand receipts? (DA Pam 710-2-1, paragraph 5-3, & AR 735-5, paragraph 2-8)



	4.6.2
	Do hand receipts for quarters furnishings include condition codes? (AR 710-2, paragraph 2-10g(1)(a1)) 



	4.6.3
	Are inventory lists used when it is impractical to assign responsibility for property to a  person?  An example of this would be a conference room or multi-use classroom.  If an inventory list is used, the PBO remains responsible for the property.  Is a copy of the inventory list conspicuously posted in the area concerned? Are quantities brought forward to the next column on the DA Form 2062 and has the PBO signed? (AR 710-2, paragraph 2-10g(4); DA Pamphlet 710-2-1, paragraph 5-7)



	4.6.4
	Are hand receipts kept current by posting changes immediately? (DA Pam 710-2-1, paragraph 5-3d) 



	4.6.5
	Note: There is no requirement to post changes to quarters hand receipts. (AR 710-2, paragraph 2-10g(1)(c))   



	4.6.6
	If hand receipt change documents are used rather than updating changes immediately, are changes posted so that the oldest change document is no more than six months old? (DA Pam 710-2-1, paragraph 5-3d(1-2a))



	4.6.7
	Are negotiable media (gas, credit, and telephone cards) issued and accounted for through hand receipt procedures? (DA Pam 710-2-1, paragraph 5-3a)


SUB-SECTION 7 – Non-tactical and Non-tactical Armored Vehicles

	Aim: Determine if the ODC is properly using, maintaining, and safeguarding its vehicles.




	Reports and Required Documents

	Vehicle standard operating procedures
	4.7.2

	Exception to policy from ECJ4 for deviations from requirements of ED 64-2 
	4.7.3

	Appointment memorandum for non-tactical vehicle manager
	4.7.5

	Appointment memorandum for vehicle dispatcher
	4.7.6

	Annual non-tactical vehicle usage report
	4.7.7

	Domicile to duty authorization from HQ USEUCOM
	4.7.8

	Historical usage records
	4.7.11

	Accident reports and investigation reports conducted after accidents
	4.7.14

	Annual NTAV report (if NTAV assigned)
	4.7.15

	Approval to modify protective capabilities of an NTAV
	4.7.17


	References Cited

	ED 64-2
	Management of Non-tactical Vehicles, 19 Mar 98

	ED 90-6
	Administration of Security Assistance Organizations (ODC), 30 Jan 00

	ECJ4 Policy Letter 

88-1
	Subject: Accident reporting, 30 Oct 87.  Extended by ECJ4 MSG 210534Z SEP 90.

	HQ USEUCOM OPORD 99-01
	Antiterrorism/Force Protection, Mar 99

	AR 58-1
	Management, Acquisition and Use of Motor Vehicles, 28 Jan 00


	Indicators

	4.7.1
	Are vehicles being dispatched for official use only? (ED 64-2, paragraph 7b and AR 58-1, paragraph 2-3)



	4.7.2
	Does the ODC have a written SOP for managing its vehicles, and does it cover the requirements in ED64-2? (ED 64-2, paragraph 8d)



	4.7.3
	If the ODC is not using the dispatch procedures in ED 64-2, was an exception to policy obtained from ECJ4-IDS? (ED 64-2, paragraph 9h(2))



	4.7.4
	Has the ODC provided a copy of its vehicle SOP to ECJ4? (ED 64-2, paragraph 8d(2))



	4.7.5
	If the ODC chief is not managing the ODC’s vehicles, has a vehicle manager been appointed in writing? (ED 64-2, paragraph 7a)



	4.7.6
	If the ODC chief has not appointed a vehicle manager, has he or she appointed a vehicle dispatcher? (ED 64-2, paragraph 9e(1))



	4.7.7
	Has the ODC submitted an annual NTV usage report to ECJ4 by 30 Oct?  (ED 64-2, paragraph 9h)



	4.7.8.1
	If domicile-to-duty (D-T-D) transportation authorized, is the quarterly approval from HQ USEUCOM on file?  (AR 1-75, paragraph 3-9d)



	4.7.8.2
	Are DA Form 1970 or equivalent logs kept to record the information required for D-T-D use of vehicles?  (AR 58-1, paragraph 4-7a-g) 



	4.7.8.3
	Are the D-T-D logs retained in the local files area for three years?  (AR 58-1, paragraph 4-7)



	4.7.9
	If adequate and secure parking for the ODC’s vehicles is not available, has the ODC identified this shortfall to ECJ4? (ED 64-2, paragraph 9a(2))



	4.7.10.1
	Does the vehicle manager or dispatcher have a cyclic maintenance program for tracking and scheduling operator and dealer-level maintenance? (ED 64-2, paragraph 9e(2)(h))  



	4.7.10.2
	Are all vehicles given annual safety (see AR 58-1, figure 10-1) and serviceability inspections? (AR 58-1, paragraph 10-2b(1-2))



	4.7.11
	Is the vehicle manager or dispatcher maintaining historical files tracking vehicle authorizations, usage in miles, fuel types used, fuel usage in gallons, fuel costs, direct maintenance costs, and indirect maintenance costs? (ED 64-2, paragraph 9e(2)(i))



	4.7.12
	Does the ODC chief or vehicle manager reconcile fuel usage monthly with the ODC’s budget analyst?  (ED 64-2, paragraph 9h(2)(f))



	4.7.13
	Has the ODC arranged for vehicle maintenance through the US embassy? Is commercial maintenance used as a last resort? (ED 64-2, paragraph 9f(2))



	4.7.14
	If a vehicle has been in an accident, has the ODC notified ECJ4, followed the initial notification with an accident report, and conducted an investigation? (ED 64-2, paragraph 9g)



	4.7.14.1
	If a vehicle is damaged, has the PBO initiated a report of survey to determine liability and to obtain relief of accountability for damaged property? (AR 735-5, paragraph 14-26) 



	4.7.14.2
	If a vehicle is damaged, is it only released for repair or continued use based on the provisions of AR 735-5, paragraph 13-11?



	4.7.15
	Has the ODC prepared an annual NTAV Report? (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 3d(5))



	4.7.16
	Has the ODC notified ECSM prior to relocating NTAV assets from one country to another?  Has the ODC notified ECSM by message when an NTAV is to be relocated within the same country for more than 30 days? (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 3d(9))



	4.7.17
	Has the ODC made any modifications that reduce the NTAV protective capabilities?  If so, did the ODC obtain ECSM prior approval? (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 4f)



	4.7.18
	Has ECSM been notified when a NTAV is rendered inoperable for a period in excess of 30 days? (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 4f)



	4.7.19
	Are vehicles being replaced per age and mileage criteria?  If it is not feasible to repair vehicles, is ECJ4 notified to provide disposition instructions?  (ED 64-2, paragraph 9b(3))



	4.7.20
	Has the ODC submitted requests to purchase or lease NTAV assets to ECSM?  (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 3d(1))



	4.7.21
	Has the ODC ensured all transparent armor and armoring materials in the vehicle windows and in the body of the NTAV are removed before turning in the vehicle for disposal?  Was removal or destruction of armor and armoring materials certified on the Motor Vehicle Accountability/Disposal Records Report? (OPORD 99-01, Tab C to Appendix 3 to Annex M, paragraph 3d(3))



	4.7.22
	Has the ODC received permission from ECJ4 to drive vehicles beyond the permissible operating distance (POD)?  Since it is usually more economical to use the

services of commercial carriers for the transportation of personnel and cargo to destinations outside the immediate area of the activities, a one-way distance of 100 miles has been selected as a guide upon which to base permissible operating distance for motor vehicles. (AR 58-1, paragraph 2-2e)




SUB-SECTION 8 – ADP Planning and Procurement

	Aim: To determine if planning for the ODC’s automation system meets its needs and supports the requirements of ECJ4 and ECJ6. 




	Reports and Required Documents

	ADP plan
	4.8.1


	References Cited

	DoD 5105.38-M
	Security Assistance Management Manual (SAMM), 1 Sep 00

	ED 25-5
	Information Assurance, 10 Mar 99


	Indicators

	4.8.1
	Does the ODC have an ADP plan on file and does it properly reflect the equipment on hand and on order?  Does it include plans for annual upgrades and replacement of ADP equipment and software? 



	4.8.2
	Do current microcomputer assets meet the minimum specifications for new ADP equipment?  If not, what actions have been initiated to correct the deficiency?  (DoD 5105.38M, Table 1504-2)



	4.8.3
	Does the ODC have the latest versions of Security Assistance software installed on each computer or on computers as needed? (SAARMS and APAS).  (SAMM, Chapter 15, Section 1504)




SUB-SECTION 9 – Facilities

	Aim:  To determine-

· If the ODC’s embassy leased housing is in accordance with DoS housing guidelines;

· If ODC warehouse space is adequate. 




	References Cited

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00


	Reports and Required Documents

	None
	


	
	Indicators

	4.9.1
	If housing is government leased, does it follow the appropriate guidelines for space?  (AR 1-75, paragraph 3-7)



	4.9.2
	Are storage facilities adequate for property items not signed out?  Is ODC property segregated and properly accounted for in the storage facility?  Does the PBO maintain control over issue and use of items in storage?  Do storage areas protect the condition of stored property?  (AR 735-5, paragraph 2-8)




SECURITY MATTERS

For Chief of Mission Assigned Units

(Office of Coordinating Responsibility: ECSM)

ODCs UNDER DoS STANDARDS: Per the DoD/DoS Security Agreement of 1990, and implementing Chief of Mission/CINC Memorandums of Agreement, Department of State regulations will be followed for safeguarding, storage, and handling of classified information/materials.  However, since ODCs maintain DoD classified materials, DoD and USEUCOM publications should be maintained for reference and application, as appropriate, for DoD specific information and materials.   For that reason, questions regarding safeguarding and protection of DoD, NATO, and Foreign Government Information are included in this checklist.  The Regional/Post Security Officer (RSO/PSO) should be primary advisor/manager for this area; however, HQ USEUCOM offices responsible for specific programs pertinent to DoD personnel should be contacted when appropriate. 

	Aim:  To determine ODC effectiveness in the development, implementation, and enforcement of security practices.




	SUB-SECTIONS

	1
	Information Security Program Management

	2
	Personnel Security

	3
	Antiterrorism / Force Protection


SUB-SECTION 1 – Information Security Program Management

	Aim:  To determine ODC effectiveness in-

· Managing security program activities

· Security training and awareness

· Marking, storing, and controlling access to classified and sensitive materials




	Reports and Required Documents

	Security Manager Letter of Appointment
	5.2.1

	Security manager Continuity Book
	5.1.2

	Security Education Training program
	5.1.3

	SF 312, Non-Disclosure Agreement
	5.1.3.1

	SF 702 Security Container Check Sheet
	5.1.4.1

	SF 700 Security Container Information
	5.1.4.2

	SF 701, Activity Security Checklist
	5.1.4.3

	Procedures to prohibit removal of classified materials
	5.1.4.5

	Emergency destruction and evacuation plan
	5.1.4.6

	Classified downgrading and elimination program
	5.1.6.2

	EUCOM Form 23-15
	5.1.6.4


	References Cited:

	
	Department of State and Department of Defense Memorandum of Understanding - Overseas Security Support, 17 Sept 1990

	DoD 5200.1R
	DOD Information Security Program Regulation, 17 January 1997, and USEUCOM Sup 1 (w/changes 1 & 2)

	USSAN 1-69
	United States Army Authority for NATO Affairs (U) (CONFIDENTIAL) (Only if ODC possesses NATO information, 1982

	ED 25-14
	Personnel Security Program, 25 Mar 99


	Indicators

	5.1.1
	Has a security manager been appointed within the ODC and provided training within 6 months of assignment to assist the RSO in implementation and oversight of DoS Security Standards?  (DoD/DoS MOU of 1990, chapter K and DoD 5200.1-R, Chapter 9 and USEUCOM Supplement 1)



	5.1.2
	Does the security manager maintain a continuity book, which contains as a minimum the following documents?  (DoD 5200.1-R, Chapter 9, USEUCOM Supplement 1)

· Appointment letters for personnel assigned as security managers and for other security-related duties.

· Security Operating Procedures.

· A copy of the “Emergency Procedures for Classified Materials.”

· Results of the last Information Security Inspection and/or Staff Assistance Visit.

· Any documents authorizing “open storage” of classified material.

· Other policy letters, documents, or instructions relating to security manager duties and responsibilities.



	5.1.3
	Has a security education program that meets the requirements identified in DoD 5200.1-R, Chapter 9 and Foreign Affairs Manual 12 been established?



	5.1.3.1
	Is indoctrination/initial training being conducted, and have SF 312, Non-Disclosure Agreements, been signed? (DoD 5200.1-R, Chapter 9)



	5.1.3.2
	Is recurring/refresher training being conducted at least annually?  (USEUCOM Supplement 1 to DoD 5200.1-R, Chapter 9, paragraph 9-400  and ED 25-14, paragraph 4b(2))



	5.1.3.3
	Are the following briefings and de-briefings being conducted?  (DoD 5200.1-R, Chapter 9, paragraph 9-304, USEUCOM Supplement 1, paragraph 9-304(g))

· Foreign Travel (prior to travel)

· NATO briefings (before access to NATO material or information is given) (USSAN 1-69, paragraph 33a)

· Are NATO ATOMAL annual re-briefings given to those with access>  (USSAN 1-69, paragraph 53)

· Does the ODC participate in all required security training and briefings conducted by the Regional Security Officer?



	5.1.4
	Safekeeping and Storage. (NOTE: The following are standard security practices for both DoD and DoS.  Contact the Embassy RSO for specific information on how to implement these procedures)



	5.1.4.1
	Is SF 702, Security Container Check Sheet, or appropriate DoS equivalent form attached to each container, vault or secure storage room to record openings, closings and checks?



	5.1.4.2
	Is SF 700, Security Container Information, or other appropriate DoS equivalent form being utilized to record the date of the latest combination change and does it list all personnel knowledgeable of the containers, vault or secure storage room combination?



	5.1.4.3
	Has a system of security checks at the close of each working day been established to ensure that the area is secure and is this check documented on SF 701, Activity Security Check​list, or other pertinent DoS form?



	5.1.4.4
	Do vaults/containers bear externally an assigned identification number or symbol?  (DoD 5200.1-R, Chapter 6, paragraph 6-404)



	5.1.4.5
	Are procedures established to prohibit the removal of classified material from an activity to do “homework” or for other reasons?  If it is determined the material must be removed, is a GSA approved security container available to safeguard the material?  (DoD 5200.1-R, Chapter 6, paragraph 6-306)



	5.1.4.6
	Have emergency destruction and evacuation plans been developed and then tested at a minimum semi-annually?  (DoD 5200.1-R, Chapter 6, paragraph 6-303)



	5.1.4.7
	Has the interior of each security container, vault, or secure storage room been marked with a numeric 1, 2 or 3 to indicate the priority of its contents for destruction?  (DoD 5200.1-R, Chapter 6, paragraph 6-404)



	5.1.4.8
	Are NATO and Non-NATO documents that are maintained in the same approved security container separated by a file divider?  (USSAN 1-69, paragraph 56.b)



	5.1.5
	Classification, Marking, and Transmission.



	5.1.5.1
	Have personnel authorized to make original classification decisions been trained 

regarding their duties?  (DOD 5200.1R, paragraph 2-202)



	5.1.5.2
	Are documents properly marked to include; overall classification, classified by line, reason for classification, portion marking, and downgrading/declassification instructions?  (DOD 5200.1R, paragraph 5-200, and 12 FAM)



	5.1.5.3
	Are documents properly marked to show classification of each portion, overall classification, “classified by” line, and “declassify on” line?  (DoD 5200.1-R, Chapter 5, paragraphs 5-102 and 5-200)



	5.1.5.4
	Are electronically transmitted messages being marked with appropriate downgrading and declassification instructions?  (DoD 5200.1-R, Chapter 5, paragraph 5-304)



	5.1.5.5
	Is classified information or material being properly transmitted?  (DoD 5200.1-R, Chapter 7)



	5.1.5.6
	Do individuals who are authorized to hand-carry or escort classified material receive an appropriate briefing, and are they required to sign a statement acknowledging receipt of such briefing?  (DoD 5200.1-R, Chapter 7, Section 3)



	5.1.5.7
	Has classified information furnished by a foreign government or international organization been assigned a U.S. classification, which ensures equivalent protection?  (DoD 5200.1-R, Chapter 5, Section 3)



	5.1.6
	Reproduction, Disposal and Destruction (DoD 5200.2R, Chapter 6, Sections 5 & 7)



	5.1.6.1
	Is the ODC properly destroying classified material?  (DoD 5200.1-R, paragraphs 6-700(b) and EUCOM Supplement 1).



	5.1.6.2
	Is there a downgrading and elimination program of unnecessary classified documents?  Is the reduction being performed at a minimum quarterly?  (USEUCOM Supplement 1 to DoD 5200.1-R, paragraph 6-700(b))



	5.1.6.3
	Are records of destruction for Top Secret material being properly prepared and maintained for five years?  Are they signed by two cleared personnel?  (AR 25-400-2, paragraph 380-5aa, and USEUCOM Supplement 1 to DoD 5200.1-R, Appendix J)



	5.1.6.4
	Are records of destruction for NATO Secret material being properly prepared on EUCOM Form 23-15 and maintained for two years?  (USSAN 1-69 and USEUCOM Supplement 1 to DoD 5200.1-R, Appendix J)



	5.1.6.5
	Does the ODC NATO Control Point advise the Embassy NATO Sub-register of receipt, reproduction and final disposition of NATO Secret documents?  (USSAN 1-69, paragraph 117)



	5.1.6.6
	Has specific reproduction equipment been designated for the reproduction of classified information and have reproduction rules been posted on or near the designated equipment?  Is the equipment located in a non-public access area?  (DoD 5200.1-R, Chapter 6, paragraph 6-502(d))



	5.1.6.7
	Are notices prohibiting reproduction of classified information posted on equipment used only for the reproduction of unclassified information?  (DoD 5200.1-R, Chapter 6, paragraph 6-502(d))



	5.1.7
	Has the ODC designated a Top Secret control officer (TSCO) and alternate, if required, (USEUCOM SOP 1 to DoD 5200.1R, Appendix J) and are there designated person​nel to approve reproduction of Top Secret, Secret and Confiden​tial information? (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.7.1
	Are Top Secret documents accounted for on USEUCOM Form 25-13, Top Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.7.2
	Is AF Form 144, Top Secret Access record and Cover Sheet, attached to each Top Secret Document, and REMOVED ONLY when the material is de​stroyed, transferred to another TSCO, downgraded or declassified?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.8
	Has a COSMIC/ATOMAL Control Officer and alter​nate been appointed in writing?  (USSAN 1-69, paragraph 119)



	5.1.8.1
	Is COSMIC Top Secret material being accounted for on USEUCOM Form 23-15, COSMIC Top Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J and USEUCOM Supplement 1 to DoD 5200.1R, paragraph 6-102)



	5.1.8.2
	Are NATO Secret and JCS Sightable material account​ed for on USEUCOM Form 23-15, NATO Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)




SUB-SECTION 2 – Personnel Security

	Aim:  To Determine ODC knowledge of and execution of responsibilities in granting, denying, suspending and revoking personnel security clearances and special access authorizations. 




	Reports and Required Documents

	ECJ2-SSO Clearance Display Form
	5.2.1

	HQ USEUCOM Form 25-14R, Request for Personnel Security Access
	5.2.4

	Copies of personnel clearances/access
	5.2.5


	Indicators

	5.2.1
	Has the security manager obtained a current SSO Clearance Display Form for each person assigned?



	5.2.2
	Is the activity submitting timely investigative forms for individuals requiring a Personnel Security Investigation for access to classified information after notification from ECJ2-SSO?



	5.2.3
	Does the activity maintain files of notifications of personnel security clearances?



	5.2.4
	Are requests for Personnel Security Clearance actions submitted to HQ USEUCOM/ECJ2-SSO on USEUCOM Form 25-14R, Request for Personal Security Access, or in message format that contains the same information as the form?



	5.2.5
	Are copies of ODC personnel's security clearances/accesses provided to the RSO/PSO or other retaining organizations/sections, as appropriate?




SUB-SECTION 3 - Physical Security/Antiterrorism

	Aim:  To determine ODC effectiveness in executing policies to enhance the security of personnel while reducing the loss, theft, diversion, or damage to assets.




	Reports and Required Documents

	None
	


	Indicators

	5.3.1
	Do DoD personnel and their family members deploying/traveling on official government orders receive initial and recurring antiterrorism training IAW DoS requirements?



	5.3.2
	Is other area/country specific training required for DoS personnel being conducted 

for DoD Personnel?



	5.3.3


	Are DoD personnel receiving the same security support from the Embassy for housing (Residential Security Program) and other related security areas as assigned DoS personnel (as per Overseas Security Policy Board/Department of State standards)?




SECURITY MATTERS 

For Non-Chief of Mission Units

(Office of Coordinating Responsibility: ECJ2-SSO)

	Aim:  To Determine ODC effectiveness in the development, implementation, and enforcement of security practices and procedures.




	SUB-SECTIONS

	1
	Information Security Program

	2
	Personnel Security

	3
	Limited Access Authorization Program (LAA)

	4
	Operations Security

	5
	Physical Security/Antiterrorism


SUB-SECTION 1 – Information Security Program

	Aim:  To determine ODC effectiveness in;

· Managing security program activities

· Security training and awareness

· Marking, storing, and controlling access to classified and sensitive materials


	Reports and Required Documents

	Security Manager Letter of Appointment
	5.1.1

	Security Manager Continuity Folder
	5.1.2

	Top Secret Control Officer/Alternate Letter of Appointment (if required)
	5.1.8

	USEUCOM Form 25-13 for Top Secret/COSMIC documents (if required)
	5.1.8.1 & 5.1.9.1

	AF Form 144 for Top Secret documents (if required)
	5.1.8.2

	COSMIC/ATOMAL Control Officer Letter of Appointment (if required)
	5.1.9

	SF 702 for each container
	5.1.10.2

	SF 700 for each container
	5.1.10.3

	SF 701, Activity Security Checklist
	5.1.10.5

	Emergency Destruction Plan
	5.1.10.6


	References Cited:

	DoD 5200.1R
	DoD Information Security Program Regulation, 17 Jan 97

	
	USEUCOM Supplement 1 to DoD 5200.1R  Information Security Program, 27 Oct 97

	ED 25-14
	Personnel Security Program, 25 Mar 99

	AR 25-400-2
	Modern Army Record Keeping System, 23 Feb 93

	USSAN 1-69
	United States Security Authority for NATO Affairs (U) (CONFIDENTIAL) (only if possess NATO Information), 1982


	Indicators



	5.1.1
	Has a security manager been ap​pointed in writing and a copy provided to ECJ2-SSO?  (USEUCOM Supplement 1 to DoD 5200.1R, Section 2, paragraph 1-201c)



	5.1.2
	Does the security manager maintain a continuity book which contains, as a minimum, the following?  (USEUCOM Supplement 1 to DoD 5200.1R, paragraph 303)

· Appointment letters for security managers and for other security related duties?

· Security Operating Procedures

· A copy of the "Emergency Procedures for Classified Material."

· Results of the last Information Security Inspection and/or Staff Assistance Visit.

· Any documents authorizing "open storage" of classified material.

· Other policies, documents, or instructions relating to security manager duties



	5.1.3
	Did the security manager receive training prior to assuming the position and is the training documented?  (DoD 5200.1R, Chapter 9, paragraph 9-100)  If not, was the security manager trained within six months of appointment?  (USEUCOM Supplement 1 to DoD 5200.1R, Chapter I, paragraph 1-201c)



	5.1.4
	Has the Security Manager developed an SOP detailing security operations pertaining to the ODC?  (USEUCOM Supplement 1 to DoD 5200.1R, Chapter I, paragraph 1-201c)



	5.1.5
	Has the Security Manager conducted semi-annual self-inspections?  Are the results maintained on file for one year?  (USEUCOM Supplement 1 to DoD 5200.1R, Chapter I, paragraph 1-201c)



	5.1.6
	Has a security education program that meets the re​quire​ments identified in DoD 5200.1R, Chapter 9 been established?  (USEUCOM Supplement 1 to DoD 5200.1R, Chapter I, paragraph 1-201c)



	5.1.6.1
	Is in​doctrination/initial training being con​ducted, and have SF 312 Non-Dis​closure agreements been signed?  (DoD 5200.1R, Chapter 9)



	5.1.6.2
	Is recurr​ing/refresher training being conducted at  least annually?  (USEUCOM Supplement 1 to DoD 5200.1R, Chapter 9, paragraph 9-400, 401 and ED 25-14, paragraph 4b(2))



	5.1.7
	Are the following briefings and debriefings being con​ducted?  (DoD 5200.1R, Chapter 9, paragraph 9-304, USEUCOM SUP 1, 9- 304(g))

· Foreign travel (prior to travel)

· NATO briefings (before access to NATO material or information is given).  (USSAN 1-69, paragraph 33a)

Are NATO ATOMAL annual re-briefings given to those with access?  (USSAN 1-69, paragraph 53)

	5.1.8
	Has the ODC designated a Top Secret control officer (TSCO) and alternate, if required, (USEUCOM SUP 1 to DoD 5200.1R, appendix J) and are there designated person​nel to approve reproduction of Top Secret, Secret and Confiden​tial information? (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.8.1
	Are Top Secret documents accounted for on USEUCOM Form 25-13, Top Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.8.2
	Is SF Form 144, Top Secret Access record and Cover Sheet, attached to each Top Secret Document, and REMOVED ONLY when the material is de​stroyed, transferred to another TSCO, downgraded or declassified?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.9
	Has a COSMIC/ATOMAL Control Officer and alter​nate been appointed in writing?  (USSAN 1-69, paragraph 119)



	5.1.9.1
	Is COSMIC Top Secret material being accounted for on USEUCOM Form 23-15, COSMIC Top Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J and USEUCOM Supplement 1 to DoD 5200.1R, paragraph 6-102)



	5.1.9.2
	Are NATO Secret and JCS Sightable material account​ed for on USEUCOM Form 23-15, NATO Secret Register?  (USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.10
	Safekeeping and Storage.



	5.1.10.1
	Do vaults/containers bear externally an as​signed identification number or symbol?  (DoD 5200.1R, Chapter 6, paragraph 6-404)



	5.1.10.2
	Is SF 702, Security Container Check Sheet, attached to each container, vault or secure storage room to record open​ings, closings and checks?  (DoD 5200.1R, Chapter 6, paragraph 6-302)



	5.1.10.3
	Is SF 700, Security Container Information, being utilized to record the date of the latest combination change, and does it list all personnel knowledgeable of the containers, vault or secure storage room combination?  (DoD 5200.1R, Chapter 6, paragraph 6-404(b)(3))



	5.1.10.4
	Are procedures established to prohibit the removal of classified material from an activity to do "homework" or for other reasons?  If it is determined the material must be removed, is a GSA approved security container available to safeguard the materi​al?   (DoD 5200.1R, Chapter 6, paragraph 6-306)



	5.1.10.5
	Has a system of security checks at the close of each working day been established to ensure that the area is secure, and is this check documented on SF 701, Activity Security Check​list?  (DoD 5200.1R, Chapter 6, paragraph 6-302)



	5.1.10.6
	Have emergency destruction and evacuation plans been developed and then tested at a minimum, semi-annually?  (DoD 5200.1R, paragraph 6-303)



	5.1.10.7
	Has the interior of each security container, vault or secure storage room been marked with a numeric 1, 2 or 3 to indicate the priority of its contents for destruction?  (DoD 5200.1R, Chapter 6, paragraph 6-404)



	5.1.10.8
	Has an entry and exit program been established to deter unauthorized removal and introduction of classified materi​al?  (DoD 5200.1R, Chapter 6, paragraph 6-302 & USEUCOM Supplement 1)



	5.1.10.9
	Are NATO and Non-NATO documents that are maintained in the same approved security container separated by a file divid​er?  (USSAN 1-69, paragraph 56.b)



	5.1.11
	Classification, Marking and Transmission.



	5.1.11.1
	Has the ODC Chief been trained regarding Origi​nal Classi​fica​tion Authority?  (DoD 5200.1R, Chapter 2, paragraph 2-202 and Chapter 9, paragraph 9-301)



	5.1.11.2
	Are documents properly marked to show classification of each portion, overall classification, "classified by" line, and "declas​sify on" line?  (DoD 5200.1R, Chapter 5, paragraphs 5-102 & 5-200)



	5.1.11.3
	Are electronically transmitted messages being marked with ap​propriate downgrading and declas​sification instruc​tions?  (DoD 5200.1R, Chapter 5, paragraph 5-304)



	5.1.11.4
	Is classified information or material being proper​ly transmitted?  (DoD 5200.1R, Chapter 7)



	5.1.11.5
	Do individuals who are authorized to hand-carry or escort classified material receive an appropriate briefing, and are they required to sign a statement acknowledging receipt of such briefing?  (DoD 5200.1R, Chapter 7, Section 3)



	5.1.11.6
	Has classified information furnished by a foreign government or international organization been assigned a US classification which ensures e​quivalent protec​tion?  (DoD 5200.1R, Chapter 5, Section 7)



	5.1.12
	Reproduction, Disposal and Destruction. (DoD 5200.1R, Chapter 6, Sections 5 & 7)



	5.1.12.1
	Is the ODC properly destroying classified materi​al?  (DoD 5200.1R, paragraphs

6-700(b) and EUCOM Supplement 1)



	5.1.12.2
	Is there a downgrading and elimination program of unnecessary classified documents?  Is the reduc​tion being per​formed at a minimum quarterly?  (USEUCOM Supplement 1 to DoD 5200.1R, paragraph 6-700(b))



	5.1.12.3
	Are records of destruction for Top Secret material being properly prepared and maintained for five years?  Are they signed by two cleared personnel?  (AR 25-400-2, paragraph 380-5aa, and USEUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.12.4
	Are records of destruction for NATO Secret material being properly prepared on EUCOM From 23-15 and maintained for two years?  (USSAN 1-69 and EUCOM Supplement 1 to DoD 5200.1R, Appendix J)



	5.1.12.5
	Does the ODC NATO Control Point advise the Embassy NATO Sub-register of receipt, reproduction and final disposition of NATO Secret documents?  (USSAN 1-69, paragraph 117)



	5.1.12.6
	Has specific reproduction equipment been designated for the reproduction of classified information, and have reprodu​ction rules been posted on or near the designated equipment?  Is the equipment located in a non-public access area?  (DoD 5200.1R, Chapter 6, paragraph 6-502(d))



	5.1.12.7
	Are notices prohibiting reproduction of classified informa​tion posted on equipment used only for the reproduction of unclassified information?  (DoD 5200.1R, Chapter 6, paragraph 6-502(d))




SUB-SECTION 2 – Personnel Security

	Aim:  To Determine ODC knowledge of and execution of responsibilities in granting, denying, suspending and revoking personnel security clearances and special access authorizations.


	Reports and Required Documents

	Notices of Security Clearances
	5.2.2

	HQ USEUCOM Form 25-14R
	5.2.5

	Completed briefing forms
	5.2.8


	References Cited:

	DoD 5200.2R
	DoD Personnel Security Program Regulation, 17 Jan 97

	ED 25-14
	Personnel Security Program, 25 Mar 99


	Indicators



	5.2.1
	Once notified by ECJ2-SSO, is the activity submitting timely inves​tiga​tive forms for individuals requiring a Personnel Security Inves​tigation for access to classified information?  (ED 25-14, paragraph 4b(3))



	5.2.2
	Does the activity maintain files of notifications of personnel security clearances?          (ED 25-14, paragraph 4b(5))



	5.2.3
	Has the ODC provided the servicing Civilian Personnel Office with the sensitivity designation of each position to be filed? (ED 25-14, paragraph 4b(3))



	5.2.4
	Does the ODC maintain a copy of the ECJ2-SSO Maintenance Form on each individual assigned?  (ED 25-14, paragraph 4b(4))



	5.2.5
	Are requests for personnel security clearance actions submitted to HQ USEUCOM ECJ2-SSO on USEUCOM Form 25-14R, Request for Security Clearance/Access, or in message format that contains the same information as the USEUCOM Form 25-14R?  (ED 25-14, paragraph 4b(1))



	5.2.6
	Are personnel granted a security clearance not permitted to have access to classified information until they have received an initial security briefing and have signed SF 312, Classified Information Nondisclosure Agreement?  (DoD 5200.1R, Chapter 9, paragraph 9-200)



	5.2.7
	Do all personnel possess the appropriate security clearance for the classified information they are accessing?  (DoD 5200.1R, Chapter 1, paragraph 1-101(e) )



	5.2.8
	Does the Security Manager forward completed briefing forms to ECJ2-SSO for initial, re-briefings and debriefings for personnel requiring access to NATO information?  (ED 25-14, paragraph 4b(2))




SUB-SECTION 3 – Limited Access Authorization (LAA) Program

	Aim:  To Determine ODC knowledge of and execution of responsibilities in granting, denying, suspending and revoking personnel Limited Access Authorizations and control of materials being accessed.




	Reports and Required Documents

	LAA Status Report
	5.3.5.1

	Security Incident Reports
	5.3.5.2

	Self-Inspection Reports
	5.3.5.3

	5B-R
	5.3.5.11


	References Cited:

	DoD 5200.2R
	DoD Personnel Security Program Regulation, 17 Jan 97

	ED 25-14
	Personnel Security Program, 25 Mar 99

	ED 25-6
	Policies and Procedures for the Limited Access Authorization Program,  27 Apr 98


	Indicators



	5.3.1
	Foreign National Screening (ED 25-6, Appendix B)

	5.3.1.1
	Are only FN employees granted LAA? (para 3a)

	5.3.1.2
	Are all LAA positions coded for FN employees only? (para 3a)

	5.3.1.3
	Can a US citizen fill any of the positions? (para 2/para 3a)

	5.3.1.3.1
	Was reclassification action authorized/taken to convert the position from FN to US?

	5.3.1.3.2
	Were local job announcements published?  (para 3a(1))

	5.3.1.3.3
	Were state-side hiring actions completed for the position? (para 3a(1))

	5.3.1.4
	Is there a permanent exception to policy for the FN position excluding US hire? (para 3a(1))

	5.3.1.5
	Is the FN position coded as Critical or Non-Critical Sensitive? (para 3a(2))

	5.3.1.6
	Is the duty position prohibited from the LAA?  (para 3a(3))

	5.3.1.7
	Is access to U.S. classified information essential for the FN to perform official duties?  (para 3b)

	5.3.1.8
	Are all FNs with a LAA under the direct supervision of the USCO? (para 8g & 9d(3))

	5.3.1.9
	Does the USCO release only the minimum essential data necessary to accomplish the assigned task?  (para 3b(2))

	5.3.1.10
	Are FN and US work areas segregated from uncleared persons? (para 3c(2))

	5.3.1.11
	Is the material releasable to the Host Nation?  (para 3d)

	5.3.1.12
	Is the FN a citizen of the host nation?  (para 4a)

	5.3.1.13
	Does the FN have the recommendation of their government for the LAA? (para 4b)

	5.3.1.14
	Did the FN sign a consent form for a polygraph interview? (para 4d)

	5.3.2
	LAA File Management (Appendix E)

	5.3.2.1
	Are records maintained IAW AR 25-400-2, MARKS? (para 1)

	5.3.2.2
	Is there a security file for each FN (AR 380-67a)? (para 2b)

	5.3.2.3
	Are files constructed IAW ED 25-6? (para 2b(2))

	5.3.2.4
	Is there a file for security inspections/surveys? (para 2c)

	5.3.2.5
	Are active/inactive LAA files retained IAW ED 25-6? (para 3b)

	5.3.2.6
	Are retired LAA files managed IAW ED 25-6? (para 3c)

	5.3.3.1
	Do FNs receive classified mail or distribution? (para 9e(2))

	5.3.3.2
	Do cleared FNs courier classified material? (para 9d(1))

	5.3.3.3
	Are courier controls IAW the policies of ED 25-6? (para 9d(1)(a))

	5.3.3.4
	Are FNs given unattended access to facilities where controlled material is stored? (para 9d(2))

	5.3.3.5
	Are FNs given combinations or keys to classified containers? (para 9d(3))

	5.3.3.6
	Are FNs issued facility passes/access based on their LAA? (para 9f)

	5.3.3.7
	Are FNs LAA being listed as a security clearance on TDY orders? (para 9h)

	5.3.3.8
	Are LAAs being suspended when derogatory information becomes known concerning the FN?  (para 9g)

	5.3.3.9
	Are LAAs granted by anyone other than the ECJ2? (para 8b)

	5.3.3.10
	Are FNs and USCOs being briefed on their personal security responsibilities for LAAs?  (para 8g & 9k)

	5.3.3.11
	Is ED 25-6 form 5B-R being maintained? (para 9n)

	5.3.3.12
	Are all LAAs based on SSBI and SSBI/PR completed by DSS? (App C4, para 7L)

	5.3.3.13
	Is the FNs SSBI current? (App C)

	5.3.3.14
	Are the LAAs validated annually? (App C, para 5)

	5.3.3.15
	Are LAA extensions IAW ED 25-6? (App C, para 6)

	5.3.3.16
	Has the FN attended security education in the past 12 months? (App J, Annex 6)

	5.3.4
	LAA Suspensions and Terminations (Appendix D)

	5.3.4.1
	Are LAAs being terminated IAW ED 25-6? (para 2)

	5.3.4.2
	Are debriefing procedures being followed when a FN with LAA retires, terminates their position, or otherwise no longer requires/has access to controlled material? 

(para 2 &3)

	5.3.5
	REPORTS   (Appendix F)

	5.3.5.1
	Are element commanders reporting LAA status NLT 31 SEP annually? (para 2a)

	5.3.5.2
	Security Incident Reports - Are elements reporting all incidents involving FNs who have LAA? (para 3b)

	5.3.5.3
	Are all elements with LAAs conducting and reporting self-inspections? (para 1c(1))

	5.3.5.4
	Are LAA rosters printed separate from other access rosters? (para 2a)

	5.3.5.5
	Are security violation reports involving FNs with LAA being forwarded to ECJ2-SSO? (para 2b)

	5.3.5.6
	Are reports of derogatory information concerning FNs with LAA being provided to the HQ USEUCOM LAA Manager, ECJ2-SSO? (para 6c)


SUB-SECTION 4 - Operations Security (OPSEC)
	Aim:  To determine the effectiveness in executing policies to enhance the security of personnel while reducing the loss, theft, diversion, or damage to assets.


	References Cited:

	Joint Pub 3-54
	Joint Doctrine for OPSEC, 24 Jan 97

	ED 55-9
	USEUCOM OPSEC Directive, 8 Mar 01


	Indicators
	

	5.4.1
	Is there a designated operations security (OPSEC) of​ficer?  (ED 55-9, para 8 and 10b(3))



	5.4.2
	Is there an established and documented OPSEC training program?  (ED 55-9, para 8d and 10b(5))



	5.4.3
	Have Essential Elements of Friendly Information (EEFI) been developed for the activity?  (ED 55-9, para 10b(4))



	5.4.4
	Are periodic OPSEC evaluations/reviews conducted and documented?  (ED 55-9, para 10b(8))




SUB-SECTION 5 - Physical Security/Antiterrorism
	Aim:  To determine the effectiveness in executing policies to enhance the security of personnel while reducing the loss, theft, diversion, or damage to assets.


	References Cited:

	DoD 2000.12
	DoD Antiterrorism/Force Protection Program, 13 Apr 99

	DoD 5200.8R
	DoD Physical Security Program, May 91

	DoDI 2000.16
	DoD Antiterrorism Standards, 14 Jun 01

	CINCEUR OPORD 01-01
	HQ USEUCOM Antiterrorism - Force Protection Operations Order, 30 Jun 01




	Indicators
	NOTE:  In addition to the criteria below, the inspector will refer to AT/FP OPORD 01-01 (FOUO)

	5.5.1
	Has the commander appointed a Level II trained antiterrorism officer/NCO (ATO) to manage the antiterrorism program?  (DoD 5200.8 and 2000.16, Standard 6)



	5.5.2
	Does the ATO have a copy of, or access to, the current USCINCEUR OPORD?



	5.5.3
	Does the ATO know methods available for obtaining AOR-specific updates for deployment/travel area?



	5.5.4
	Does the unit have defined process to disseminate threat information/changes to all personnel regardless of duty status, to include TDY/TAD, leave, etc.?



	5.5.5
	Do local national employees receive background security checks and updates as required by (DoD 2000.12)?



	5.5.6
	Are visiting personnel advised of local threat and antiterrorism awareness programs?  (DoD 2000.12)



	5.5.7
	Is the most recent security/antiterrorist assistance visit/IG inspection report on file?    (DoD 2000.12)




ADMINISTRATION AND PERSONNEL

(Office of Coordinating Responsibility:  ECJ1)

	Aim:  Determine if the ODC-

· Can obtain or access the publications needed to conduct its mission

· Uses standard formats for correspondence

· Maintains records per the Modern Army Recordkeeping System

· Has obtained permission for and uses its photocopying assets per regulation

· Performs administrative tasks to support civilian and military personnel assigned




	SUB-SECTIONS

	1
	Publications Management

	2
	Correspondence Management

	3
	Records Management

	4
	Copier Management

	5
	Official Mail and Distribution Management Program (OMDMP)

	6
	Ration Policy

	7
	Awards and Decorations

	8
	Physical Fitness and Weight Management Programs

	9
	Sponsorship Program

	10
	Freedom of Information and Privacy Act Programs

	11
	Military Leave Program

	12
	Performance Reporting

	13
	Military Identification Cards


SUB-SECTION 1 – Publications Management 
	Aim: Determine if the ODC has-

· Adequate access to publications

· Inventoried its publication holdings

· A library free of obsolescent or superseded publications




	Reports and required documents

	Letter appointing publications account monitor and alternate 
	6.1.1

	Results of publications validation/inventory for current and past year
	6.1.6

	Current publications inventory
	6.1.7

	Current indices of USEUCOM and service department publications and forms
	6.1.8


	References Cited:

	ED 5-1
	Preparing, Distributing and Reviewing HQ USEUCOM Publications, 

18 Nov 98

	SM 5-5
	USEUCOM Staff Officer Reference Guide, 11 Aug 97


	Indicators



	6.1.1
	Has the ODC chief appointed a publications account monitor and alternate?  (ED 5-1, paragraph 7c(1))



	6.1.2
	Does the ODC have or can it obtain all required publications via the Internet, CD-ROM, paper copy or a combination of all three?  (ED 5-1, paragraph 7d(2))



	6.1.3
	Have copies of appointment memoranda for publications account monitor and alternate been sent to ECJ1-AAP and applicable publication centers?  (ED 5-1, paragraph 7d(1))



	6.1.4
	Has the ODC reviewed, validated, and inventoried its on-hand publications at least annually to ensure holdings are current and essential? (ED 5-1, paragraph 7d(3))



	6.1.5
	Has the ODC provided ECJ1-AA the results of the validation/inventory along with requests for changes, additions, or deletions? (ED 5-1, paragraph 7d(3))



	6.1.6
	Are copies of current and past year validations (6.1.4) on file? (ED 5-1, paragraph 7d(3))



	6.1.7
	Does the ODC have a current publications inventory showing number, title, location, number of copies for its publications holdings? (ED 5-1, paragraph 7d(3))



	6.1.8
	Does the library contain or can the ODC access current indices of USEUCOM and service department publications and forms? (ED 5-1, paragraph 7d(4))



	6.1.9
	If the ODC has standing operating procedures, do they follow the prescribed format? (SM 5-5, appendix AD, paragraph 3)



	6.1.10
	If the ODC has SOPs, have they been reviewed annually to determine if they are still needed or if changes are required? (SM 5-5, appendix AD, paragraph 3)




SUB-SECTION 2 – Correspondence Management
	Aim: Determine if the ODC is-

· Using standard formats for correspondence

· Providing inappropriate translation services 




	Reports and required documents

	None
	


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00

	SM 5-5
	USEUCOM Staff Officer Reference Guide, 11 Aug 97

	AR 25-50
	Preparing and Managing Correspondence, 21 Nov 88


	Indicators



	6.2.1
	Are MARKS of J-File numbers placed in parentheses two spaces after the office or reference symbol on memorandums when originated?  (AR 25-50, paragraph 2-4a(2))



	6.2.2
	Do memorandum and letter formats comply with AR 25-50? (SM 5-5, section II, paragraph 3; AR 25-50, figures 2-1 through 2-25 and figures 4-1 through 4-6)



	6.2.3
	Is the ODC using HQ USEUCOM letterhead on its correspondence? (SM 5-5, section IV, paragraph 2a(1))



	6.2.3
	Does the ODC provide document translation service to the host nation?  Has the ODC clearly conveyed that the responsibility for translation of documents rests with the user of recipient country?  (SAMM Chapter 6, Section 600, paragraph 60007)



	6.2.4
	Are authorized informal translations marked “Informal & Unofficial Translation--English Text Governs?”  (SAMM, Chapter 6, Section 600, paragraph 60007a)




SUB-SECTION 3 – Records Management
	Aim:  Determine if the ODC-

· Has implemented the Modern Army Recordkeeping System to organize its records

· Files, retrieves, and retires/destroys records appropriately




	Reports and required documents

	Appointment letter for records management coordinator
	6.3.1

	Documentation of annual records management survey
	6.3.2

	Records survey
	6.3.3

	Surveys documented
	6.3.4

	Files list
	6.3.6

	Charge-out cards
	6.3.20


	References Cited:

	SM 5-14
	Records Management, 22 Jan 97

	AR 25-400-2
	The Modern Army Recordkeeping System, 26 Feb 93

	CJSM 5760.01 VOL I
	The Joint Staff and CINC Records Management Procedural Manual, 1 Oct 2000

	CJSM 5760.01 VOL II
	The Joint Staff and CINC Records Management Disposition Schedule, 1 October 2000


	Indicators



	6.3.1
	Has the unit chief designated, in writing, a records management coordinator (RMC) for the unit?    (SM 5-14, paragraph 7d)



	6.3.2
	Have ODC administrative support personnel completed the MARKS or J-Files training (video, workbook, Powerpoint Presentation) within 60 days of arrival?  (SM 5-14, paragraph 8c)



	6.3.3
	Does the RMC perform annual records management surveys of the offices of record and are the surveys filed under FN 25-1g 0923-01 for J-Files 0923-01?  (SM 5-14, paragraph 8d(2))



	6.3.4
	Are the surveys documented and does the RMC provide recommended corrective actions to deficiencies?  (SM 5-14, paragraph 8d(1))



	6.3.5
	Does the RMC follow up to ensure corrective action has been taken on deficiencies noted on annual surveys?  (SM 5-14, paragraph 8d(1))



	6.3.6
	Does the ODC have a files list containing the MARKS or J-Files number for each record series maintained in the office, along with the file description, the PA System Notice from DA Pamphlet 25-51, and media identification under that number?  (SM 5-14, paragraph 9d(3)(a) through (e))



	6.3.7
	Does the ODC have either a MARKS or J-LFile list for classified documents?  SM 5-14, AR 25-400-2, and CJCSM 5760.01  Enl A, para 3f (1-3)



	6.3.8
	Is the file list (outline) the first file of the file drawer, or in the case of nonstandard filing equipment, posted to the container in a conspicuous location?  AR 25-400-2 or CJCSM 5760.01, Vol I



	6.3.9
	Has the File list been approved by the MARKS or JS Records Manager?



	6.3.10
	Is the files list kept current by making changes as files are added or deleted?  (SM 5-14, paragraph 9d(4))



	6.3.11
	Do file labels contain the file number, file title, disposition instructions, and where appropriate, the year of accumulation?  (SM 5-14, paragraph 9g(2))



	6.3.12
	Is table 3-1, AR 25-400-2, or Appendix 3, CJCSM 5760.01, Vol I used to determine and apply the exact cutoff, transfer, retirement, and disposition dates?  Are FY files cut off 30 Sep and are CY files cut off 31 Dec?  (AR 25-400-2, Table 3-1 and SM 5-14, paragraph 9h(1) or for J-Files, App 3, CJCSM 5760.01 Vol I)



	6.3.13
	Are documents without MARKS or J-Files file numbers annotated with the MARKS or J-File number on the right hand margin at the time of filing?  (SM 5-14, paragraph 9i(3)(b and c))



	6.3.14
	Do file drawer labels accurately reflect the drawer contents?  (AR 25-400-2 or CJCSM 5760.01)



	6.3.15
	Are record series with annual accumulation periods (calendar or fiscal year) removed from the active file at cutoff and placed in the inactive file; and, are lead and/or “dummy" folders transferred to the inactive file with the records?



	6.3.16
	Are records series in the inactive file destroyed promptly when the disposition expires?



	6.3.17
	Are disks labeled with originating office symbol, title, disposition, title of contents, Privacy Act Notice Number (if appropriate), begin and end dates, classification, specific software and software version used to create the information?  (AR 25-400-2, paragraph 3-11(b)(1) or App F to Enl E, CJCSM 5760.01, Vol I) 



	6.3.18
	Are folders that contain classified materials stamped with the highest classification on the front and back?  CJCSM 5760.01, Vol 1



	6.3.19
	If NATO documents are filed in the same container as non-NATO materials, are the NATO documents sesubparated by a file divider?  Are folders stamped to show that file contains NATO material?  (CJCSM 5760.01, Vol I and SM 5-14)



	6.3.20
	Are charge-out cards routinely used when classified documents or files are removed from official file stations?  (CJCSM 5760.01, Vol I)



	6.3.21
	Does filing equipment containing classified records meet security storage requirements?  Is the are vaulted?  (CJCSM 5760.01, Vol I)



	6.3.22
	Do the disposition instructions on diskettes reflect a disposition equal to that of the record stored with the longest retention period on the diskette? (AR 25-400-2, paragraph 3-11(b)(1))



	6.3.23
	Overall, does the organization originate, maintain, transfer, and destroy information IAW AR 25-400-2, The Modern Army Record Keeping System (MARKS) or CJCSM 5760.01, Vol I & II, The Joint Staff and CINC Records Management Procedural Manual & Disposition Schedule (Vol II)?  (AR 25-400-2,SM 5-14, and CJCSM 5670.01 Vol I & II).


SUB-SECTION 4 – Copier Management
	Aim:  Determine if the ODC has obtained and is using photocopier assets per guidance from ECJ1 and ECJ4.




	Reports and required documents

	Copier authorization
	6.4.1


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	SM 5-14*
	Records Management, 22 Jan 97

	Message, ECJ1
	Copier authorizations


	Indicators



	6.4.1
	Has the unit obtained administrative approval for self-service copiers in the organization?  Is approval on file? (*ED 90-6 requires ECJ1 authorization prior to ODCs obtaining a copier.  While no ECJ1 publication currently requires this coordination, a revision of SM 5-14 (or issuance of another publication) will require it.)



	6.4.2
	Are requests for new or upgraded self-service copier equipment submitted to ECJ1-AV with complete justification?



	6.4.3
	Does the unit have a point of contact for self-service copiers in the organization?



	6.4.4
	Has the unit established procedures for collecting copier usage statistics on owned and leased self-service copiers?



	6.4.5
	Has the unit developed procedures to limit the amount and type of materials that may be copied?




SUB-SECTION 5 – Official Mail and Distribution Management Program
	Aim:  Determine if the ODC is-

· Following guidance for preparation and dispatch of official mail

· Using the lowest postage cost to meet a letter or package’s required delivery date




	Reports and required documents

	Official Mail Manager appointment letter 
	6.5.1

	Express mail justification memoranda
	6.5.3.1

	Postage stamp inventory (file number 600-8-3dd, postage stamp stock account)
	6.5.5

	Postage stamp log (if stamps are on hand)
	6.5.6


	References Cited:

	ED 10-1
	Official Mail, 15 May 95

	AR 25-51
	Official Mail & Distribution Management, 30 Nov 92


	Indicators



	6.5.1
	Has the ODC appointed an official mail manager (OMM) in writing and is the individual either an officer, an E-7 or above, or a GS-7 or higher?  If not in those grades, is a waiver on hand?  (ED 10-1, paragraph 7b)



	6.5.2
	Is official mail being dispatched at the lowest possible cost?  (ED 10-1, paragraph 8)



	6.5.3
	Is express mail used only when it is the most cost-effective way to accomplish a mission within time, security, and accountability constraints?  (ED 10-1, paragraph 10)



	6.5.3.1
	If express mail is used, has the OMM signed a memorandum justifying it? (ED 10-1, paragraph 10c)



	6.5.4
	Has the ODC obtained permission from the HQ USEUCOM OMM prior to use of first class, priority, registered, certified, or insured mail? (ED 10-1, paragraph 11)



	6.5.5
	Are semiannual inventories of postage stamps conducted, documented, and filed under MARKS file number 600-8-3dd or JS 0944 ? (ED 10-1, paragraph 13a&b) CJCSM 5760.01 Vol II)


	6.5.5.1
	Are inventories checked by a third party? (ED 10-1, paragraph 13a(4))



	6.5.6
	Does the postage stamp log that show user of the stamps, purpose, date, and amount?            (ED 10-1, paragraph 13a(3))




SUB-SECTION 6 – Ration Policy

	Aim:  Determine if the ODC (applies to Belgium, Germany, Greece, Italy, Netherlands, Spain, Turkey, United Kingdom) -

· Properly stores and accounts for ration card stocks

· Issues ration cards to authorized personnel

· Properly destroys turned-in ration cards




	Reports and required documents

	Delegation letter
	6.6.1

	Ration card inventory (AE Form 600-702E-R)
	6.6.2

	Record of issue, turn-in, destruction of ration cards (AE Form 600-702D)
	6.6.5 and 6.6.6


	References Cited:

	USAREUR Reg 600-702
	Ration Policy, 28 Nov 97 (For activities requiring USAREUR Ration Cards)


	Indicators



	6.6.1
	Has the ODC chief delegated management of the ration card program to a US military person in the grade of E-5 or above or a US civilian the equivalent of GS-5 or above?  (USAREUR Regulation 600-702, Section 2, paragraph 6a(1))



	6.6.2
	Are issuing officials conducting at least quarterly inventories of unissued ration cards? (USAREUR Regulation 600-702, paragraph 6e(3))



	6.6.3
	Are three-combination safes or other approved security containers used for storage of ration cards?  (USAREUR Regulation 600-702, Section 2, paragraph 6e(3))



	6.6.4
	Is AE Form 600-702D used to record the issue, turn-in, and loss of ration cards?  (USAREUR Regulation 600-702, Section 2, paragraph 6c(1))



	6.6.5
	Are turned-in ration cards destroyed after turn-in at least monthly by the issuing official?  (USAREUR Regulation 600-702, Section 2, paragraph 6e(4))



	6.6.6
	Does the unit file a copy of the sponsor’s loss report with the AE 600-702D when a ration card is lost or stolen?  (USAREUR Regulation 600-702, Section 2, paragraph 10a(2)(c))



	6.6.7
	Are ration cards returned to the issuing official and annotated on AE Form 600-702D when individuals are assigned out of the USEUCOM area?  (USAREUR Regulation 600-702, Section 2, paragraph 9a)



	6.6.8
	Are stocks of blank ration cards maintained at a reasonable level?



	6.6.9
	Is the supplemental Coffee, Tea and Solubles portion of the AE Form 600-702A being removed prior to issue to unmarried or unaccompanied personnel?  Additionally, is the supplemental CTS portion being removed from all ration cards issued to all family members in a household except for one?  (USAREUR Regulation 600-702, Section 2, paragraph 7h(1)&(2))




SUB-SECTION 7 – Awards and Decorations

	Aim:  Determine if the ODC-

· Properly recognizes members for performance

· Submits requests for awards so that personnel receive awards prior to departure




	Reports and required documents

	None
	


	References Cited:

	ED 30-15
	Military Awards and Decorations, 11 Nov 98

	ED 30-30
	Civilian Personnel Performance Management and Awards (16 Jun 99)

	ED 90-6
	Administration of Security Assistance Organizations (ODC), 30 Jan 00


	Indicators



	6.7.1
	Are award recommendations submitted per required timelines? (ED 30-15, paragraph 7b(1-5); ED 90-6, paragraph 9f)?



	6.7.2
	Has the unit set preconditions for awards?  (ED 30-15, paragraph 7d)



	6.7.3
	If awards are submitted outside the required times, does the ODC include a letter of lateness explaining the circumstances?  (ED 30-15, paragraph 7c(1-5))



	6.7.4
	Do award submissions for foreign nationals include submission letter, narrative, citation, biography (to include date and place of birth) and ambassador and DAO concurrence? (ED 30-15, paragraph 17b)



	6.7.5
	Are copies of approved JSAM award certificates, citations, and orders approved locally forwarded to ECJ1-AAD?  (ED 30-15, paragraph 12)




SUB-SECTION 8 – Physical Fitness and Weight Management Programs
	Aim:  Determine if-

· ODC personnel participate in training programs to meet service fitness requirements

· Personnel meet their service directed fitness testing requirements

· The ODC has an effective weight management program for all service members 




	Reports and required documents

	Physical fitness scorecards (Army-DA Form 705)
	6.8.6

	Appointment of command fitness coordinator (Navy)
	6.8.8

	OPNAV 6110/2, Risk Factor Screening/Physical Readiness Test Results (Navy)
	6.8.9

	Physical fitness test scorecard (USMC) 
	6.8.13

	Physical conditioning program (USAF)
	6.8.16

	Fitness testing waiver (USAF)
	6.8.17

	Appointment of unit fitness program monitor (if testing is waived) (USAF)
	6.8.18

	Air Force Form 1975 (for each USAF member)
	6.8.20


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations (ODC), 30 Jan 00

	AR 350-41
	Training in Units, 19 Mar 93 (For ODCs with army personnel)

	AFI 40-501

	The Air Force Fitness Program, 1 Oct 98 (For ODCs with Air Force personnel)

	OPNAVINST 6110.1e
	Navy Physical Readiness Program, 23 Mar 98 (For ODCs with Navy personnel)

	MCO 6100.10B
	Weight Control and Military Appearance, 26 Mar 93, with changes 1-4 (For ODCs with USMC personnel)

	MCO 6100.3J
	Marine Corps Physical Fitness, 29 Feb 88, with changes 1-3 (For ODCs with USMC personnel)


	Indicators



	6.8.1
	Are service members meeting minimum physical fitness standards as established by prescribing directives? (ED 90-6, paragraph 15)



	6.8.2
	(Army) Is appropriate administrative action taken when service members without limiting profiles fail to meet minimum physical testing standards? (AR 350-41, paragraph 9-9b)



	6.8.3
	(Army) Does the ODC chief provide adequate time during the duty day, if appropriate and possible, to allow soldiers to maintain a vigorous physical fitness program (at least 30 minutes of intense exercise at least 3 times per week, plus adequate time for changing, showers, and recovery)? (AR 350-41, paragraph 9-7b)



	6.8.4
	(Army) Do personnel take the Army Physical Fitness Test for record twice yearly, with at least four months between record tests? Are APFT results recorded on DA Form 705? (AR 350-41, paragraph 9-8b(1); ED 90-6, paragraph 15)



	6.8.5.1
	(Army) Does the senior Army soldier in the ODC conduct the APFT and ensure inclusion of scores in records and performance reports?  (AR 350-41, paragraph 

9-8b(10))



	6.8.5.2
	(Army) Is the badge for physical fitness excellence awarded as appropriate? (AR 350-41, paragraph 9-9a)



	6.8.5.3
	(Army) Are personnel flagged who fail the APFT or who fail to take it in the required time? (AR 350-41, paragraph 9-8b(4))



	6.8.6
	(Army) Are personnel weighed in during the record APFT or at least every six months? Is the weight annotated on the DA Form 705? (AR 350-41, paragraph 9-8b(17))



	6.8.6.1
	(Army) Does the ODC determine body fat percentage for personnel who exceed the screening table weight or whose appearance suggests body fat is excessive? (AR 600-9, paragraph 20a and 21a(2))



	6.8.6.2
	(Army) Are personnel exceeding the maximum allowable body fat given weight control counseling by health care personnel, entered into the weight control program, and flagged (provided there is no underlying medical condition)? (AR 600-9, paragraph 21b)



	6.8.6.3
	(Army) If personnel do not meet the goals of their weight control program after six months, and there are no medical reasons underlying the failure, are they informed in writing that they are being considered for separation? (AR 600-9, paragraph 21j)



	6.8.7
	(Navy) Has the ODC developed a Fitness Enhancement Program (FEP)?  Is the ODC chief requiring a minimum of three aerobic exercise periods a week?  (OPNAVINST 6110.1F, Enclosure 1, paragraph 11a) 



	6.8.8
	(Navy) Has the ODC chief appointed an ODC member to serve as the command fitness leader (CFL)?  (OPNAVINST 6110.1F, Enclosure 1, paragraph 11a) 



	6.8.9
	(Navy) Has the ODC ensured two physical fitness assessments (PFA) are announced and conducted each fiscal year for all medically qualified members? (OPNAVINST 6110.1F, Enclosure 1, paragraph 11k)



	6.8.10
	(Navy) Has the ODC ensured members receive proper medical screening prior to participation in PFA and FEP?  (OPNAVINST 6110.1F, Enclosure 1, paragraph 11m)



	6.8.11
	(Navy) Has the ODC forwarded Risk Factor Screening/Physical Readiness Test Results (pink folder) to the member’s next command within 30 days of completion of testing? (OPNAVINST 6110.1F, Enclosure 1, paragraph 11j) 



	6.8.11.1
	(Navy) Does the ODC make a NAVPERS 1070/673 Administrative Remarks page entry each time and enlisted member exceeds body composition or physical readiness standards?  Is the original forwarded to COMNAVPERSCOM and a copy filed in the field service records?  (OPNAVINST 6110.1F, Enclosure 1, paragraph 11o) 



	6.8.11.2
	(Navy) Has the ODC issued a letter of notification each time an officer exceeds body composition or fails the PFA?  Has the letter been forwarded to COMNAVPERSCOM if it is the third failure in four years?  (OPNAVINST 6110.1F, Enclosure 1, paragraph 11p) 



	6.8.12
	(USMC) Are Marines participating in at least three hours of physical fitness training per week? (MCO 6100.3J, paragraphs 3b, 4a, 6c)



	6.8.13
	(USMC) Are Marines tested semiannually, and do they achieve a rating of at least third class on the physical fitness test (PFT)? Are the results recorded on a physical fitness test scorecard and kept on file? (MCO 6100.3J, paragraph 3b and enclosure 1, app D)



	6.8.14
	(USMC) If Marines fail to pass the PFT, are they placed on a daily command-supervised remedial program until they pass the test? (MCO 6100.3J, paragraph 6f)



	6.8.15
	(USMC) Are results of the PFT entered in section A or C of the fitness report as appropriate? (MCO 6100.3J, paragraph 6g)



	6.8.16
	(Air Force)  If the ODC has a waiver for fitness testing, does it have a formal physical conditioning program that satisfies the AF Fitness Program goal? (AFI 40-501, paragraph 1.3.3)



	6.8.17
	(Air Force)  Is the waiver no more than a year old? (AFI 40-501, paragraph 1.3.3.3)



	6.8.18
	(Air Force) If fitness testing is waived, has the waiving commander appointed, in writing, a person to function as the unit fitness program monitor? (AFI 40-501, paragraph 1.3.3.1.1)



	6.8.19
	(Air Force) Has the unit fitness program monitor done at least a quarterly review of documentation of each ODC member’s participation in a physical conditioning program? (AFI 40-501, paragraph 1.3.3.1.1)



	6.8.20
	(Air Force) If waived, are members documenting aerobic fitness conditioning on AF Form 1975, Personal Fitness Progress Chart?  (AFI 40-501, paragraph 1.4.2)



	
	

	6.8.21
	(Air Force) Is the ODC chief allowing members duty time to perform physical conditioning at least three times per week, unless mission requirements directly prohibit doing so? (AFI 40-501, paragraph 2.20.2)




SUB-SECTION 9 – Sponsorship Program

	Aim:  Determine if the ODC provides-

· Welcome letters to incoming members

· Sponsor assistance to incoming and outgoing members




	Reports and required documents

	Completed copies of DA Form 7274
	6.9.6


	References Cited:

	DoD 2055.3
	Manning of Security Assistance Organizations and the Selection and Training of Security Assistance Personnel, 11 Mar 85

	AR 600-8-8
	The Total Army Sponsorship Program, 2 Jul 93


	Indicators



	6.9.1
	Are welcome letters sent from the ODC chief and the sponsor?  (AR 600-8-8, paragraph 2-1b)



	6.9.2
	Is personal contact made with all incoming personnel prior to their arrival? (AR 600-8-8, paragraph 2-11)



	6.9.3
	Has temporary lodging and local transportation during the transition period been arranged for newcomers? (AR 600-8-8, table 2-6)



	6.9.4
	Does the sponsor acquaint incoming personnel and family members with unit members and locale? (AR 600-8-8, table 2-8)



	6.9.5
	Has the ODC included a copy of the job description with the ODC Chief’s welcoming letter to individual selected for the position?  (DoD 2055.3, paragraph E5b)



	6.9.6
	Is DA Form 7274 (Sponsorship Program Survey) being used to monitor the program?  (AR 600-8-8, paragraph 1.4g(3))




SUB-SECTION 10 – Freedom of Information Act, Privacy Act, and Mandatory Declassification Review Programs

	Aim:  Determine if the ODC-

· Has established primary and alternate monitors for FOIA/PA/MDR

· Safeguards privacy act information on individuals

· Uses privacy act warnings when asking for social security numbers


	Reports and required documents

	Appointment letters for primary and alternate FOIA/PA/MDR monitors
	6.10.1


	References Cited:

	ED 5-7
	Freedom of Information Act, Privacy Act and Mandatory Declassification Review Programs, 26 Feb 99

	SM 5-14
	Records Management, 22 Jan 97


	Indicators



	6.10.1
	Has the ODC chief designated, in writing, primary and alternate FOIA/PA/MDR monitors? (ED 5-7, paragraph 8d(2))



	6.10.1.1
	Have copies of the designation memos been provided to ECJ1-AXR? (ED 5-7, paragraph 8d(2))



	6.10.1.2
	Have monitor designations been reviewed annually? (ED 5-7, paragraph 8d(2))



	6.10.2
	Have the monitors received training via training packages provided by ECJ1-AXR or in a scheduled class? (ED 5-7, paragraph 8d(6))



	6.10.3
	Does the ODC use any locally developed forms that ask for a person’s social security number?  If so, do the forms contain a privacy act statement? (AR 340-21, paragraph 4-2a and 4-3)  



	6.10.3.1
	Did the ODC coordinate the form (6.10.3) with the HQ USEUCOM FOIA/PA/MDR office?  (ED 5-7, paragraph 9b(2)(f))



	6.10.3.2
	Do all rosters, lists, and databases created by the ODC that contain privacy act information contain the privacy act statement? (ED 5-7, paragraph 9b(2)(f and g))



	6.10.3.3
	Are records that contain Privacy Act information properly stored and safeguarded from unauthorized disclosure? (ED 5-7, paragraph 9a(2)(a))



	6.10.4
	Are Privacy Act Systems notice numbers on the lead file cabinet for records that are personal in nature and retrievable by name, SSN, or some other personal identifier?  (SM 5-14, paragraph 9g)




SUB-SECTION 11- Military Leave Program

	Aim:  Determine if the ODC-

· Has an annual leave program 

· Monitors accrued leave to prevent leave loss

· Approves advanced and permissive TDY appropriately

· Maintains a leave log and leave file




	Reports and required documents

	Organizational copies of leave forms
	6.11.5

	Leave log
	6.11.6


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	AR 600-8-10
	Leaves and Passes, 1 Jul 94

	AFI 36-3003
	Military Leave Program, 14 Apr 00

	MILPERSMAN 1050
	Leave and Liberty, 4 Jan 00, with change 26


	Indicators



	6.11.1
	Is accrued leave monitored to preclude the loss of earned leave annually? (AR 600-8-10, paragraph 2-2b(1))



	6.11.1.1
	Does the ODC have an annual leave program that gives members the opportunity to take leave within the constraints of operational requirements? (AFI 36-3003, paragraph 4.1.2; MILPERSMAN 1050-030)



	6.11.1.2
	Does the ODC allow members to take at least one leave of 14 days at least once a year? (AFI 36-3003, paragraph 4.1.4; MILPERSMAN 1050-030)



	6.11.2
	Is advanced leave approved only in emergency and urgent personal situations when members have limited or no accrued leave?  (AR 600-8-10, paragraph 4-5; AFI 36-3003, paragraph 6.3.1)



	6.11.3
	Are emergency leave requests approved based on service guidelines?



	6.11.4
	Is permissive TDY authorized only for semi-official activities provided under prescribing directives?

	6.11.5
	Are organizational copies of leave forms maintained on file for six months? (AR 600-8-10, paragraph 12-1u)



	6.11.6
	Is a leave control log used to record leave transactions and are the transactions annotated according to prescribing directives? (AR 600-8-10, paragraph 12)

	6.11.7
	Has the ODC Chief formally designated the member occupying the next senior position within the ODC as the acting chief to serve in the chief's absence? (ED 90-6, paragraph 21a)



	6.11.8
	Has ODC submitted requests for approval of travel outside the ODC area of official accreditation to ECJ4-ID at least eight working days prior to departure? (ED 90-6, paragraph 23d)




SUB-SECTION 12 – Performance Reporting

	Aim:  Determine if the ODC-

· Has a current rating scheme on hand

· Meets performance reporting timelines




	Reports and required documents

	Rating scheme
	6.12.1


	References Cited

	ED 90-6
	Administration of Security Assistance Organizations, 30 Jan 00

	SM 30-4
	Preparing, Reviewing and Forwarding HQ USEUCOM Rating Schemes, 16 Aug 99

	AR 623-105
	Officer Evaluation Reporting System, 1 Apr 98

	AR 623-205
	Enlisted Evaluation Reporting System, 31 Jan 92

	BUPERSINST 1610
	Navy Performance Evaluation and Counseling System, 2 Aug 95

	MCO P1610-7E
	Personnel Evaluation System, 3 Dec 98, with erratum and change 1&2

	AFI 36-2402
	Officer and Enlisted Evaluation System, 1 Jul 00


	Indicators



	6.12.1
	Does the ODC have an accurate and current rating scheme?



	6.12.2
	Does the ODC provide ECJ4-MS rating scheme quarterly updates so that they may be provided to the HQ USEUCOM Headquarters Commandant? (SM 30-4, paragraph 6)



	6.12.3
	Does the ODC meet service timelines when submitting performance reports to ECJ4?  


SUB-SECTION 13 – Military Identification Cards

	Aim:  Determine if the ODC is-

· Safeguarding identification card stocks

· Following regulatory guidelines for issuing cards

· Maintaining a register to record identification card transactions




	Reports and required documents

	Appointment letters for issuing authorities
	6.13.1

	Appointment letters for verifying and approving authorities
	6.13.2

	DD 1172 and identification card register
	6.13.8


	References Cited

	AR 600-8-14, AFIJ 36-3026
	Identification cards, Tags, & Badges, 29 Jul 99 (For activities issuing ID Cards) 


	AR 25-400-2
	The Modern Army Record Keeping System, 26 Feb 93


	Indicators



	6.13.1
	Are issuing authorities designated in writing and are they in pay grades E4/GS4 and above?



	6.13.2
	Are verifying and approving authorities designated in writing and are they in pay grades E5/GS5 and above?



	6.13.3
	Is DD Form 1173 completed correctly? (AR 600-8-14, fig 6-1)



	6.13.4
	Are proper dates (effective and expiration) reflected on DD Form 1173? (AR 600-8-14, appendix C)



	6.13.5
	Is documentation being verified to establish eligibility for military identification cards? (AR 600-8-14, appendix D)



	6.13.6
	Are applications for DD Form 1172 filled out correctly? (AR 600-8-14, appendix I)



	6.13.7
	Are foreign personnel issued DD Form 1173 only in accordance with AR 600-8-14, paragraph 6-15?



	6.13.8
	Are DD 1172 and ID Card Register maintained on file for the proper retention period? (AR 25-400-2)



	6.13.9
	Are DD 1173 stocks properly safeguarded?


LEGAL

(Office of Coordinating Responsibility: ECJA)

	Aim:  To determine-

· The adequacy of legal support to the ODC

· ODC knowledge of legal responsibilities

· The effectiveness of the Legal Advisor (where assigned)




	SUB-SECTIONS

	1
	Legal Advice

	2
	Legal Assistance

	3
	Standards of Conduct

	4
	Foreign Tax Relief Program

	5
	Foreign Criminal Jurisdiction

	6
	Foreign Civil Litigation

	7
	Military Justice

	8
	Claims


SUB-SECTION 1 – Legal Advice (If a Legal Advisor is assigned)
	Aim:  To determine the effectiveness of the Legal Advisor in providing legal advice.




	Reports and Required Documents

	None
	


	Indicators



	7.1.1
	Does the legal advisor understand the mission of the ODC and has he/she taken the opportunity to visit sections and activities throughout the unit?



	7.1.2
	What is the command relationship between the ODC Chief and the Legal Advisor?



	7.1.3
	Does a file of legal opinions exist?  Are opinions well reasoned?  Was advice fol​lowed and if not, why not?



	7.1.4
	Is there an established suspense system and are opinions rendered in a timely fashion?



	7.1.5
	Is administrative support appropriate for the tasks performed?   Are current job descriptions maintained for all staff person​nel?



	7.1.6
	Is a foreign attorney assigned to the ODC?  What legal issues does this attorney handle?  Are his/her legal opinions well reasoned?  Was his/her advice followed, and if not, why not?



	7.1.7
	Where a foreign attorney is not assigned, are there adequate procedures to obtain services of foreign legal counsel?



	7.1.8
	Are legal issues properly coordinated and promptly reported to ECJA?




SUB-SECTION 2 – Legal Assistance
	Aim:  To determine the adequacy and availability of legal assistance to ODC members.

	


	Reports and Required Documents

	None
	


	References Cited:

	AR 27-3
	The Army Legal Assistance Program, 21 Feb 96


	Indicators



	7.2.1
	Do activity personnel have adequate access to per​sonal legal advice/assistance either locally or through the closest US military legal assistance office?  (AR 27-3, paragraph 2-3b)



	7.2.2
	Is a list of local English language speaking attor​neys who may be consulted on personal legal matters available?



	7.2.3
	If a legal adviser is assigned:



	7.2.3.1
	Is there an active legal assistance program, to include powers of attorney, will preparation and execu​tion, notary service, and tax assistance?  (AR 27-3, paragraph 3-6)



	7.2.3.2
	Does the legal adviser provide briefings or other programs to orient personnel to the application of host nation laws and sensitivities?




SUB-SECTION 3 – Standards of Conduct
	Aim:  To determine ODC knowledge of and adherence to standards of conduct.




	Reports and Required Documents

	Standards of Conduct Monitor Appointment Letter
	7.3.1

	SF 278 for General Officers
	7.3.3

	SF 450 (as required)
	7.3.4

	Record of gifts
	7.3.5.6

	Annual compilation of gifts received
	7.3.5.7


	References Cited:

	DoD 5500.7R
	Joint Ethics Regulation (JER), 30 Aug 93

	DoD 1005.13
	Gifts from Foreign Governments


	Indicators



	7.3.1
	Are all personnel familiar with and do they understand the standards of conduct expected of DoD personnel?  Has a standards of conduct monitor been appointed for the ODC?    Is the monitor satisfied with the support received from ODC leadership?  (DoD 5500.7R, Chapter 1, Section 3, paragraph 1-300c)



	7.3.2
	Are there annual briefings or other means of educa​tion on standards of conduct?  (DoD 5500.7R, Chapter 11, Section 3, paragraph 11-302)



	7.3.3
	Have all general officers filed a Standard Form 278 upon assumption and termination of duty assignment as well as an​nually?  (DoD 5500.7R, Chapter 7, Section 2, paragraph 7-200 and 203)



	7.3.4
	Have all other person​nel, required by HQ USEUCOM or designated by the chief of the activity, filed timely SF 450s?  (DoD 5500.7R, Chapter 7, Section 3, paragraph 7-300 and 303)



	7.3.5
	Has the ODC received any gifts from foreign governments?  Is ODC policy for accepting, reporting, and disposing of gifts from foreign governments, including transp​ortation, in accordance with DoD guidance?  (DoD 5500.7R, Chapter 2, Section 2, paragraph 2-202)



	7.3.5.1
	For gifts accepted on behalf of the USG:

· Has the unit ensured the gifts are not used for the benefit or personal use of any individual employee?   (DoD 1005.13, Enclosure 2, paragraph 1a(2))

· Has the unit reported the gifts to GSA within 30 calendar days after termination of the official use?  (DoD 1005.13, Enclosure 2, paragraph 1a(3))



	7.3.5.2
	For gifts the ODC does not wish to retain or that are not approved for retention, has the unit reported the gift to GSA within 30 calendar days after depositing the gift with the employing component?  (DoD 1005.13, Enclosure 2, paragraph 1b)



	7.3.5.3
	For gifts for which there are no Federal requirements as determined by GSA and for which the recipient requests to purchase:  (DoD 1005.13, Enclosure 2, paragraph 1c)

· Is the gift reported to GSA on an SF 120 for utilization screening before sale to the recipient?  (DoD 1005.13, Enclosure 2, paragraph 1c(1))

· Has a commercial appraisal been obtained and forwarded to GSA?  (DoD 1005.13, Enclosure 2, paragraph 1c(2))



	7.3.5.4
	Has the ODC returned any gifts?  Was the disposal coordinated with Department of State to ensure U.S. foreign relations would not be adversely affected?  (DoD 1005.13, Enclosure 2, paragraph 2)



	7.3.5.5
	Has the ODC received firearms as a foreign gift?  Has the firearm been disposed of IAW DoD and federal codes?  (DoD 1005.13, Enclosure 2, paragraph 3)



	7.3.5.6
	Does the unit maintain records of gifts of more than minimal value?  (DoD 1005.13, Enclosure 2, paragraph 4a)



	7.3.5.7
	Has the ODC transmitted to SecState NLT 31 Jan an annual compilation of gifts received?  (DoD 1005.13, Enclosure 2, paragraph 4a)



	7.3.5.8
	Did the compilation include:

· Name and title of recipient?

· Brief description of the gift, date of acceptance, and current disposition or location?

· Circumstance justifying acceptance?



	7.3.5.9
	Have any gifts been recommended for donation or transfer?  Did the recommendation, included on an SF 120, include the specific donee, justification outlining any special significance of the gift to the proposed donee, and the mailing address and telephone number of both the recipient and proposed donee?  (DoD 1005.13, Enclosure 2, paragraph 5)

	7.3.5.10
	Has the unit received any gifts in the form of travel expenses?  Has the unit included in their implementing documents criteria to be applied in determining the propriety of accepting travel expenses of more than minimal value?   (DoD 1005.13, Enclosure 2, paragraph 7)



	7.3.6
	Is proper DoD policy followed in the areas of employment incident to retirement?       (DoD 5500.7R, Chapter 9, Section 1, paragraph 9-100)



	7.3.7
	Are proper procedures followed for off-duty employment of military personnel?        (DoD 5500.7R, Chapter 8, Section 2, paragraph 8-200 and 8-300)



	7.3.8
	Is DoD policy related to payment of honoraria followed?




SUB-SECTION 4 – Foreign Tax Relief Program
	Aim:  To determine-

· The adequacy of Foreign Tax Relief Support to the ODC

· The effectiveness of the ODC in executing Foreign Tax Relief responsibilities (if appointed Designated Military Commander or Country Representative)




	Reports and Required Documents

	Designated Military Commander/US Country Representative appointment letter
	7.4.1

	Host nation tax law study and tax charts
	7.4.2

	Annual report on foreign tax relief
	7.4.3.2


	References Cited:

	DoD 5100.64
	DoD Foreign Tax Relief, 12 Jun 79

	ED 45-8
	Foreign Tax Relief Program, 15 May 00


	Indicators



	7.4.1
	Has the Designated Mili​tary Commander (DMC) appointed a Country Representative for the purpose off administering the Foreign Tax Relief Program?  (DoD 5100.64, paragraph E7 and ED 45-8, paragraph 8b) 



	7.4.2
	Is the ODC familiar with DMC and Country Representative responsibilities?    (ED 45-8, paragraph 8c).



	7.4.3
	If designated the Country Representative, has the ODC prepared and main​tained host country Tax Law Study and Tax Charts?  (DoD 5100.64, paragraph F1 and ED 45-8, paragraph 8c(2))  Regardless of the date shown on the study and charts, are they current?  (DoD 5100.64, paragraph F5)



	7.4.4
	How does the ODC remain current on tax law develop​ments in country?  Are there any tax law issues pending for which the ODC is respon​sible?  (DoD 5100.64, paragraph F5)



	7.4.4.1
	Has the ODC forwarded copies of each country tax law to ECJA and other designated addressees within 30 days after its approval by the DMC?  (ED 45-8, paragraph 9a(1))



	7.4.4.2
	What is the status of those issues?  Has ECJA been informed of all pending tax issues?  (DoD 5100.64, paragraph F5 and ED 45-8, paragraph 8c(5) and (6))



	7.4.4.3
	Have all outstanding tax issues been included in the annual report to ECJA?  (DoD 5100.64, paragraph G2 and 3, and ED 45-8, paragraph 9a and b)




SUB-SECTION 5 – Foreign Criminal Jurisdiction
	Aim:  To determine ODC knowledge and execution of foreign criminal jurisdiction.




	Reports and Required Documents

	Designated Military Commander/US Country Representative appointment letter
	7.5.1


	Reference Cited:

	DoDD 5525.1
	Status of Forces Policies and Information, 7 Aug 79


	Indicators



	7.5.1
	Has the ODC been appointed “Designated Commanding Officer?”  (DoD 5525.1, paragraph D3a)



	7.5.2
	Do ODC personnel (assigned or attached) know their status in country?  Is this status sufficient to cover their activities?  (DoD 5525.1, paragraph D3)



	7.5.3
	Have there been any significant changes by the host government concerning foreign criminal jurisdiction?  Has higher authority been advised of any changes?  (DoD 5525.1, paragraph D4a)

	7.5.4
	Does the activity have responsibility for the country law study?   If yes, how does the ODC monitor host-country criminal law and is the country law study current?  (DoD 5525.1, paragraph D4a)



	7.5.5
	If the ODC is the country representative, are trial observers properly appointed and are trial observer reports, prison visitation reports, quarterly confinement re​ports, and annual foreign criminal jurisdiction reports properly maintained?  (DoD 5525.1, paragraph D7, 10, and E1)




SUB-SECTION 6 – Foreign Civil Litigation
	Aim:  To determine ODC knowledge of actions required when the host nation serves foreign process on the US government.




	Reports and Required Documents

	None
	


	References Cited:

	AR 27-40
	Litigation, 19 Sep 94


	Indicators



	7.6.1
	What procedures are followed in the event of an attempt to serve foreign process on the United States?



	7.6.2
	Has any attempt to serve foreign process on the United States been made?  Was ECLA informed of the attempt?  (AR 27-40, paragraph 3.1A)




SUB-SECTION 7 – Military Justice
	Aim:  To determine-

· ODC knowledge of military jurisdiction within its area of responsibility

· Effectiveness of ODC Legal Advisor coordination with respect to military justice




	Reports and Required Documents

	None
	


	References Cited:

	DoDD 5132.3
	DoD Policy and Responsibilities Relating to Security Assistance, 10 Mar 81

	ED 45-4
	Administration of Military Justice, 31 Jul 99


	Indicators



	7.7.1
	Is the ODC aware of what commands have military justice jurisdiction over unit personnel?  (DoD 5132.3, paragraph F1 and ED 45-4, paragraph 7 a and d)



	7.7.2
	Are administrative actions taken against ODC military personnel (assigned or attached) administered IAW Service regulations of the member concerned?  (ED 45-4, paragraphs 7d(2) and (3))



	7.7.3
	Does the ODC have a copy of Service Element Commanders? ?  (ED 45-4, paragraph 7a(1))



	7.7.4
	Does the ODC Chief promptly report alleged offenses by ODC personnel to HQ USEUCOM?  (ED 45-4, paragraph 7d(1))



	7.7.5
	If the ODC Chief determines that punitive action is or may be warranted, does the Chief refer the case to the appropriate Service Element Commander?  (ED 45-4, paragraph 7d(3))



	7.7.6
	Is the Legal Advisor or ECJA advice sought regarding investigations and procedures to be followed?  (ED 45-4, paragraph 8a)



	7.7.7
	If an accused desires to consult an attorney but one is not available in the area, what actions does the Legal Advisor take?  (ED 45-4, paragraph 8c)



	7.7.8
	Is the Legal Advisor consulted prior to forwarding a case to the appropriate military justice authority?  (ED 45-4, paragraph 8e)



	7.7.9
	Is the Legal Advisor notified promptly in cases involving serious misconduct?  Is the servicing criminal investigation office also notified?  (ED 45-4, paragraph 8g)



	7.7.10
	Are allegations of misconduct by general/flag officers, Directors, or Office Chiefs reported immediately to the Chief of Staff?  Are investigations into serious misconduct alleged against a general or flag officer, or civilians above GM/GS-15 reported to ECIG? (ED 45-4, paragraph 8h)



	7.7.11
	Are all forms of pretrial restraint reported to ECJA as soon as possible, but NLT 24 hours from the time restraint is imposed?  (ED 45-4, paragraph 8i)



	7.7.12
	Since the last inspection have there been any serious disciplinary problems?  How were they resolved? (ED 45-4, paragraph 7d)




SUB-SECTION 8 – Claims
	Aim:  To determine-

· ODC knowledge of actions required when a claim has been filed against the US Government.

· ODC knowledge of actions required when processing a unit member claim.




	Reports and Required Documents

	None
	


	References Cited:

	DoDD 5515.8
	Single-Service Assignment of Responsibility for Processing of Claims, 9 Jun 90

	ED 45-6
	Claims Procedures for Security Assistance Organizations, 1 Nov 94


	Indicators



	7.8.1
	Is adequate claim service available for US personnel and are the claims processed expeditiously?



	7.8.2
	Has the ODC notified ECJA and the servicing single-service component legal office by the most expeditious means of the filing of a lawsuit or claim against the US Government as a result of acts or omissions by DoD personnel? (ED 45-6, paragraph 7a(1))



	7.8.3
	Regarding foreign claims, does the unit have single service claims authority to provide adequate assistance?  (DoDD  5515.8)   Who has this responsibility?
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Civilian Personnel

(Office of Coordinating Responsibility: ECJ1-C)

	Aim:  To determine-

· Effectiveness in management and supervision of civilian employees

· Knowledge and use of civilian alternative work schedule and award programs

· Knowledge, support, and use of grievance and EEO systems




	SUB-SECTIONS

	1
	Civilian Personnel Management

	2
	Performance Evaluation

	3
	Position Management

	4
	Incentive Awards

	5
	Training

	6
	Grievances and Complaints

	7
	Hours of Work

	8
	Overtime

	9
	Timekeeping and Payroll

	10
	Affirmative Employment


SUB-SECTION 1 – Civilian Personnel Management
	Aim:  To determine-

· ODC knowledge of processing civilian personnel actions

·  CPO support of ODC civilian personnel management

·  ODC knowledge and adherence to overseas rotation policies




	Reports and Required Documents

	Employee rotation agreement
	8.1.8

	Extension requests (as required)
	8.1.11


	References Cited:

	ED 30-14
	Overseas Tour Rotation Policy, 6 Jul 99


	Indicators

	8.1.1
	Who provides civilian personnel servicing?  In a regionalized environment, how are services provided?



	8.1.2
	What automated processes are available?  Are they utilized to the full extent possible?  Are managers aware of the potential of automated processes?



	8.1.3
	Does the organization have internal SOP’s?



	8.1.4
	How is information regarding civilian personnel management issues made available to managers and employees?



	8.1.5
	Do supervisors and employees know whom to contact for personnel questions and problems?



	8.1.6
	Are personnel actions accomplished and submitted on a timely basis?



	8.1.7
	Do supervisors and employees understand the provisions of the DoD overseas rotation program?  (ED 30-14, paragraph 6)



	8.1.8
	Have covered employees signed a rotation agreement?  (ED 30-14, paragraph 6a)



	8.1.9
	Has timely action been taken to act on employees whose overseas rotation date is approaching, i.e., approximately eight months in advance of the rotation date?  (ED 30-14, paragraph j)



	8.1.10
	Do non-extended employees understand their entitlements?   (ED 30-14, paragraph 6g)



	8.1.11
	Are all extension requests forwarded to ECJ1-C prior to being forwarded to the servicing personnel office?  (ED 30-14, paragraph 6i)




SUB-SECTION 2 – Performance Evaluation
	Aim:  To determine ODC effectiveness in-

· Development of performance plans

· Timely and accurate preparation and submission of performance appraisals




	Reports and Required Documents

	Written performance plan(s)
	8.2.3

	Mid-point performance reviews
	8.2.4

	Performance evaluations
	8.2.7

	Civilian rating matrix
	8.2.10


	References Cited:

	ED 30-30
	Performance Management and Awards,16 Jun 99

	AR 690-400, Chapter 4302
	Total Army Performance Evaluation System (TAPES), 16 Oct 98


	Indicators

	8.2.1
	Has the ODC Chief ensured all ratees are informed of individuals in their rating chain and of their annual rating cycles?  (AR 690-400, Chapter 4302, paragraph 1-4a(4))



	8.2.2
	Has the ODC Chief ensured that all supervisors who rate civilians and employees receive adequate training or orientation concerning the performance appraisal system?  (AR 690-400, Chapter 4302, paragraph 1-4a(4))



	8.2.3
	Has a written performance plan been established and put in place for each employee within 30 days of the beginning of the rating period?  (AR 690-400, Chapter 4302, paragraph 1-4a(6) and 1-5a)



	8.2.4
	Are in-progress performance reviews during the rating period documented on DA Form 7223-1?  (AR 690-400, Chapter 4302, paragraph 3-2)



	8.2.5
	Has the senior rater reviewed and approved performance plans at least at the beginning of each rating period? (AR 690-400, Chapter 4302, paragraph 1-4b(1) and 3-1)



	8.2.6
	Are performance plans recorded on the appropriate DA Form 7223-1 (Counseling Checklists)?  (AR 690-400, Chapter 4302, paragraph 1-5a(3))



	8.2.7
	Are performance evaluations completed on DA Form 7223?  Does the ODC provide the original to the employee, a copy to the rater and a copy to the CPAC.  (AR 690-400, Chapter 4302, paragraph 1-4a(6))



	8.2.8
	Have all employees due ratings during the past year fiscal year received them?  (AR 690-400, Chapter 4302, paragraph 1-5b)



	8.2.9
	Has the ODC Chief established internal controls to ensure all TAPES requirements are met in a timely manner?  (ED 30-30, paragraph 6e(1))



	8.2.10
	Has the ODC Chief established at the start of each calendar year a civilian-rating matrix identifying a rater and a senior rater for each civilian employee?  (ED 30-30, paragraph 6e(2))



	8.2.11
	Have a rater and senior rater been assigned at the beginning of each performance period for each civilian employee?  (ED 30-30, paragraph 7a)



	8.2.13
	Do annual appraisals cover the entire performance rating period, but NLT 120 days?  (ED 30-30, paragraph 7e)



	8.2.14
	Are appraisals conducted IAW the appropriate grade schedules (GS 1-5: 1 May – 30 Apr; GS 6-8: 1 Feb – 31 Jan; GS 9-12: 1 Nov – 31 Oct; GS 13 and above: 1 Jul – 30 Jun)?  (ED 30-30, paragraph 7e)



	8.2.15
	Are special appraisals considered by the rating chain in the preparation of annual appraisals of record?  (ED 30-30, paragraph 7f)



	8.2.16
	In cases where during the rating period an employee fails to meet expectation or is judged to “need improvement,” has the employee been informed in writing, provided guidance and assistance, and given a reasonable opportunity to improve performance?  (ED 30-30, paragraph 7g)



	8.2.17
	Has the ODC Chief scheduled TAPES training or refresher training for all supervisors of civilian employees?  (ED 30-30, paragraph 6e(3))




SUB-SECTION 3 – Position Management
	Aim:  To determine ODC effectiveness in developing and maintaining current civilian position descriptions.




	Reports and Required Documents

	Position descriptions
	8.3.1


	References Cited:

	
	


	Indicators

	8.3.1
	Are civilian positions reviewed for currency and accuracy of duty description?  How often?  



	8.3.2
	What is the ratio of supervisory to non-supervisory personnel?



	8.3.3
	Are supervisors aware of, and in compliance with, the restrictions on the establishment of additional high-grade positions, i.e., those at GS-14 and GS-15?




SUB-SECTION 4 – Incentive Awards
	Aim:  To determine ODC knowledge and use of available civilian personnel award programs.




	Reports and Required Documents

	SF 52 for Time Off and Monetary Awards (for DA Civilians)
	8.4.3

	DA 1256 for Time Off and Monetary Awards (for Local National Employees)
	8.4.3

	DA 1256 for Honorary Awards
	8.4.3


	References Cited:

	ED 30-30
	Civilian Personnel Management and Awards, 16 Jun 99

	AR 690-400, Chapter 4302
	Total Army Performance Evaluation System (TAPES), 16 Oct 98


	Indicators

	8.4.1
	Are Performance Award nominations submitted within normal time frames?



	8.4.2
	Are monetary award recommendations consistent with USEUCOM and DA policy?  (AR 690-400, Chapter 4302, paragraph 2-4 and ED 30-30, paragraph 9)



	8.4.3
	Are honorary awards, monetary awards, and other than Performance Awards, documented in accordance with appropriate DA regulations?  (ED 30-30, paragraph 9f)



	8.4.4
	Has the ODC established its own incentive award budget? (for SA funds)  (ED 30-30, paragraph 6c)




SUB-SECTION 5 – Training

	Aim:  To determine-

· ODC effectiveness in implementing and documenting required civilian personnel training

· CPO/CPAC support to ODC for supervisory and employee training




	Reports and Required Documents

	None
	


	References Cited:

	ED 30-30
	Civilian Personnel Management and Awards, 16 Jun 99


	Indicators

	8.5.1
	Does the organization have a method to identify and accomplish needed training?



	8.5.2
	How many employees received training during the current fiscal year?



	8.5.3
	Does the organization have a policy regarding mandatory Supervisory Training?  How is completion of training tracked?



	8.5.4
	Does the organization have orientation procedures in place for new employees?  Do these cover both job requirements and basic personnel policies?



	8.5.5
	Has the servicing CPO provided technical guidance, including manager and employee training?  (ED 30-30, paragraph 6d)




SUB-SECTION 6 – Grievances and Complaints
	Aim:  To determine ODC knowledge and adherence to established grievance and EEO procedures.




	Reports and Required Documents

	None
	


	References Cited:

	DoD 1400.25-M
	Civilian Personnel Manual, Sub-Chapter 771


	Indicators

	8.6.1
	Are employees and managers aware of the procedures for handling grievances and complaints?  (DoD 1400.25-M, Sub-Chapter 771, paragraphs 6 a and b)



	8.6.2
	How many administrative grievances were filed during the current fiscal year?  During the previous fiscal year?



	8.6.3
	Who provides EEO services?  Are full services provided, or only complaint processing?



	8.6.4
	Have employees received mandatory training for Prevention of Sexual Harassment (POSH)?  How is it tracked?



	8.6.5
	Do employees know the procedure for filing an EEO complaint?

	8.6.6
	How many EEO complaints have been filed during the current fiscal year?  During the previous FY?



	8.6.7
	Do you have any open complaints that are more than two years old?




SUB-SECTION 7 – Hours of Work
	Aim:  To determine ODC knowledge and use of HQ USEUCOM hours of work policies and options.




	Reports and Required Documents

	None
	


	References Cited:

	ED 30-12
	Hours of Duty, 15 Jul 99


	Indicators

	8.7.1
	Do all employees have an established work schedule?  (ED 30-12, paragraph 8a(1))



	8.7.2
	Does the ODC offer employees maximum opportunity to take advantage of Alternative Work Schedules?   If so, which option(s)?  (ED 30-12, paragraph 6b(2))



	8.7.3
	Do supervisors and employees understand all the requirements of the work schedule option(s) being applied, e.g., are employees on a Flexible Work Schedule using the credit hours option?  (ED 30-12, paragraph 8)




SUB-SECTION 8 – Civilian Overtime
	Aim:  To determine  ODC effectiveness in-

· Planning and programming overtime

· Documenting overtime use




	Reports and Required Documents

	DA 5172 for overtime
	8.8.3 & 8.8.4


	References Cited:

	ED 30-12
	Hours of Duty, 15 Jul 99


	Indicators

	8.8.1
	Does the organization have an established procedure for requesting and approving overtime? (ED 30-12, paragraph 9)



	8.8.2
	Do supervisors understand and follow procedure?  (ED 30-12, paragraph 9)



	8.8.3
	To the maximum extent possible, is overtime scheduled in advance and approved by the supervisor using a DA Form 5172 (or similar format containing the same information as on the DA Form)?  (ED 30-12, Appendix A, paragraph 6)



	8.8.4
	Has the supervisor approved in writing unscheduled or unplanned overtime?  (ED 30-12, Appendix A, paragraph 6)



	8.8.5
	Does management monitor overtime use to assure overtime is worked in only essential situations?  (ED 30-12, Appendix A, paragraph 6)



	8.8.4
	Do supervisors and employees understand the applicable overtime payment options and requirements, e.g., when compensatory time may be required, or when employees are entitled to payment of night differential?  (ED 30-12, paragraph 9)


SUB-SECTION 9 – Timekeeping and Payroll
	Aim:  To determine ODC effectiveness and accuracy in monitoring and reporting T & A. 




	Reports and Required Documents

	Timekeeper Letter of Certification
	8.9.2

	Time and Attendance Reports
	8.9.4


	References Cited:

	ED 30-12
	Hours of Duty, 15 Jul 99

	DFAS-DE 7040.1-M
	


	Indicators

	8.9.1
	Who provides payroll servicing?  What automated processes are utilized?



	8.9.2
	Did the Commander ensure that the Customer Service Representative (CSR) conducted adequate and timely training for timekeepers and T&A certifiers?  Is there a letter on file to appoint the current timekeepers and T&A certifiers?  (DFAS-DE 7040.1-M, Chapter 9A2b)



	8.9.3
	Do supervisors understand their responsibilities with regard time and attendance? (ED 30-12, paragraph 6b(7))



	8.9.4
	Have supervisors certified Time & Attendance Reports for all subordinates? (ED 30-12, paragraph 6b(7))



	8.9.5
	Do supervisors and employees understand the role of the timekeeper?  (Note: This individual is NOT responsible for the accuracy of the information on the time sheet – only accurate entry of information provided?)  (ED 30-12, paragraph 11)



	8.9.6
	Was documentation maintained for at least a SIX-year period?




SUB-SECTION 10 – Affirmative Employment

	Aim:  To determine-

· ODC knowledge of affirmative employment policies

· ODC implementation of these policies 




	Reports and Required Documents

	None
	


	References Cited:

	5 USC Section 3110
	Employment of Relatives

	5 CFR
	Code of Federal Regulations

Section 720 – Affirmative Employment Programs


	Indicators

	8.10.1
	Do supervisors understand policies and procedures for selection of candidates for vacancies, including veterans’ and spouse preference? (5 USC, Section 3501)



	8.10.2
	Do supervisors understand hiring options, to include use of local nationals and overhires?



	8.10.3
	Where feasible, do managers and supervisors make special efforts to recruit and select qualified candidates from underrepresented groups?  (5 CFR 720)



	8.10.4
	Do managers and supervisors understand and apply prohibitions against the selection of (or advocacy of the selection or advancement of) a relative for a position anywhere in the organization under his or her jurisdiction excepted in limited circumstance?  (Title 5, Section 3110)



	8.10.5
	Where required, do managers and supervisors participate in the development of the job analysis to ensure job-related criteria are fairly applied in evaluating candidates?
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Communications/INFORMATION ASSURANCE

(Office of Coordinating Responsibility: ECJ6)

	Aim:  To determine ODC effectiveness, efficiency, and security in the use of telecommunications resources.




	SUB-SECTIONS

	1
	Use of the Defense Information Systems Network

	2
	Communications Discipline

	3
	Communications Security (COMSEC)

	4
	Automated Information System (AIS) Security


SUB-SECTION 1 –Use of the Defense Information Systems Network (DISN)

	Aim:  To determine ODC knowledge of and adherence to the policy for management, use, and access to the DISN and connected services.




	Reports and Required Documents

	DISN service validation
	9.1.3

	Host nation approval and connection approval
	9.1.4

	Approval for installation of DSN phone in personal quarters
	9.1.6

	Unit policy and procedures for Health, Morale, and Welfare Use of the DISN
	9.1.8


	References Cited:

	ED 100-8
	Theater Policy for Defense Information System Network, 26 Mar 99


	Indicators

	9.1.1
	Does the unit have DISN connectivity?



	9.1.2
	Has the unit requested DISN connectivity? (ED 100-8, paragraph 7b(1))



	9.1.3
	Has the unit submitted DISN service validation to ECJ6? (ED 100-8, Appendix H, paragraph 2)



	9.1.4
	Has the unit obtained Host Nation Approval and Connection Approval before equipment is nominated to fill a technical solution?  (ED 100-8, paragraph 7b(5) and (6))



	9.1.5
	If DSN service is provided as part of an FMS arrangement:  (ED 100-8, Enclosure 1 to Appendix D, paragraph 2e)



	9.1.5.1
	Is the use by DoD personnel assigned to non-US organizations approved by ECJ6?



	9.1.5.2
	Is the use by non-DoD users approved by OSD?



	9.1.6
	Has installation of a DSN phone in personal quarters been approved by the installation approval authority as designated by the component command?

(ED 100-8, Enclosure 1 to Appendix D, paragraph 3)



	9.1.7
	Is the DSN phone in personal quarters prevented from making local calls?  (ED 100-8, Enclosure 1 to Appendix D, paragraph 3)




SUB-SECTION 2 – Communications Discipline

	Aim:  To assess the ODC’s economical and disciplined use of all DoD common-user telecommunications systems.




	Reports and Required Documents

	Monthly telecommunications billings
	9.2.3

	Telephone control procedures
	9.2.2, 9.2.8, and 9.2.9.1.4


	References Cited:

	ED 25-1
	HQ USEUCOM Information Security SOP, 18 Aug 98

	ED 100-8
	Theater Policy for Defense Information System Network, 26 Mar 99

	AR 25-1
	Army Information Resources Management Program, 15 Feb 00


	Indicators

	9.2.1
	Are ODC personnel familiar with the types and purposes of available communications, services, and systems [emphasis on economy and discipline in use of long distance communications to include DISN)?  (AR 25-1, paragraph 6-1a(2)(a))



	9.2.2
	Does a telephone usage control program exist?  Does it provide for the management and control of cellular telephones? (AR 25-1, paragraph 6-12n).



	9.2.3
	Has the ODC Information Manager (or designated telephone control officer) periodically validated monthly bills, certified by the users, for toll-free service, pager service, cellular phone service, calling card usage, long distance commercial calls and commercial lines?  (AR 25-1, paragraph 6-1a(2)(b))



	9.2.4
	Has the ODC Information Manager reviewed and revalidated at least every two years all common-user information services, government and commercial?  Did the review include:

· Toll-free numbers (purpose and traffic volume)

· Calling cards (assignment and how and from where used)

· Cellular phones and pagers (assignment and how and when used)

(AR 25-1, paragraph 6-1a(2)(c))



	9.2.5
	Has the ODC established a reutilization program to identify and turn in cellular phones that are no longer needed or seldom used?  (AR 25-1, paragraph 6-3aa(1))



	9.2.6
	Are all cellular phones managed as accountable items?  (AR 25-1, paragraph 6-3aa(1))



	9.2.7
	Is cellular phone usage limited to “official use” only?  Are cellular phones used in lieu of established wire communications?  (AR 25-1, paragraph 6-3aa(1))



	9.2.8
	Does the ODC have a procedure to enable recovery of toll charges, as practical, for unofficial/unauthorized personal telephone calls placed on official telephones by ODC personnel?  (AR 25-1, paragraph 6-1d(3))



	9.2.9
	Health, Morale and Welfare Use of the DISN (ED 100-8, Appendix G).



	9.2.9.1
	Has the unit established policy and procedures to allow limited space available access to government operated unclassified voice and data networks for:



	9.2.9.1.1
	Brief communications between deployed members and their immediate families for family support and morale purposes.



	9.2.9.1.2
	Brief communications by military members and DoD employees during official travel to notify family members of official transportation or schedule changes.



	9.2.9.1.3
	Reasonable personal communications for the purpose of arranging such things as auto repairs, home repairs, childcare, or medical care.



	9.2.9.1.4
	Has the ODC chief placed controls to protect government information and communications resources from fraud, waste, abuse, mismanagement, or misappropriation?  (ED 100-8, paragraph 3)




SUB-SECTION 3 – Communications Security (COMSEC)
	Aim:  To determine ODC knowledge of and adherence to standards and procedures for managing COMSEC materials (electronic and hard copy).




	Reports and Required Documents

	STU-III sub-hand receipts
	9.3.3

	STU-II Key Control Log
	9.3.4. 1

	Semiannual inventory of master keys
	9.3.4.2

	Quarterly inventory of issued CIKs
	9.2.4.3


	References Cited:

	ED 25-1
	HQ USEUCOM Information Security SOP, 18 Aug 98


	Indicators

	9.3.1
	Do personnel, as required, have ready access to STU-III telephones?



	9.3.2
	Are STU-III telephones installed/stored in U.S. controlled facilities only?  (ED 25-1, Section VI, paragraph 2b(3))



	9.3.3
	Are STU-III terminals accounted by serial number by Property Book Officers?  Are the STU-III telephones sub-hand receipted?  (ED 25-1, Section VI, paragraph 3a)



	9.3.4
	Does the unit Security Manager:



	9.3.4.1
	Maintain updated STU-III Key Control Logs on all STU-III keys within the unit?  (ED 25-1, Section VI, paragraph 3c(1))



	9.3.4.2
	Maintain proper storage of Masters and 1 to 2 extra zeroed CIKs?  Are these inventories semiannually?  (ED 25-1, Section VI, paragraph 3c(2))



	9.3.4.3
	Inventory issued CIKs quarterly ensuring all CIKs are accounted for?  (ED 25-1, Section VI, paragraph 3c(3))



	9.3.4.4
	Spot check use and control of issued CIKs ensuring keyed terminals and keys are not left unattended?  (ED 25-1, Section VI, paragraph 3c(4))



	9.3.4.5
	Coordinate all initial and CMDSA re-keys with the unit?  (ED 25-1, Section VI, paragraph 3c(5))




SUB-SECTION 4 – Automated Information System (AIS) Security
	Aim:  To ensure-

· ODC AIS integrates DoD policies and guidance

· ODC standardization and interoperability




	Reports and Required Documents

	Records of installed software
	9.5.1.1

	Back up copy of critical files
	9.5.1.4

	Annual AIS training documentation
	9.5.2.4


	References Cited:

	DoD 5200.40
	DoD Information Technology Security Certification and Accreditation Process (DITSCAP), 30 Dec 97

	ED 25-1
	HQ USEUCOM Information Security SOP, 18 Aug 98

	ED 25-5
	Information Assurance, 10 Mar 99

	
	Security Assistance Office Automation Guide


	Indicators

	9.5.1
	Computer Security Program Management



	9.5.1.1
	Has the ODC developed an ADP Plan?  (Security Assistance Office Automation Guide, Appendix 1)



	9.5.1.2
	Are records maintained of installed software on each computer?  Is an inventory maintained on all software, whether installed or not?



	9.5.1.3
	Have unauthorized copies been made of proprietary software that has been licensed to the government?  Has a government system been used to make unauthorized copies of proprietary software?  (ED 25-5, Appendix C, Annex D, paragraph 4)



	9.5.1.4
	Is privately owned or privately licensed software used on government computers?  Is there evidence of approval by the DAA or the software licenser?   (ED 25-5, Appendix C, Annex D, paragraph 1)



	9.5.1.5
	Does the unit maintain a backup copy of critical files (e.g., baseline system software and data files)?  Where are the back-ups stored?



	9.5.2
	Security Training and Awareness



	9.5.2.1
	Has the Embassy Regional Security Officer (RSO) established local computer system security procedures that minimize the risk of unauthorized use or access to terminal workstations/computer systems and the loss or compromise of information on the computer systems?  (ED 25-5, paragraph 2a(1))



	9.5.2.2
	Are local security procedures established by the Embassy Regional Security Officer (RSO) or designated representative followed?  (ED 25-5, paragraph 2-a)



	9.5.2.3
	Has a security training and awareness program been originated to ensure all personnel with access to the AIS know operational and security related procedures and the risk associated with that operation?  Do all personnel receive training prior to access being granted to any AIS?  (ED 25-5, paragraph 6a)



	9.5.2.4
	Is the training provided annually to all individuals who have access to any AIS?  Is the training documented in a training record?  (ED 25-5, paragraph 6a(2))



	9.5.2.5
	Does the unit maintain training records which at a minimum document initial and annual refresher training?  (ED 25-5, paragraph 6a(3))



	9.5.3
	System Processing, Physical Controls, and Markings.



	9.5.3.1
	Do all computer display monitors display a system identification screen prior to allowing any logon?  Does the screen include the system classification, system organization, system name, and notice to consent?  (ED 25-5, Appendix C, Annex A, paragraph 1a)



	9.5.3.2
	Are personnel required to log-onto the AIS?  Are unique user IDs and passwords used to gain access to the AIS?  Are passwords changed at a minimum, every 6 months on non-secure systems and every 3 months on a secure system? (ED 25-5, Appendix C, paragraph 7a and Security Assistance Office Automation Guide, Part II, page 5)



	9.5.3.3
	Are personnel cleared to the highest classification level and most restrictive category of information they have access to on the AIS?  (ED 25-5, Enclosure 3 paragraph A6)



	9.5.3.4
	Is access to the supervisor/root account limited to the minimum number of individuals?  Is the password changed periodically?  Where is the password stored if written down?  (ED 25-5, Appendix C, paragraph 7b)



	1.1.17
	Has the ODC chief ensured user accounts and passwords are obtained and safeguarded?  (SAMM, Chapter 15, Section 1504, paragraph 150404 H2)



	9.5.3.5
	Is the capability to conduct privileged actions (i.e., loading users, passwords, etc.) limited to authorized personnel?



	9.5.3.6
	Are controls in place to monitor and remove user accounts when deemed no longer necessary?



	9.5.3.7
	Is access restricted to authorized personnel only?



	9.5.3.8
	Have physical controls been established to prevent unauthorized disclosure, destruction or modification of classified and sensitive unclassified information?



	9.5.3.9
	Are periodic audits and verifications conducted to ensure potential for compromise of classified material is reduced to a minimum?  If problems are detected, are protective or corrective measures implemented?  Who collects the audits and for how long are they kept (one year minimum)?  (ED 25-5, paragraph 6e)



	9.5.3.10
	How does the unit detect/hinder network intrusions?  Are intrusion detection or firewall systems used (Firewalls are required between unclassified systems operating at the same security classification level, but at different sensitivity.)?  (ED 25-1, paragraph 6d(5) and 6g)



	9.5.3.11
	Do users of systems know proper procedures for reporting suspected violations or security compromise to data residing on computer systems?  (ED 25-1, Section V, paragraph 5c)



	9.5.3.12
	Are all areas approved for processing of classified information inspected, at least yearly, to ensure compliance to an applicable regulation?



	9.5.3.13
	Are all personnel who have unescorted access to computers that process classified information have a U.S. security clearance to the level of information that is processed on that system?



	9.5.3.14
	Is all classified information produced on computer system stored IAW DoD Directive 5200.lR, Information Systems Security Policy for the DoD?



	9.5.3.15
	Are government systems, networks, and network services used to access the Internet or commercial services (e.g., CompuServe and AOL) for non-official purposes?



	9.5.3.16
	Is classified media marked to accurately reflect the sensitivity of the material?  (ED 25-5, paragraph 6i(2))



	9.5.3.16.1
	Does the ODC process any sensitive but unclassified material (e.g., FOUO or Privacy Act)?



	9.5.3.16.2
	Are systems and products appropriately labeled?



	9.5.3.16.3
	Is AIS equipment marked with a label (SF 706 (TS), 707 (S), 708 (C), and 710 (UNC) showing the highest classification level contained in (or is processed by) the equipment?



	9.5.3.16.4
	Are external classification markings placed on magnetic media (hard disk and diskettes)?



	9.5.3.16.5
	Where is sensitive but unclassified data stored?



	9.5.4
	Accountability.  Is a system in place to ensure that each person having access to the AIS may be held accountable for their actions on the AIS?



	9.5.5
	Remanence Security.



	9.5.5.1
	Are computer systems and computer storage media which have been used for processing classified information or sensitive but unclassified information been appropriately erased, declassified, or destroyed prior to transfer or disposal?  (ED 25-5, Appendix C, paragraph 3)



	9.5.5.2
	Are surplus computer systems sanitized?  (ED 25-5, Appendix C, Annex B, paragraph 4)



	9.5.6
	Viruses.  Is software protected against theft or tampering to reduce potential for virus infection? (ED 25-5, paragraph 6d)



	9.5.6.1
	Is a DoD approved anti-viral software installed and used on all systems and networks?



	9.5.6.2
	Is the anti-viral software scheduled to run on all networks and workstations daily (minimum)?



	9.5.6.3
	Do procedures exist to obtain, distribute, and install changes to anti-virus software?



	9.5.6.4
	Who is responsible for implementing the anti-viral software?



	9.5.6.5
	Is anti-viral software updated at a minimum every two weeks?  (Security Assistance Office Automation Guide, Part II, page 5)



	9.5.6.6
	Are virus prevention, detection, eradication and reporting procedures included in user awareness training?  Can users demonstrate their proficiency in scanning files for computer viruses?

	9.5.6.7
	What is the procedure when a system is detected to be infected with a virus?  Is the RSO, ISSO, or ISSM notified as soon as a virus is detected?  (Security Assistance Office Automation Guide, Part II, page 5)



	9.5.7
	Does the unit have a policy for the use of Music CDs in DoD computers?  If allowed, is the PC configured to disable the auto play feature?  (ED 25-5, Appendix C, paragraph 4)



	9.5.8
	Are microphones and/or cameras for video teleconferencing are being used, are they disconnected or physically disabled?   (ED 25-5, Appendix C, paragraph 5)




PUBLIC AFFAIRS & DV VISITS

(Office of Coordinating Responsibility: ECPA)

	Aim:  To determine ODC knowledge of and execution of HQ USEUCOM public affairs guidance. 




	SUB-SECTIONS

	1
	Procedures

	2
	Internal Information

	3
	Public Information

	4
	Command Relations

	5
	World Wide Web

	6
	Distinguished Visitor Visit Procedures


SUB-SECTION 1 – Procedures

	Aim:  To determine ODC development of an effective PA program.




	Reports and Required Documents

	PA procedure(s) to notify ECPA
	10.1.3


	References Cited:

	ED 15-1
	Organization and Policies, 4 May 95


	Indicators

	10.1.1
	Does the unit have a designated Public Affairs or Public Affairs Point of Contact?  (ED 15-1, paragraph 6b)



	10.1.2
	Is there an established security review program in place to meet DoD, EUCOM and ODC requirements?



	10.1.3
	Is there an established procedure to inform EUCOM/ECPA of all significant potential/ actual pubic affairs problems? (ED 15-1, paragraph 7e)




SUB-SECTION 2 – Internal Information

	Aim:  To determine the ODC effectiveness in-

· Internally communicating command issues and concerns

· Use of the AFN Satellite Broadcast Equipment




	Reports and Required Documents

	None
	


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations/Offices (30 Jan 00)


	Indicators

	10.2.1
	Is the unit’s internal information program effective?  Are unit personnel informed of command issues and concerns?



	10.2.2
	AFN Satellite Broadcast Equipment.



	10.2.2.1
	If OMA funds are used to purchase a system, are broadcasts only for ODC office use?  (ED 90-6, paragraph 25f(2))



	10.2.2.2
	Has the ODC obtained host nation approval to receive AFN broadcasts prior to purchasing AFN satellite receiver/decoder equipment? (ED 90-6, paragraph 25f(2))



	10.2.2.3
	Has the ODC, if collocated with an Embassy, received embassy permission for installation of the equipment prior to purchase of the equipment? (ED 90-6, paragraph 25f(2))




SUB-SECTION 3 – Public Information

	Aim:  To determine ODC effectiveness in coordinating and executing press releases.




	Reports and Required Documents

	None
	


	References Cited:

	ED 15-1
	Organization and Policies, 4 May 95

	USCINCEUR/ECPA EUCOM 201434Z Feb 98 message
	EUCOM Force Protection Public Affairs Guidance


	Indicators

	10.3.1
	Are media releases consistent with EUCOM directives and properly coordinated with ECPA?  (ED 15-1, paragraph 8e)



	10.3.2
	Has the ODC sought ECPA clearance for specifically noted categories of releases?         (ED 15-1, paragraph 8 e(10) through 8e(17))



	10.3.3
	For rapidly developing news, has the local commander, in conjunction with the host nation, quickly acknowledged established facts in the public domain?  Any examples?  (ED 15-1, paragraph 8f)



	10.3.4
	Does the ODC have and understand EUCOM PA guidance for force protection public affairs guidance?  (USCINCEUR/ECPA 201434Z Feb 98 message USEUCOM Force protection Public Affairs Guidance)




SUB-SECTION 4 – Command Relations

	Aim:  To determine ODC effectiveness in coordinating and executing public appearance and speeches.




	Reports and Required Documents

	Speeches cleared
	10.4.1.2


	References Cited:

	DoDI 5410.19
	Armed Forces Community Relations, 19 Jul 79

	ED 15-1
	Organization and Policies, 4 May 95


	Indicators

	10.4.1
	Do ODC members accept speaking invitations as an effective means of informing the public about defense matters?   Do speakers adhere to the guidelines listed in DoDI 5410.19, Attachment 1 to Enclosure 4? 



	10.4.1.1
	Has ECPA been coordinated with as to which events ODC members speak?  (ED 15-1, paragraph 7f)



	10.4.1.2
	Are speeches cleared through the ECPA?




SUB-SECTION 5 – World Wide Web

	Aim:  To determine ODC effectiveness in implementing guidance in the establishment of a world wide web page.




	Reports and Required Documents

	None
	


	References Cited:

	OSD 9  Jan 98 memorandum
	Establishing and Maintaining a Publicly Accessible Department of Defense Web Information Service

	DEPSECDEF memorandum 
	Information Vulnerability and the World Wide Web, 24 Sep 98

	Executive Order, 12958
	Classification National Security Information


	Indicators

	10.5.1
	Is user incoming and outgoing activity for Web servers recorded for auditing purposes?



	10.5.2
	Is all Web page information appropriate for public release (e.g., no classified, Privacy Act, FOUO, proprietary, special handling, critical information, FOIA exempt, directory of telephone and e-mail addresses on public pages, commercial advertising/product endorsements, copyrighted material, meta-indexes/indexes/lists of other DoD pages)?  (USCINCEUR ECCS 161340Z Jun 98 policy message)



	10.5.3
	Who is responsible for the placement and removal of WWW information/pages?



	10.5.4
	Is information passed through the Public Affairs Office for approval prior to placement on the WWW?



	10.5.5
	Are proper web server home page warning notices and banners appropriately displayed?



	10.5.6
	OPSEC.



	10.5.6.1
	Management Controls (OSD 9 Jan 98 memorandum, Subject: Establishing and Maintaining a Publicly Accessible Department of Defense Web Information Service.)



	10.5.6.1.1
	Does the web site contain a clearly defined purpose statement that supports the mission of the DoD component?



	10.5.6.1.2
	Are users of this web site provided with a privacy and security notice prominently displayed or announced on at least the first page of all major sections of each web information page?

	10.5.6.1.3
	If applicable, does this web site contain a Disclaimer for External Links notice, when a user requests any site outside the official DoD web information service (usually the .mil domain)?



	10.5.6.1.4
	Is the web site free of commercial sponsorship and advertising?



	10.5.6.2
	Operational Information.  (SECDEF memorandum, Information Vulnerability and the World Wide Web, 24 Sep 98)



	10.5.6.2.1
	Does the web site contain any information indicating plans or lessons learned which would reveal military operations, exercises or vulnerabilities?



	10.5.6.2.2
	Does the web site reference any information that would reveal sensitive movements of military assets or the location of units, installations, or personnel where uncertainty regarding location is an element of the security of a military plan or program?



	10.5.6.3
	Does the site contain any of the following personal information: 

· Social Security Account Numbers

· Dates of Birth, Home Address

· Home telephone numbers

· Names, locations

· Any other identifying information about family members of DoD employees or military personnel?



	10.5.6.4
	Does the web site contain any technical data such as:  (Executive Order, 12958, Section 1.8(e))

· Weapon Schematics?

· Weapon System Vulnerabilities?

· Electronic Wiring Diagrams?

· Frequency Spectrum Data?

	10.5.6.5
	OPSEC Considerations: Does the web site contain relevant information in the following categories that might reveal an organization’s plans and intentions?



	10.5.6.6
	Key Word Search.  Using the following key words, conduct a search using the search tool.  As a result of this search, conduct a random screen of any documents found.

· Deployment Schedules

· Exercise Plans

· Contingency Plans

· Training Schedules

· Inspection results, finding and deficiencies

· Biographies

· Family Support Activities

· Phone Directories, Lists


SUB-SECTION 6 – Distinguished Visitor Visit Procedures

	Aim:  To determine ODC knowledge and execution of DV notification and reporting procedures.




	Reports and Required Documents

	CODEL visit reports
	10.6.2, 10.6.3, and 10.6.4


	References Cited:

	ED 5-5
	Reports Concerning Distinguished Visitors (DV) and/or Responses to DV Requests for Information, 6 Feb 97


	Indicators

	10.6.1
	Is there an established procedure for notifying staff of DV visits?  (ED 5-5, paragraph 8a)



	10.6.2
	For CODEL visits, does the unit advise the next office on the itinerary by message or telephone of a summary of significant points or controversial issues?  Is a more detailed report forwarded to ECJS within three duty days of visitor departure?  Does the unit forward a post-visit message to ECJS detailing significant points discussed and results, including information discussed with the official affecting this command? (ED 5-5, paragraph 8b and c(1))



	10.6.3
	Does the unit call ECJS within one duty day when the CODEL terminates the unit visit? (ED 5-5, paragraph 8c(2))



	10.6.4
	For other DVs, has the unit forwarded visit reports to ECJS if the visit generated issues of potential interest to the CINC/DCIN?  (ED 5-5, paragraph 8d)



	10.6.5
	What procedures does the unit use in responding to congressional requests for classified information?  (ED 5-5, paragraph 9)




MANPOWER AND ORGANIZATION

(Office of Coordinating Responsibility: ECJ4-MA)

	Aim:  To determine ODC effectiveness in programming, managing, and updating ODC manpower activities.




	SUB-SECTIONS

	1
	Joint Manpower Program

	2
	Manpower Control


SUB-SECTION 1 – Joint Manpower Program

	Aim:  To determine ODC knowledge of the JMP and associated JMP modification procedures.




	Reports and Required Documents

	JMP
	1.11. 1

	Change requests
	11.1.6

	Chief of Mission concurrence on increases in JMP
	11.1.6


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00

	DoD 2055.3
	Manning of Security Assistance Organizations and Selection and Training of Security Assistance Personnel, 11 Mar 85

	ED 90-6
	Administration of Security Assistance Organizations/Offices, 30 Jan 00

	SM 51-1
	Manpower Control, 23 Feb 98

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00

	JMP
	Joint Manpower Program for Security Assistance Organizations, 20 Sep 00


	Indicators

	11.1.1
	Has the ODC Chief ensured that missions and functions undertaken are based upon directives from JCS or higher?  (SM 51-1, paragraph 7-b(1))



	11.1.2
	Has the ODC Chief identified and requested the minimum manpower required to perform the assigned mission?  (SM 51-1, paragraph 7-b(2))



	11.1.3
	Has the ODC Chief identified missions and functions, which may be eliminated or transferred, and missions and functions from which manpower resources may be realigned to support new requirements?  (SM 51-1, paragraph 7-b(3))



	11.1.4
	Is the unit's operational organizational structure approved in Part II of the Joint Table of Distribution of the JMP?  If not, is an approved organizational restructuring request, as required by SM 51-1, on hand?



	11.1.5
	Do the qualifications of the incumbent in each billet match the requirements for the paragraph/line in the JMP, and does the incumbent possess the experience, training, and other requirements identified in the remarks section for the billet?  If not, have corrections of any discrepancies between the incumbent's qualifications and paragraph/line requirements been submitted, and justified, to the ECJ4 for approval, e.g., as proposed changes to a paragraph/line in the JMP, as changes to be included in the next personnel requisition, as proposed organizational changes, or as proposed changes to the future service mix in the unit?



	11.1.6
	Are proposed changes (as needed) to the JMP forwarded by the ODC to EUCOM to ensure that the ODC is organized and staffed properly?  If proposed changes have been submitted, did the proposal have the Chief of Mission concurrence or comments?  (DoD 2055.3, paragraph E5a)



	11.1. 7
	Are change requests submitted IAW SM 51-1, Appendix B, and routed through ECJ4 to ECJ1?  (SM 51-1, paragraph 9)



	11.1.8
	Does the ODC Chief annually review the JMP to ensure appropriate criteria are followed with respect to both security assistance and non-security assistance missions?  (ED 90-6, paragraph 9a)




SUB-SECTION 2 – Manpower Control

	Aim:  To determine-

· ODC effectiveness in implementing manpower controls

· ODC knowledge and management of manpower assets




	Reports and Required Documents

	None
	


	References Cited:

	DoD 5105.38M
	Security Assistance Management Manual, 1 Sep 00

	DoD 2055.3
	Manning of Security Assistance Organizations and Selection and Training of Security Assistance Personnel, 11 Mar 85

	SM 51-1
	Manpower Control, 23 Feb 98

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00

	JMP
	Joint Manpower Program for Security Assistance Organizations, 12 Sep 00


	Indicators

	11.2.1
	When personnel are required to be dedicated to armament cooperation, are such personnel funded from other than SA sources?  Are these personnel under the supervision and oversight of the ODC Chief?  (SAMM, Section 300, paragraph 30002, C11d(2))



	11.2.2
	Are the functions of the ODC primarily related to SA management?  If primarily related to training, is the slot funded by the host nations?  If primarily related to non-SA functions, are they funded by other appropriations?  (SAMM Section 300, paragraph 30002, C11e(1))



	11.2.3
	Do SA personnel spend at least 50 percent of the time performing SA functions?  If not, have actions been taken to transfer to or be carried by an alternately funded position?  (AR 1-75, Chapter 2, paragraph 2.2a and SAMM Section 300, paragraph 30002, C11e(2))



	11.2.4
	Does the ODC perform any collateral duties?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11e(3))



	11.2.4.1
	Are they approved by the Chief of Mission?



	11.2.4.2
	If conducted on a permanent basis, has a review and classification to determine appropriate funding category been conducted and provided to HQ USEUCOM and DSCA?



	11.2.4.3
	Do the collateral duties detract from the ODC’s ability to efficiently perform the security assistance mission?



	11.2.5
	Has a manpower review been recently conducted?  If one-man year or more of the ODC’s efforts is devoted to OMA, MPA, R & D or other functions, have those functions been combined into a single position and if possible, funded accordingly?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11e(3))



	11.2.6
	Does the ODC permanently employ personnel in excess of the manpower authorization?  Have manpower authorization in excess of needs been immediately identified to EUCOM?  Have requests for temporary overhires of civilian personnel (not to exceed six months) been processed and approved by EUCOM?  (AR 1-75, Chapter 2, 2-5a)



	11.2.7
	Are all US civilian personnel actions forwarded to ECJ4-MS for billet review and funding approval prior to submission to the servicing civilian personnel office?  



	11.2.8
	Are ODC requests for civilian temporary hire and overhire authorizations forwarded to ECJ4-MS for review?  Do they include all the information required by SM 51-1, Appendix D?  (SM 51-1, Appendix D, paragraph 3).



	11.2.9
	Are ODC foreign national civilian personnel actions forwarded to ECJ4-MS for grade and funding approval prior to submission to the US Embassy civilian personnel office?  



	11.2.10
	Are positions that are approved by an authority other than an ODC JMP to perform non-ODC functions under the oversight and supervision of the ODC Chief clearly identified as such on the ODC JMP but not as an ODC personnel authorization?  (SAMM, Chapter 3, Section 300, paragraph 30002, C11e(7))



	11.2.11
	Are reserve and National Guard personnel used for duty in the ODC?  Does the number of military personnel exceed the congressionally approved security assistance manning levels?  Is the use of the reserve/National Guard personnel in consonance with rules governing their use?  (AR 1-75, Chapter 2, paragraph 2-5b)



	11.2.12
	Has the ODC submitted detailed job descriptions to EUCOM, the furnishing military service, and DISAM for ODC positions being filled?  (DoD 2055.3, paragraph E5b)




QUALITY OF LIFE

(Office of Coordinating Responsibility: ECJ4 and ECCH)

	Aim:  

· To determine the level of QOL support to ODCs.

· To determine ODC knowledge of QOL entitlements and responsibilities




	SUB-SECTIONS

	1
	Education

	2
	Exchange/Commissary Facilities

	3
	Housing

	4
	Morale, Welfare and Recreation (MWR) Activities/ Facilities

	5
	Medical and Dental

	6
	Safety

	7
	Religious Activities


SUB-SECTION 1 – Education

	Aim:  To determine the educational opportunities available to service members and their dependents.




	Reports and Required Documents

	None
	


	References Cited:

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00

	DoD 1342.6-M
	Department of Defense Dependents Schools (DoD​DS), 13 Oct 92

	DoD 1342.13
	Eligibility Requirements for Education of Minor Dependents in Overseas Areas, 8 Jul 82


	Indicators

	12.1.1
	Voluntary Education Program.  Are voluntary educational opportunities available and are courses offered satisfactory to most people?  (AR 1-75, Chapter 3, paragraph 3-6)




	12.1.2
	Dependent Schools



	12.1.2.1
	Are either Department of Defense Dependent Schools (DoDDS) or acceptable private schools available for dependents?  (DoD 1342.13, paragraph 5.1.3)



	12.1.2.2
	If neither DoDDS nor private schools are available locally (or are operating at maximum capacity), are students provided access to DoDDS or private schools as boarding students? Are correspondence courses provided at US Government expense in cases where no DoDDS, private school, or boarding schools are available?  (DoD 1342.6, paragraph E1b and c)



	12.1.2.3
	Is registration for admission to non-DoD tuition-free schools accomplished through the regional DoDDS office prior to enrollment?  (AR 1-75, paragraph 3-10)



	12.1.2.4
	Is the unit represented on local school boards?



	12.1.2.5
	If a school other than DoDDS is used, has DoDDS been asked to review the curriculum for appropriateness?




SUB-SECTION 2 –Commissary Facilities

	Aim:  To determine the adequacy of commissary support to ODCs.




	Reports and Required Documents

	COLA Retail Survey
	12.2.3.3


	References Cited:

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00

	JTFR
	Joint Federal Travel Regulation


	Indicators

	12.2.1
	Is there access to military commissary facilities and/or an embassy cooperative program?  (AR 1-75, Chapter 3, paragraph 3-4)



	12.2.2
	If regular facilities exist, is the activity represented on the Commissary councils?



	12.2.3
	If facilities do not exist is a hardship created on the morale and welfare of ODC personnel?  If so, has the ODC submitted a petition for transportation of commissary goods?  (AR 1-75, paragraph 3-4c)



	12.2.3.1
	Is there adequate support on the local economy?



	12.2.3.2
	Does the Cost of Living Allowance (COLA) compensate for greater expense on local economy?



	12.2.3.3
	Has the activity completed a COLA Retail Price Survey in the past 12 months?   (Responsibility to conduct formal surveys is listed in JFTR, Appendix M, paragraph d.  Voluntary surveys can be requested if deemed necessary by the station commander.)



	12.2.4
	Has the ODC directed a petition to the MILDEP having commissary support responsibility and through HQ USEUCOM for transportation of commissary goods or establishment of a commissary?  (Note:  To be submitted when lack of commissary facilities creates hardship on the morale and welfare of DoD personnel)  (AR 1-75, Chapter 3, paragraph 3-4c)



	12.2.5
	Has an analysis of the local economy and efficiency of providing local commissary support instead of COLA been conducted before submitting a petition?  (AR 1-75, Chapter 3, paragraph 3-4c)




SUB-SECTION 3 – Housing

	Aim:  To determine the adequacy of housing and housing support to ODCs.




	Reports and Required Documents

	Private leases
	12.3.4


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations/Offices,

30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00


	Indicators

	12.3.1
	Is housing available and adequate?  Does the housing meet minimum space requirements?  Is sufficient assistance provided to new person​nel in obtaining housing?  Is the unit able to find adequate quarters for new personnel within two months of arrival?  Are personnel living in military quarters and/or on the economy?  (AR 1-75, Chapter 3, paragraph 3-7a)



	12.3.2
	If housing is privately leased, does the current Overseas Housing Allowance (OHA) compensate unit personnel within reasonable limits?  Is the OHA responsive to chang​ing conditions? (AR 1-75, paragraph 3-7a and b)



	12.3.3
	Has the ODC ensured the embassy Regional Security Officer inspects any dwelling considered for lease to ensure it meets, or can be modified to meet, security standards?  (ED 90-6, paragraph 10m(2))



	12.3.4
	Have the leases for ODC members been reviewed by the Embassy Interagency Housing Board?  Have requests for government paid leases been approved by the housing board before approval by HQ USEUCOM and DSCA?  (AR 1-75, Chapter 3, paragraph 3-7c)



	12.3.5
	Does the unit know how to file a request for OHA rate increase?  (Unit should contact the Per Diem, Travel and Transportation Allowance Committee via electronic message to: PER DIEM TRAVEL TRANSPORTATION COMMITTEE WASHINGTON DC//PDTTC//  (AR 1-75, paragraph 3-7b)



	12.3.6
	If housing improvements are paid for with security assistance funds, is an effort made to designate the housing for subsequent security assistance personnel?




SUB-SECTION 4 – Morale, Welfare and Recreation (MWR) Activities/Facilities

	Aim:  To determine the adequacy of MWR support to ODCs.




	Reports and Required Documents

	MWR support requests and budget submissions
	12.4.6 & 12.4.7


	References Cited:

	DoD 1015.6
	Funding of Morale, Welfare and Recreation Programs, 3 Aug 84

	DoD 4515.13R
	Air Transportation Eligibility, Nov 94

	ED 35-2
	Environmental and Morale Leave (EML) (Limited to locations authorized EML), 29 May 96

	ED 90-6
	Administration of Security Assistance Organizations/Offices,     30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas ODCs, 27 Mar 00

	AR 12-15, SECNAVINST 4950.4,A., AFIJ 16-105
	Joint Security Assistance Training Regulation, 5 Jun 00


	Indicators

	12.4.1
	Environmental and Morale Leave (EML). (DoD 4515.13R; ED 35-2)  (Only for those units authorized to participate in the EML program.)



	12.4.1.1
	Is the EML program funded for commercial travel?  If not, is Air Mobility Command (AMC) transportation available?  (The inspector should review local records to ensure: all dependents participating are command sponsored, dependents under the age of 17 have not been issued individual EML orders, the authorized number of trips have not been exceeded in any 12 month period, and adequate announcement of available flights and equitable sign up procedures exist for personnel at remote sites.)



	12.4.1.2
	Are FMS-case financed personnel in adverse environmental areas provided paid commercial transportation for EML?  (May be financed through FMS or AIK).     (AR 1-75, Chapter 3, paragraph 3-2b)



	12.4.1.3
	Does the ODC complete the data sheet in ED 35-2, Appendix F for requesting and/or recertifying EML status?  (ED 35-2, Appendix F)



	12.4.2
	Recreational Facilities and Activities.  (DoD 1015.6, AR 1-75,  ED 90-6)  



	12.4.2.1
	Are adequate sports and/or recreational equipment and/or facilities available and affordable?



	12.4.2.2
	Are library services/materials available?  Is motion picture service or a suitable substitute available?  (AR 1-75, Chapter 3, paragraph 3-1b)



	12.4.2.3
	Are childcare and youth activities available and adequate?  How is childcare needs being met? 



	12.2.4
	American Red Cross.  Is satisfactory service available along with adequate support for the emergency leave program?  Do personnel know how to access it?



	12.4.5
	Does the activity have unit funds?  If so, are they properly used?  Are internal controls in place



	12.4.6
	Are requests for MWR support submitted to HQ USEUCOM?  (AR 1-75, Chapter 3, paragraph 3.1a(2))



	12.4.7
	Has the ODC prioritized MWR enhancements for yearly submission to ECJ4-ID?      (ED 90-6, paragraph 25d(1))



	12.4.8
	Has the ODC received approval from ECJ4 prior to requisitioning MWR enhancements not listed on the JTA/CTA?  (ED 90-6, paragraph 26d(4))



	12.4.9
	Has the ODC established internal procedures for the safe and effective operation and control of MWR equipment?  Do all ODC personnel have equal access to community-shared equipment, facilities, or tape and book libraries?  (ED 90-6, paragraph 25d(7))



	12.4.10
	Does the ODC have authorization for funding fitness club memberships?  Are the memberships in the name of the organization and not tied to a specific individual?     (ED 90-6, paragraph 25g)



	12.4.11
	Are ODC administrative funds used to pay memberships to social or recreational clubs?  (Prohibited)  (AR 1-75, Chapter 3, paragraph 3-1c)



	12.4.12
	Support to Security Assistance Teams (SATs)



	12.4.12.1
	Has the ODC, based upon a review of applicable factors (e.g., availability of suitable environment, climate/geography, security, language problems, and recreational facilities) and using the data sheet prescribed in the JSAT, identified quality of life items recommended for funding?  (JSAT, Chapter 13, paragraph 13-31 and 13-33)



	12.4.12.2
	Has the ODC, in conjunction with HQ USEUCOM, determined what is fair and appropriate for SATs?  (JSAT, Chapter 13, paragraph 13-35)



	12.4.12.3
	Are IMET funds used for purchasing quality of life items for SATs (IMET-funded SATs)?  (Prohibited)  (JSAT, Chapter 13, paragraph 13-34a)



	12.4.12.4
	Has the ODC ensured inventory control of SAT quality of life items?  (JSAT, Chapter 13, paragraph 13-37a)




SUB-SECTION 5 – Medical and Dental

	Aim:  To determine-

· Adequacy of medical and dental support for ODC members and dependents

· ODC knowledge and execution of TRICARE-Europe program responsibilities




	Reports and Required Documents

	Letter designated TRICARE POC
	12.5.3.1

	Procedures for tracking TRICARE claims
	12.5.3.2

	Applicable TRICARE materials
	12.5.3.6


	References Cited:

	ED 90-6
	Administration of Security Assistance Organizations/Offices,            30 Jan 00

	AR 1-75, AFIJ 16-104, SECNAVINST 4900.49
	Administrative and Logistical Support of Overseas Security Assistance Organizations, 27 Mar 00

	
	TRICARE Europe Prime Remote Health Care Passport, Jan 00

	
	TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program


	Indicators

	12.5.1
	Preventive Medicine



	12.5.1.1
	Does the unit provide all incoming personnel information pertaining to the following public health concerns:  food sanitation, water quality and treatment, communicable diseases, vector control measures, environmental hazards, and disease risks to personal pets?



	12.5.1.2
	Did ODC members and their families receive complete medical and dental examinations prior to departure to the ODC duty location?  Are outgoing members advised to receive a complete medical and dental examination after return from the ODC duty location?  (AR 1-75, Chapter 3, paragraph 3-5d)



	12.5.1.3
	Are ODC members aware of which preventive medical exams are available (per TRICARE Service Center guidance)?  (TRICARE Europe Prime Remote Health Care Passport)



	12.5.1.4
	Do unit personnel have all immunizations required by the host nation and AR 40-562?  Are ODC staffs at African posts taking anti-malarial medications as required?



	12.5.2
	Outpatient Medical/Dental Services



	12.5.2.1
	Are US Government-provided medical and/or dental services available and adequate?  If not, are ODC members and dependents enrolled in TRICARE Europe Prime (available to geographically separated units more than 30 minutes away from a medical treatment facility)?  (TRICARE Europe Prime Remote Health Care Passport)



	12.5.2.2
	For those areas where civilian facilities are used fully or in part, does the unit have the following:

· Current list of Regional Medical Officer (RMO)-approved physician/dentists in a broad range of specialties, such as:  general medicine, oral surgery, surgery, pediatrics and obstetrics? (TRICARE Europe Prime Remote Health Care Passport)

· List of physicians/dentists (provided by the RMO/Embassy Nurse) to whom personnel are advised not to go. (TRICARE Europe Prime Remote Health Care Passport)

· Lists of outpatient medical/dental facilities known to provide an acceptable level of medical care (provided by the RMO/Embassy Nurse)? (TRICARE Europe Prime Remote Health Care Passport)

· Are ODC members familiar with the Personal Health Advisor Program (24-hour/7-days a week nurse advisory toll-free number)? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3
	TRICARE Europe



	12.5.3.1
	Has an individual been formally designated in writing as the area’s TRICARE medical/dental point of contact? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3.2
	Is the TRICARE POC familiar with the duties of the POC ?  (TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)

· Does the TRICARE POC assist beneficiaries in the processing of claims? (TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)

· Has the POC developed procedures for the coordination, control and tracking of claims?  Do the procedures include receipt and distribution of foreign drafts, US dollar checks, and explanation of benefits received from contractors as payment for services rendered by host nation providers? (TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)

· Has the POC established and maintain a file for claims and related correspondence? (TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)

· Reported unresolved claims or problems? (TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)



	12.5.3.3
	Is the ODC familiar with TRICARE enrollment and policies?  Questions with regard to TRICARE care may be directed to the TRICARE POC or the TRICARE Service Center (TSC) with responsibility for the geographic region the ODC is located within. (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3.4
	Have ODC members contacted their servicing TSC immediately upon arrival to complete any necessary actions to enroll or transfer themselves and their families in TRICARE Europe Prime Remote Program? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3.5
	Have all new enrollees received TRICARE packages containing essential guidance, handbooks, and forms? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3.6
	Does the TRICARE POC have current publications concerning benefits provided by the TRICARE program?  TRICARE Overseas Program and TRICARE Family Member Dental Program Point of Contact Program)



	12.5.3.7
	Is the ODC familiar with service-specific outpatient medical travel procedures and policies?  (TRICARE Europe Prime Remote Health Care Passport and ED 90-6, paragraph 9e)



	12.5.2.8
	Is the ODC familiar with procedures for arranging specialty medical and dental appointments in US medical facilities?  Are requests submitted at least 30 days prior to the requested appointment? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.3.8.1
	Are SA funds used for travel in connection with routine medical or dental care? (Prohibited)  (AR 1-75, paragraph 3-5e)


	12.5.3.8.2
	Has the unit coordinated with the responsible service agency for approval and for d use of fund cites for travel associated with inpatient and outpatient care?  (ED 90-6, paragraphs 9e(30 and (4))



	12.5.3.8.3
	Are completed vouchers submitted following completion of the medical/dental travel? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.4
	Inpatient Medical Care



	12.5.4.1
	Does the unit have a current list of local “preferred provider” medical facilities and physicians approved by the RMO/Embassy Nurse for use by US Government personnel and dependents? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.4.2
	Is the ODC familiar with Theater Patient Movement Requirements Center-Europe procedures for medical evacuation of personnel? (TRICARE Europe Prime Remote Health Care Passport)



	12.5.4.3
	For emergency medical and dental services, are SA funds used? (Only to be used to pay transport to the nearest aeromedical evacuation center or to the nearest facility that can provide adequate care.)  (AR 1-75, paragraph 3-5e)



	12.5.4.4
	Have ODC members or their dependents who have medical or dental problems requiring immediate attention obtained ODC Chief certification?  (AR 1-75, paragraph 3-5e)



	12.5.4.5
	Is this certification based on the determination of the local medical officer or US embassy nurse?  (AR 1-75, paragraph 3-5e)



	12.5.5
	Medical Supply Support



	12.5.5.1
	Are ODC personnel aware of the remote site pharmacy coverage options available for prescription drugs (Pharmacy Service at the Pentagon TRICARE Health Clinic, National Mail Order Pharmacy, or Military Treatment Facility while on leave/TDY)?   (TRICARE Europe Prime Remote Health Care Passport)



	12.5.5.2
	Are incoming ODC members and their families who are on continuous medication advised to bring adequate supplies with them (6 months supply)  (TRICARE Europe Prime Remote Health Care Passport)




SUB-SECTION 6 – Safety

	Aim:  To determine the adequacy of safety training, support, and awareness in the ODC.




	Reports and Required Documents

	Safety Manager letter of appointment
	12.6.1

	Annual safety inspection report
	12.6.4


	References Cited:

	AR 385-10
	The Army Safety Program, 29 Feb 00


	Indicators

	12.6.1
	Has the ODC designated an additional duty safety manager to perform required safety and accident prevention functions?  Does the member meet the requirements of AR 385-10, paragraph 2-1f?  (AR 385-10, paragraph 2-1f and  Appendix B, paragraph B-4(a))



	12.6.2
	Are procedures in place and in operation to determine if facilities and equipment meet or exceed safety and health standards?  Are deficiencies abated?  (AR 385-10, Appendix B, paragraph B-4(e))



	12.6.3
	Is there a program or policy for reporting unsafe or unhealthful conditions?  (AR 385-10, Chapter 4, paragraph 4-1h and Appendix B, paragraph B-4(i))



	12.6.4
	Are standard Army safety and Occupational health inspections performed annually to evaluate the status of safety and occupation health program and risk management integration?  (AR 385-10, Chapter 4, paragraph 4-1b and Appendix B, paragraph B-4(j))




SUB-SECTION 7 – Religious Activities

	Aim:  To determine the adequacy of religious support to ODCs.




	Reports and Required Documents

	None
	


	References Cited:

	
	


	Indicators

	12.7.1
	Are religious services (Christian, Jewish, and others as appropriate) readily available in English to all ODC person​nel?



	12.7.2
	If service/facilities are not available, is there a visiting chaplain program and/or are qualified lay leaders/readers available within or to the organization?



	12.7.3
	Are host nation clergy or mis​sionar​ies avail​able to provide pastoral care in English for marriages and baptisms, and for other sacramental services as required?



	12.7.4
	Are there religious education activities available for teenage youth and younger children?



	12.7.5
	Are materials provided which ad​dress the reli​gious, ethical, political, moral, and economic characteristics of the host nation where the unit is located?  Is an orienta​tion provided to new personnel to ensure sensitivity to the religion and religi​ous customs of the host nation? 



	12.7.6
	When was the unit last visited by a mili​tary chaplain?  Which service component?  Duration and nature of visit?  Impact?



	12.6.7
	Has the ODC been in contact with host country military chaplains?  
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Non-bold items are


important to the overall


performance of the unit.





Critical items are in bold.


Critical items are key areas for successful mission accomplishment.





Web page links now added to publications and forms cited (where available)





Aim: Determine ODC effectiveness in


- Developing an effective JCTP Annex (5-Year Plan) supporting the Ambassador's, CINC EUCOM's, and Host Nation's goals and objectives.


- Identifying and scheduling the required activities, within the entire familiarization to training spectrum, in order to complete each objective.


- Developing comprehensive concept sheets directly supporting JCTP Annex (5-Year Plan) goals and objectives.
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PLANS AND POLICY


(Office of Coordinating Responsibility: ECJ5)


		Aim:  


· To determine knowledge of and linkage of security assistance activities and planning to overarching policies, directives and plans 


· To determine SAO effectiveness in coordinating and managing plans and agreements


· To determine USDR effectiveness
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		2.1.2

		Has the SAO worked to ensure that, to the extent practical, SA requirements are integrated with other DoD requirements? (DoD Dir 5132.3)






		2.1.3
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		Theater Strategic Planning System (TSPS).
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